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Abstract

In this work, we analyze the mathematical aspect of the MAYO
signature scheme. Following the specification of MAYO, we generate
the keys where the secret key is a matrix and the public key is a system
of quadratic polynomial of multiple variables; then use them to sign.
During the signing procedure, we disprove the claim that the polyno-
mial only has a constant part and a linear part after sampling values
for the vinegar variables. Technically, we provide the mathematical ex-
pression of an arbitrarily polynomial of the system after substitution
and discover that in addition of having a constant part and a linear
part, the polynomial also has a quadratic part. The quadratic state of
the polynomials after substitution allows us to conclude that signing
fails with the third attempt of MAYO.

Introduction

In light of the progress made in the quantum field and as a precaution against
the arrival of the powerful quantum computers [14], cryptographers conti-
nously suggest different cryptographic schemes that are quantum resistant.
MAYO [1] is a multivariate post-quantum signature scheme introduced by
Beullens in 2021; and currently being standardized by the National Institute
of Standards and Technology (NIST) [10], [13]. It originated from the oil and
vinegar introduced by Pantarin in 1997 [9, 11].

Digital signatures are important in information securing and has the role
of authentication which is the same as the pen-and-ink signature. In this
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work, we analyze the mathematical aspect of the MAYO algorithm by fol-
lowing step by step the procedure according to the specification. First, we
generate the secret key, which is a matrix. Next, following some steps, we
expand the public key which is a system of multivariate polynomial. Next,
we proceed with the signing, and finally conclude that the signing procedure
has an issue and that we can not obtain a valid signature.

Preliminary

List of necessary parameters

e ¢: the size of the finite field [F,
e m: the number of polynomials
e n: the number of variables

0: the number of oils variables

v: the number of vinegar variables with v =n — o

Multivariate Quadratic Problem

The word multivariate comes from "multiple" and "variable". As this indi-
cates, we allow working on polynomials involving multiple variables where
the polynomials are quadratic homogenous [3] that has the following form:

n n
p(ﬂ?l, . ,flfn) = Z Z Olijl'il'j

i=1 j=1

The terms can be a multiplication of an oil variable and a vinegar variable
0;v; or two vinegar variables v;v; but not two oil variables o0;0; [15].

Like the Original Oil and Vinegar problem [?] and the other current
multivariate schemes like the Unbalanced Oil and Vinegar problem [16] and
the Rainbow problem [17], the MAYO problem consists of finding a solution
(U1, -+, Vn_0,01,-..,0,) Of asystem of polynomials [12]. Here P* is described
in the equation (3).
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Claim

According to MAYO specification [6], to solve the system of MAYO, the
signer first samples values for the vinegar variables at random, and then
solves for the oil variables such that the system P* has became a system of
m linear equations in ko variables after substituting the vinegar variables.

General Disproof

In this section, we focus on the mathematical aspect of MAYO following the
specification as described in [1] and the details are given in [6].

The goal of this section is to show that all polynomials of P* remain
quadratic after substitution. To do so, we arbitrarily take one polynomial
and show that it remains quadratic after substitution, then conclude that all
the polynomials remain quadratic after substitution.

Let’s first generate the secret key.

Generate the secret key

Let o ; € F, for all 4, j € [n] and let O the secret key which is a (n-0)-by-o
matrix that we generate once at random.

Aoy -vr Of

Let’s now generate the public key.
Let’s show that pj,qger, the index-th polynomial of the system P*, remains

quadratic after substituting the vinegar variables with the value of the pre-
image.

Generate the public key

The public key is a system of m quadratic polynomials, where for an arbi-
trary polynomial of the system, the construction procedure follow some steps.

Let index € [m] and let’s construct the polynomial pjges.
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e Generate P

PW is an upper triangular (n-o)-by-(n-o) matrix.

a1 Q12 ... A1 n—o
P(l) B 0 Qoo ... A9 n—o
index ~ . .
0 ... 0 apono

e Generate P®?

P® is a (n-0)-by-o matrix. (The column iteration starts from n —o+ 1
and end until n.)

A1 n—o0+1 s A1n
P(Q) B A2 n—o0+1 s a2pn
index .
O‘nfo,nfo+1 BRI CYnfo,n

e Compute P®
P®) is obtained by using the formula:

P® =0Tp 0 O0TP?

index index

and is an upper triangular o-by-o matrix. (The row and column itera-
tions start from n — o+ 1 and end until n.)

Op—otin—o0+1 -+ On_otin
P(3) Op—o+2n—0+1 -+ Opn_oy2n
index . .
Qn n—o+1 s Qnon

e Build the matrix P representative of the polynomial

By substituting Pi%w, Pi(f;em and Pl.(i)lew in the matrice bellow,
1 2
Poger — [ Fintes Bl
0 ‘Pindex
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we get an upper triangular n-by-n matrix define as:

11 Q12 ... X1 n—o A1 n—o0+1 s a1,
0 o ... A2 n—o A2 n—o+1 cee Qa2p
0 s 0 Op—on—o Op—on—o+1 s Qp—omn
Bndez = : .. .. 0
. : : Op—otln—o0+1 --- Op_otln
0 e O[n70+27n
0 o . 0 0 Qn

e Construct the polynomial p of the basic system P

I
Z2 . :
Let z = | . | the vector representative of the variables and let’s con-

Ty,
struct the quadratic polynomial using the formula:

pindez(x) = ITPindexx (1)

We get:

2 2
Pindex (ZL’) = 112, + Q1 2T1T2 + -+ Ap—onLn—oln + an—o+1,n—o+1xn70+1+

2
st An—1.nTn—1Tn + A ndy,

that can be written in a general formula:
Pindea(x) =Y Y aapratp (2)

e Construct the polynomial of the system of MAYO

Let P the system of quadratic polynomials where each polynomial p;,ges
for index € [m] has the form describe in the above equation (2):

pi()
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The MAYO signature scheme involves a system of polynomial denoted
P* that has the form:

k ko k
PHX1. . Xk) =Y EaP(X)+ > Y EyP(X, X)) (3)
i=1 i=1 j=i+1
where k is a parameter that multiplies the number of variables in or-

der to make the system k time larger, the Ej;-s and Ej;-s are m-by-m
matrices in Fy, and P’(z,y) is the differential of P define as:

Pz, y) =Pz +y) —Px) —Py).
Compute the representative vector of the first part of the
MAYO system
Let ¢ € [k], and let the matrix E;; define as:
d. ..o

ml mm

Let P(X;) the vector representation of the system P as a function of
the variable X;. Let’s compute the matrix representation of the system

E;P(X;) for i in [k],

e e e\ (X))
EP(Xy)=1| + = : :
einl einm P (X5)
e (Xi) + - + el pm(X5)
EiP(X,) = -

D1 (Xi) + - + €lnPm(X)
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In the same way, let’s compute the matrix representative of the system

EijP/(Xi,Xj) for Z,] in [k’],
Construct the polynomial p’ of the differential system P’

i J

xh T
5 )
2 . )
Let X; = Sl and X; = “ | the representative vectors of two vari-
; .
z, xiL
ables. As the representative vector of their sum, we have X; + X; =
i J
3:1 +
xh + )
{ J

Let P(X; 4+ X;) the system of quadratic polynomials where each poly-
nomial Pipges(X; + X;) has the form as describe in equation 2. We
have:

p1(Xi + X))
P(X; + X;) =
pm(Xi + Xj)
Let’s recall that pinge. (X; +X;) is obtained by using the formula in (1):
Pindex(Xi + X;) = (Xi + X;)" Pinges(Xi + X;)

We get:

Pindea(Xi + X;) = ar (2} + 2])* + o o(2l + o) (zh +23) + -+
an—o+1,n—0+1<xzfo+1 + x270+1)2 +eeet Oén_l’n(l';,1+

xfm—l)(l‘; + "Eiz) + O‘n,n(xil + le)Q

_ i\2 J\2 i, i, J i
Pindex(Xi + X;) = a11(2])" + an1(2])” + an0210) + 927 0h + @y g} 2+
J,.J i 2 J 2
1 2T5Ty + +** + On—ot1n—o+1 (xn—o+1) + O‘n—o+17n—o+1($n—o+1) +
i i i ; i
ey On—1,nTp 1Ly, + Oénfl,nwn—lxiz + Oénflﬂxn—lmn—i_

1@ 20 4 (20)? + i (20)?
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In the same way, using the formula in equation (1), we can obtain the
expression of the polynomials pjnae.(Xi) and pinges(X;). We can now
compute pl, ... (X;, X;) using the formula of the differential of p. We
have:

p;ndez(Xiu X]) = pindez(Xi + Xj) - pindew(Xi) - pindea:(Xj>

— Q.0 J { ] J (
= Q18 Ty + 21T + o0 F - QT T Q1 T,

That can be written a general way:

n—1 n
Phnder (X0 X5) =Y Y (apaly, o + oa pr)yaly) (4)
A=1 B=A+1

Compute the representative vector of the second part of the
MAYO system

Let ¢ and j in [k], and let the matrix E;;

i ij
ey ... el
Ei; = :
ij i
eml . .. emm

Let’s compute the system matrix E;;P'(X;, X;) for ¢, 7 in [k],

e e\ [ P(X X))
EyP (X, Xg) = + - :
ey el ) \ph(Xi, X;)

e (X, X5) + - + €8 pm (X, X;)
EyiP (X, X;) = :
el oy (X, Xj) + -+ e 0l (X, X))
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Construction of the polynomial of MAYO

Since the system of MAYO is describe as:

k k k
PH(Xy, X)) = EiP(X)+ Y Y EyP(X;, X))
=1

i=1 j=i+1
By substituting E;P(X;) and E;;P'(X;, X;), we can get the vector
representative of the system P*( X, ..., X) define with the formula:

e (X;) + -+ elpm(X5)
=1\ e p1(XG) + -+ € Pm(X5)

Kok el (Xi, X5) + -+ + e pl (Xi, X;)
> '

==\ e ph (X, Xp) A+ o+ €m0 (X, X)

In the following, we focus on two iteration i € [k] and j € [k] ,where
j > 1, in order to have the expression of the polynomial in function of
two arbitrarily variables X; and X; which are independent from all the
other variables of the big polynomial.

Let index € [m]. Let’s see the detailed expression of the polynomial
p;(ndea;(le s 7Xk) We have:

k
p:ndez(Xh s 7Xk) - Z(eﬁndeaslpl (XZ) +oeee eéndexmpm(Xi))
=1
+ Z Z zndexlpl XZ? X; ) +oe Tt ezndexmpm(Xi7 XJ))
=1 j=i+1
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Diges(X1s -, Xi) is a polynomial of multiple variables. Let’s see that
for i,j € [k], a part of pf,, . remains quadratic after substitution.

) index index ./ 3 .
Let’s denote by E;'“““pinge, and E;7%“pj ;.. the expressions:

E?ndexpindex (XZ) - 6§nd6x1p1 (Xl) +oee eéndexmpm<Xi)

Ezndem ;ndex(X’L" X]) = €Zidez1p/1 (Xza XJ) s ezndea:mpm(Xi’ XJ>

We get the expression of the index-th polynomial of the system P*:

k k k
p:ndea:(le s an) = Z Ez?zndexpindex(Xi) + Z Z Emde:c zndex(Xi> X])
i=1 i=1 j=i+1
(5)

Let i € [k] and j € [k]. Let’s see the expression of E4p, ;.. in func-
tion of the variable X; and the expression of Ejf%p/ . in function of
the variables X; and X.

By substituting each polynomial of Ef*p, ... with the formula in (2)
and each polynomial of E7p! . with the formula in (4); and using
the variables X; and X, we have:

n n
index i m i
Eii Pindex (X) 1ndex1 § , § aA BxA'rB Tt Cindeam § § QA BTaTp

A=1B=A A=1 B=A

and:

index, |
Eij pindem(X“ X mdexl § : § : aA BxAxB + aA B‘TAJ;B) +- T+
A=1 B=A+1

zndexmi : § : aAB‘rAxB+aABxAxB)
A=1B=A+1

That can be written in simplified expressions:

10
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n

n
index _ 7 1 7 m i1
Eii pindex(Xi) - E § (eindeaclaA,B +oeeet eindexmaA,B) TpAZp

A=1

B=A
and:
n—1 n
index, / _ ij 1 5] m i ,.J J i
Eij Pindex (Xl’ X]) - (eindemIQA,B +eet eindea:maA,B>(xAxB + xAxB)
A=1 B=A+1

By substituting E}"" pinaer(X;) and EF*pl .. (X;, X;) respectively
with the above aquations in the equation (5), we have the expression
of the polynomial of the MAYO system as a function of X; for i €

{1,... k}:

n n

x _ Z 2 : i 1 i m i
Pindex (Xl? s 7X’€) - (eindexlaA,B Tt eindexmaA,B) TpATp
i=1 A=1B=A
k ko n—1 n
ij 1 ij m i joi
+ E § (€imdea1¥a,s + T Cingeam @i 5) (Ta2p + T4 2p)
i=1 j=i+1 A=1 B=A+1
Signing
Let O the vector space containing all the column vectors of the secret key O.
i (00 i i i — (. J J
Let w' = (w},wh, ..., wl_, 1,wh_,) and W = (w],w),...,w) 1, wi_.) two
) : 1-n—o __ 7 7 7 7 :
vectors of O, and let’s substitute X; "% = (2,25,...,2;,_,,,2,,_,) with
w'and X770 = (a1, 29, ..., @) _, 4, @) With w.

After substitution we get:

n—o n—o

n—o n

7\ i 1 i m i1 7 1
Eiipinde:c<w ) - E E (eindemlaA,B +oeeet eindemmaA,B) Wywp + § § (eindewlaA,B+
A=1 B=n—o+1

A=1B=A
n—o+1 n
s eindexmaA,B>waB + § § (emdezlaA,B +oeet eindezmaA,B) TATR
A=1 B=A

(6)

and:

11
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o i, g) }: ij 1 ij m i, J i
Eljpindex(w W ) - (eindezlaA,B + + 6indemmaA,B)(wAwB + WAWB)_‘_
A=1 B=A+1
n—1 n
E : (eindemlaA,B +eeet eindemmaA,B)<wA'TB + waB)+
A=1 B=A+1
n—1 n

(emdezl&th +teeet emdezmaA,B)<$AxB + xAmB)

(7)

We can see that the sum of the terms from A = n—o0+1 of both equations
(6) and (7) remain quadratic.

If we take (5) and substitute with the values of the equations (6) and (7),
we have the expression of one arbitrarily polynomial p; ,.. of the system P*
after substitution.

n—on

o
i 1 i m i1
(6indezlaA,B et eindezmaA,B) WalWp +

hS

._.
oy}

k&
o> (€mdec1 @5+ F Cingewm @i p) (Wi + wiwp)  (constant)  +

k n—o n k kK n—o n
% 1 % m [t i 1
§ § § <€index1aA,B +eet eindexmaA,B>waB + § : § § : E : <€index1aA,B+
i=1 A=1 B=n—o+1 i=1 j=i+1 A=1 B=n—o+1

€ emh ) (Wt + wal)  (linear) 4+

k n n k k n—1 n
Z Z Z i 1 i moNd i Z Z Z Z ij 1
(eindexlaA,B et eindexmaA,B)xAxB + (eindexlaA,B+
i=1 A=n—o+1 B=A i=1 j=i4+1 A=n—o+1 B=A+1
ij m i J j o -
i eindexmaA,B)(xAmB + xAxB) (quadratlc)
The expression of the equation p;, ,..(w) above disproves that an arbi-

trarily polynomial of the system of MAYO is linear after substitution [4].
In addition to having a constant and a linear part, the polynomials of the

12
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system of MAYO also have a quadratic part.

As a conclusion, for all index € [m], the polynomial p}, ,..(X1,..., Xg) of
the system of MAYO is not linear after substitution.

Consequence

The fact that we don’t have linear polynomials after subtitution has an im-
pact on the global specification of the algorithm.

Signing fails. According to the specification of MAYO, signing basically
means solving the system of polynomial in such a way that we have a sig-
nature s satisfying P*(s) = t. Since we have non-linear polynomials after
substitution, then the resolution of a linear system Az = y described in the
MAYO.Sign algorithm of the MAYO specification and the algorithm pro-
posed by Hashimoto [2]|, the Grébner Bases [7], the Hybrid Approach [8],
and all the other existing algorithm to solve multivariate systems over finite
fields can not allow us to have a valid signature.

Conclusion

To concude, we proved in this work that the third attempt version of MAYO
has an algorithmic mistake. When algorithmically analyzing the MAYO
signing algorithm, we discovered that the polynomials of the system P* are
not linear after substituting the vinegar variables with the values of the pre-
image.

This work opens some problems:

Problem 1: The verify functions of the C and Sage implemented versions
of MAYO currently work. The question is why? What other mistakes can
we find? The implementation procedure of the MAYO algorithm is open to
analysis.

Poblem 2: Since the system resolution procedure define in the signing
algorithm of the current version of MAYO is designed for a system of linear
polynomials, that state is open to resolution ideas. What can we do to fix
that matter of MAYO?

13
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