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Abstract—A zero-knowledge proof of machine learning (zkML)
enables a party to prove that it has correctly executed a
committed model using some public input, without revealing
any information about the model itself. An ideal zkML scheme
should conceal both the model architecture and the model
parameters. However, existing zkML approaches for neural
networks primarily focus on hiding model parameters. For
convolutional neural network (CNN) models, these schemes
reveal the entire architecture, including number and sequence
of layers, kernel sizes, strides, and residual connections.

In this work, we initiate the study of architecture-private
zkML for neural networks, with a focus on CNN models.
Our core contributions includes 1) parametrized rank-one
constraint system (pR1CS), a generalization of R1CS, allowing
the prover to commit to the model architecture in a more
friendly manner; 2) a proof of functional relation scheme to
demonstrate the committed architecture is valid.

Our scheme matches the prover complexity of BFG+23
(CCS’23), the current state-of-the-art in zkML for CNNs.
Concretely, on VGG16 model, when batch proving 64 in-
stances, our scheme achieves only 30% slower prover time
than BFG+23 (CCS’23) and 2.3× faster than zkCNN (CCS’21).
This demonstrates that our approach can hide the architecture
in zero-knowledge proofs for neural networks with minor
overhead. In particular, proving a matrix multiplication using
our pR1CS can be at least 3× faster than using conventional
R1CS, highlighting the effectiveness of our optimizations.

1. Introduction

Zero-knowledge succinct argument of knowledge (zk-
SNARK) [1], [2], [3], [4] allows a prover to convince a
verifier that a statement is true, without revealing any infor-
mation beyond the statement’s validity. Formally speaking,
given a public arithmetic circuit C and a public instance
x, the prover demonstrates the statement that it possesses
a witness w such that C(x,w) is fully satisfied, without
revealing w. Succinct means the verifier time and proof
size can be exponentially smaller than circuit size. Typically,
zkSNARKs for general arithmetic circuits [1], [4], [5] use

a precessing algorithm to digest the large circuit C into a
short verifier parameter vp, and thus verification algorithm
can avoid reading the entire circuit.

Zero-knowledge machine learning (zkML) [6], [7], [8] is
an important application of zkSNARK that enables privacy-
preserving regulation for Machine Learning-as-a-Service
(MLaaS) [9], [10], where users are usually given an API
of AI models and receive a nontransparent result from the
model server. Employing zkML to prove the inference result
can guarantee the following properties:

• Integrity: prevent the service provider from using dis-
tilled version of the model to reduce inference costs.

• Fairness: exclude sensitive user attributes such as gender,
race, or past behavior from the decision-making process.

• Privacy: preserve model owner’s intellectual property as
the model is completely a blackbox.

Formally speaking, let deterministic function fp denote the
inference model. In an ideal zkML, model owner publish a
private commitment to function fp, and invokes a zkSNARK
to prove y = fp(x, r) for any input x, randomness r and
output y.

With the widespread adoption of machine learning, par-
ticularly neural networks, recent years have seen extensive
research on zkML. This research spans a variety of models,
including traditional decision trees [6], [11], convolutional
neural networks [7], [12], [13], and large language mod-
els [8], [14], [15]. In typical zkSNARK schemes for neural
networks, the model architecture is encoded into a circuit C,
while the model parameters p are represented as polynomials
and committed using a polynomial commitment scheme
(PCS). For each machine learning prediction fp(x) = y,
the server proves that C(p, x) = y.
Private neural network architecture. A limitation of ex-
isting zkML [7], [8], [13] approaches is that they only
considers hiding model parameters, but assumes that the
model architecture is completely public. In practice, model
architectures also constitute valuable intellectual properties
for model owners [16], [17], as designing effective archi-
tectures demands a team of highly skilled experts, extensive
trial and error, significant financial costs, and substantial



computational resources. This motivates us to develop an
zkML scheme hiding both model parameter and architecture.

Hiding model architecture is highly challenging. As
conventional zkML designs typically encode architecture
into an arithmetic circuit, and zkSNARK requires the cir-
cuit to be publicly known, it’s difficult to keep the model
architecture confidential. What’s more, extensive zkML con-
structions leverage structural ML architecture to improve
efficiency [7], [15], making it more challenging to achieve
comparable efficiency without publishing the architecture.

In this work, we address these challenges and initi-
ate the study of architecture-private zero-knowledge proofs
for neural networks. We propose an efficient construction
specifically tailored for CNN models. With our design,
users can verify that the model prediction is computed by
a precommitted function fp, without revealing any infor-
mation about its internal architecture1. Given that CNN
architectures can vary significantly in terms of the number of
layers, kernel sizes, strides, and microstructures such as the
residual connections in ResNet [18], we believe our work
is both necessary and well-motivated.

We summarize our goal of architecture-private ZKP for
neural network with the following research question:

Can we design a zkSNARK for CNN with (i) a
private architecture and (ii) comparable prover
time as its public-architecture counterpart?

1.1. Our Methods

To conceal the architecture of the CNN model (i.e.,
circuit C), a natural idea is to employ a general-purpose
proof system, where C is digested into a short commitment
vp. However, this naive approach faces two major chal-
lenges. The first challenge is the inefficiency of preprocessed
zkSNARKs, which has been abandoned by state-of-the-art
zkML schemes. For instance, proving VGG16 in Plonk takes
637 seconds [19], whereas zkCNN [7] only requires 88
seconds. The second and more critical challenge is output
non-determinism of committed circuit C. Specifically, an
arithmetic circuit C represents a NP relation instead of
deterministic function. It means each public input can be
satisfied by multiple witnesses. Thus, when C is kept fully
private, there may exist multiple valid outputs for the same
input, undermining both integrity and fairness guarantees.

In order to deal with the inefficiency issue, we pro-
pose parametrized rank-one constraint system (pR1CS) and
parametrized Spartan by generalizing conventional R1CS
and its proof system Spartan. The reason why preprocessed
zkSNARK is less efficient primarily lies in two following
factors. The first factor is they have substantial redundant
computation to deal with the general circuit. The second
factor is they have to commit substantial intermediate val-
ues when executing Freivalds’, the widely-employed matrix
multiplication verification algorithm.

We notice that in R1CS, the first inefficiency can be
mitigated by batch-proving multiple instances, as the shared

1. The only leaked information about fp is its approximate scale.

computational overhead introduced by the circuit—e.g.
opening a sparse polynomial Ã(r⃗x, r⃗y) in Spartan—can
be amortized. The second issue is more challenging, as
Freivalds’ algorithm requires O(n2) multiplication gates
to compute the product between a matrix and a random
vector, this will incur substantial commitment cost. Our key
observation to address this challenge is that we can introduce
randomness directly into the circuit descriptions A, B, and
C, enabling the multiplication between a matrix row and a
random vector to be expressed with a single gate.
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Figure 1: Framework for architecture-private zkML

To address the problem of output non-determinism,
we introduce a proof of functional relation (PFR) scheme
specifically designed for pR1CS and CNN models. This
paradigm builds on the framework of BNO21 [20], where
the prover attaches a proof attesting that the committed
circuit corresponds to an output-binding function. However,
BNO21 assumes circuits are computed gate-by-gate, which
precludes efficient verification methods such as Freivalds’
algorithm. BNO21 also doesn’t consider lookup gates. To
overcome these limitations, we design an simple yet ex-
pressive pR1CS-compatible virtual machine with only four
instructions. In this setting, the prover only needs to demon-
strate that the circuit is a correct compilation of a program,
which suffices to certify its determinism.

Figure 1 presents the framework of our amortized
architecture-private zkML. We summarize our contributions
as follows:
1) Architecture-private zkML: We provide the first

architecture-private zkSNARK for CNN. It leaks noth-
ing information about the model architecture, except an
approximate scale. The prover complexity is identical
to BFG+23 [13], the state-of-the-art scheme for verifi-
able CNN. Concretely, our scheme achieves comparable
prover efficiency with BFG+23 [13] when batch proving
multiple instances.

2) Parametrized rank-one constraint system: We gener-
alize R1CS into a parametrized version, referred to as
pR1CS, which may be of independent interest. Compared
to conventional R1CS, verifying the multiplication of
two n× n matrices in pR1CS requires only O(n) gates,
whereas traditional R1CS requires at least 3n2 gates. We
also extend Spartan to support proving circuits in the
pR1CS format.



3) Implementation: We implemented our architecture-
private zkML scheme and instantiated it with VGG11
and VGG16. We compare the performance of our
architecture-private scheme with existing architecture-
public schemes. When batching the proof over 64 im-
ages, our scheme is only 30-40% slower than BFG+23
and 2.3× faster than zkCNN [7]. We also benchmark
matrix multiplication using pR1CS and conventional
R1CS, and find that proving matrix multiplication in
pR1CS is about 3-4× faster than in conventional R1CS,
demonstrating the efficiency of our proposed constraint
system.

1.2. Related Works

1.2.1. Zero-knowledge machine learning. Substantial re-
search has been conducted on developing zkSNARKs for
machine learning. These efforts target various models, in-
cluding decision trees [6], [11], CNNs [7], [12], [13] and
LLMs [8], [14]. In terms of proof systems, prevalent zkML
schemes can be broadly categorized into three main ap-
proaches: VOLE-based [14], [21], GKR-based [7], [13], and
customized SNARKs [8]. Each scheme presents different
trade-offs between prover time and communication cost, but
all neural network schemes2 require the model architecture
to be publicly available.
Verifiable CNN. Due to the importance and prevalence of
CNNs, there has been substantial research interest in veri-
fiable CNNs. Early works [12], [19], [22] incur substantial
overhead, which require several hours or even days to gener-
ate proofs for CNN inference. These works are constructed
directly based on zkSNARKs for general circuits written in
R1CS [12], [22] or Plonkish [19]. A significant milestone in
verifiable CNN is zkCNN [7] (CCS’21), which was the first
to develop a specialized protocol for proving convolutional
layers, leveraging efficient proofs based on zkFFT [7]. More
recently, BFG+23 [13] (CCS’23) proposes a more efficient
scheme for convolutional layers, by unrolling convolution
operations into matrix multiplications. It remains the state-
of-the-art scheme in terms of prover complexity of verifiable
CNN, and has a succinct communication cost.

1.2.2. Functional commitment. The research goal that
committing a private CNN inference model aligns with
functional commitment. As pointed out in [20], previous
functional commitments have dual meanings. The first is
input-hiding functional commitments [23], [24], [25], [26]:
the committer commits to a private input x⃗ and later proves
that f(x⃗) = y for some public function f and a value y.

In our paper, we primarily focus on the second case,
known as function-hiding functional commitment [20]. In
this setting, the committer commits to a private output-
binding function f and later proves that f(x⃗) = y for
some public input x⃗ and output y. Function-hiding func-
tional commitments were introduced by BNO21 [20], with

2. ZKP for decision trees can conceal the model’s architecture, as the tree
structure is inherently more constrained and therefore easier to formalize
within zero-knowledge protocols.

constructions based on preprocessing zkSNARKs such as
Marlin [5] and Plonk [1]. Several subsequent works [27],
[28] have improved upon BNO21 from a theoretical per-
spective, aiming to eliminate reliance on the random oracle
model. Most of these approaches are based on lattice-based
assumptions and leverage techniques from fully homomor-
phic encryption, which tend to be less efficient in practice.

1.2.3. Customizable Constraint System. A limitation of
R1CS is that it only supports “rank-1” constraints, i.e. the
degree of each gate is at most 2. Customizable Constraint
System (CCS) [29] is a generalization of R1CS to support
high-degree customized gates. Although CCS is a significant
advancement over R1CS in general workload, high-degree
gates are not particularly useful for zkML.

Our proposed constraint system, pR1CS, aims to address
another limitation of R1CS: its inability to express the
inner product of two vectors within a single constraint.
Specifically, to compute the inner product of two variable
vectors a⃗, b⃗, R1CS must introduce an intermediate vector
c⃗ = a⃗ ◦ b⃗ ∈ Fn, and then compute that s =

∑
i∈[n] c⃗[i].

2. Preliminary

Notation. We use [n] to denote the vector (0, 1, · · · , n−1),
and [a, b) to denote the vector (a, a+1, · · · , b− 1). We use
v⃗[i] to denote the i-th element of the vector v⃗. By default,
for a vector v⃗ of length n, we let v⃗[−i] denote v⃗[n − i].
All vectors in this paper are assumed to be 0-indexed by
default. We use a⃗ ◦ b⃗ to denote the Hadamard product of
vectors, and (⃗a(1), · · · , a⃗(d)) ◦ b⃗ = (⃗a(1) ◦ b⃗, · · · , a⃗(d) ◦ b⃗).
We use ⟨⃗a, b⃗⟩ to denote inner product of vectors. For v⃗ ∈
Fn, we define the right rotation of v⃗ as rsh(v⃗) := (v⃗[n −
1], v⃗[0], v⃗[1], · · · , v⃗[n− 2]).

Vectors can be treated as ordered multisets. We write
a ∈ f⃗ to indicate that there exists some i such that a = f⃗ [i],
and f⃗ ⊆ g⃗ to indicate that for every x ∈ f⃗ , there exists
x ∈ g⃗. We also define sparse vectors using a set of tuples.
Specifically, we write f⃗ = {(a1, b1), · · · , (am, bm)} ⊂ N×
F to mean that f⃗ [ai] = bi for each i, and f⃗ [x] = 0 for any
x /∈ {a1, · · · , am}. For a matrix A, we use A[i] to denote
its i-th row.

2.1. Functional Commitment

Definition 1 (Functional Commitment). A functional com-
mitment scheme (FCS) FC consists of a tuple of algorithms.
It commits a function f ∈ F , where F is the set of all
function candidates.
• Setup(1λ) → gp. It takes the security parameter λ and

outputs the global parameter gp.
• Commit(gp, f) → (C,D). It takes a function f̃ ∈ F

and outputs a commitment com along with some auxiliary
message D (e.g., some randomness).

• PFR(gp, f,D) → πf : It takes function f and auxiliary
message D, outputs a proof of functional relation πf .



• VFR(gp, C, πf ) → 0/1: It takes commitment of f and
proof πc, outputs a bit b ∈ {0, 1}.

• Open(gp, C, f,D) → 0/1. It’s a deterministic algorithm
that takes function f , and auxiliary message D to verify
the commitment and outputs a bit b ∈ {0, 1}.

• Eval(gp,D, x⃗, f̃) → (y⃗, π). It takes as input auxiliary
message D generated in commitment, input x⃗ and function
f , outputs evaluation result y⃗ and evaluation proof π.

• Verify(gp, C, x⃗, y⃗, π)→ 0/1. It takes as input commitment
C, input x⃗, output y⃗ and proof π, outputs a bit b ∈ {0, 1}.

Definition of completeness, binding, soundness and hid-
ing of a FCS is presented in Appendix A.

This work proposes an efficient function-hiding FCS
tailored for CNN. In our work, the Setup phase is used to
generate the global parameters of polynomial commitment,
while Open re-executes the Commit process using random-
ness D. Other algorithms will be introduced in subsequent
sections.

2.2. Multilinear extension and Sumcheck

Lemma 1 (Multilinear extension). A multilinear polyno-
mial is a multivariate polynomial in which the degree
of each variable is at most one. For every function f :
{0, 1}µ → F, there is a unique multilinear polynomial
f̃ ∈ F≤1[X1, · · · , Xµ] such that f̃ (⃗b) = f (⃗b) for all
b⃗ ∈ {0, 1}µ. We call f̃ the multilinear extension (MLE) of
f , and f̃ can be expressed as

f̃(X⃗) =
∑

b⃗∈{0,1}µ

f (⃗b) · ẽqX⃗ (⃗b)

where ẽqX⃗ (⃗b) =
∏

i∈[µ]

(⃗
b[i]X⃗[i] + (1− b⃗[i])(1− X⃗[i])

)
.

The function f : {0, 1}µ → F can be represented as a
vector f⃗ ∈ F2µ , such that f (⃗b) = f⃗ [int(⃗b)], where int(⃗b) =∑

i∈[µ] 2
i · b[i]. Similarly, we define e⃗qx⃗ such that ẽqx⃗(⃗b) =

e⃗qx⃗[int(⃗b)]. For vector f⃗ , we use f̃(·) to represent its MLE
by default.
Polynomial Commitment Scheme. A µ-variate multilin-
ear polynomial commitment scheme (PCS) is a special
case of a functional commitment scheme, where F =
F(≤1)[X1, · · · , Xµ]. Typically, a PCS does not require a
PFR protocol, as the Eval protocol already guarantees
(knowledge) soundness. There has been extensive research
on constructing concretely efficient and succinct multilinear
PCS [30], [31], [32], [33]. One notable property of multilin-
ear PCS is that committing to polynomials with small scalar
values over a hypercube can be significantly cheaper than
committing to polynomials with arbitrary field elements.
Sumcheck Protocol. Given commitment of {ṽi}di=1, a sum-
check protocol can reduce the claim of∑

i∈[2µ]

(v⃗1 ◦ · · · ◦ v⃗d) [i] = y

into d evaluation claims over ṽ1, · · · , ṽd as follows:

ṽi(r1, · · · , rµ) = yi

where ri is the random challenge in the i-th round, shared
by all vectors. The prover complexity is O(d2 · 2µ). The
verifier complexity and communication cost is O(µd). The
soundness error is O( µd

|F | ).

2.3. Lookup Arguments and LogUp

Lookup arguments [34], [35] prove that two committed
vectors a⃗ ∈ Fn, b⃗ ∈ Fm satisfies a⃗ ⊆ b⃗. Lookup arguments
can be trivially extended to multi-columns, proving two vec-
tor tuples

(
a⃗(0), · · · , a⃗(c−1)

)
and

(⃗
b(0), · · · , b⃗(c−1)

)
satisfies

∀i ∈ [n],∃j ∈ [m], such that a⃗(k)[i] = b⃗(k)[j] for each
k ∈ [c]. This can be denoted as(

a⃗(0), · · · , a⃗(c−1)
)
⊆

(⃗
b(0), · · · , b⃗(c−1)

)
The multi-column case can be proven through randomly
combining all these columns, trading off with c

|F| soundness
error, such that proving∑

k∈[c]

αka⃗(k) ⊆
∑
k∈[c]

αk b⃗(k)

where α is random challenge given by verifier.
LogUp [35], [36] is a simple and efficient construction

of the lookup argument. At a high level, it proves:∑
i∈[n]

1

X − a⃗[i]
≡

∑
i∈[m]

e⃗[i]

X − b⃗[i]

where e⃗ is another vector committed by prover, indicating
the multiplicity of b⃗[i] in a⃗. The above identical relation can
be proved by letting the verifier sample a random element
β and prove ∑

i∈[n]

1

β − a⃗[i]
=

∑
i∈[m]

e⃗[i]

β − b⃗[i]

The sumcheck of reciprocals can be verified by additional
commitment to these reciprocals, or using GKR [37].
Indexed lookup. Lasso [38] introduces a primitive called
indexed lookup. Given commitments of t̃, ˜idx ∈ Fm, T̃ ∈
Fn, indexed lookup requires the prover to argue that for each
i ∈ [m], t⃗[i] = T⃗ [ ⃗idx[i]]. An indexed lookup can be easily
reduced to a conventional lookup argument. More precisely,
the prover only needs to prove(

t⃗, ⃗idx
)
⊆

(
T⃗ , [n]

)
2.4. R1CS and Spartan

R1CS is a powerful way to formally capture an algebraic
circuit and to translate it into a set of matrices and vectors.
Specifically, the circuit is translated into three sparse matri-
ces A,B,C ∈ Fm×n, where m = Θ(n). In each matrix,



only O(n) elements are non-zero, so these matrices are
called sparse. A vector z⃗ including public I/O and all multi-
plication gate outputs is committed and sent to the verifier.
Specifically, for each i, ⟨A[i], z⃗⟩ and ⟨B[i], z⃗⟩ represent ad-
dition gates implicitly, while ⟨A[i], z⃗⟩ · ⟨B[i], z⃗⟩ = ⟨C[i], z⃗⟩
represents a multiplication gate. Then, the prover only needs
to prove:

Az⃗ ◦Bz⃗ = Cz⃗ (1)

Spartan [4] is a state-of-the-art preprocessing zkSNARK
scheme for R1CS. During its preprocessing phase, public
sparse matrices A, B, C are committed using the following
idea: Each sparse matrix M ∈ Fm×n can be condensed
into 3 vectors ⃗row, c⃗ol, v⃗al of length O(n), representing
M [ ⃗row[i], c⃗ol[i]] = v⃗al[i] and other elements in M are 0.
So committing M can be transformed into committing 3
multilinear polynomials ˜row, c̃ol, ˜val, only requiring O(n)
computational time.

Spartan’s proving procedure can be divided into two
steps. First, prover utilizes the sumcheck protocol to reduce
the claim of Equation 1 into a claim of

e⃗qTr⃗1 ·M · e⃗qr⃗2 = M̃(r⃗1, r⃗2)
?
= yM (2)

z̃(r⃗2)
?
= yz (3)

where M ∈ {A,B,C}, r⃗1 and r⃗2 are two random vectors.
Eq 3 can be proved by directly invoking PC.Eval, while
proving Eq 2 can be finally transformed into a series of
indexed lookup arguments and sumcheck arguments.

2.5. Freivalds: Verifiable Matrix Multiplication

Freivalds’ Algorithm [39] (hereinafter referred to sim-
ply as Freivalds for brevity) can be used to verify matrix
multiplication X · Y = Z ∈ Fm×k efficiently. Specifically
in terms of ZKP, when elements of X , Y and Z are all
committed, verifier can sample a random γ ∈ F and check(

γ⃗T
1 X

)
· (Y γ⃗2) = ⟨XT γ⃗1, Y γ⃗2⟩

?
= γ⃗T

1 Zγ⃗2 (4)

where γ⃗1 =
(
γ0·k, · · · , γ(m−1)·k), γ⃗2 =

(
γ0, · · · , γk−1

)
.

Assuming m, k = Θ(n), Freivalds’ algorithm checks ma-
trix multiplication in O(n2) computational time. As direct
computing matrix multiplication requires O(n3), Freivalds
achieves both asymptotically and concretely faster runtimes.

2.6. CNN and BFG+23

A Convolutional Neural Network (CNN) consists of a
sequence of distinct layer types, typically including linear,
activation, and pooling layers. The number and ordering of
these layers can vary significantly depending on the model
architecture.
Linear layer. The linear layers in a CNN include both
convolutional and fully connected layers. These layers are
computed via matrix multiplication between the input data

and the corresponding weight matrix. In BFG+23, the cor-
rectness of these linear layers is verified using Freivalds’
algorithm.
Activation and pooling layer. In an activation layer, a
non-linear activation function is applied element-wise to
the input. In a pooling layer, a kernel slides over the input
matrix and computes an aggregated value from each covered
region. Common pooling operations include max-pooling,
which selects the maximum value in the region, and average
pooling, which computes the mean.

The most efficient way to prove these layers is through
lookup arguments. For example, the ReLU activation func-
tion is defined as ReLU(x) = max(x, 0), so its output can
be derived via a lookup table. Similarly, the max-pooling
operation can be expressed as max(a, b) = a+ReLU(b−a),
which can also be evaluated using lookup gates.

2.6.1. Quantization. Most zkML frameworks adopt quan-
tization to convert real-valued numbers into integers, sim-
plifying the process of generating proofs. We follow the
quantization method from [7], where a real number x is
mapped to an integer q using the formula q = ⌊x · 2Q⌋,
with Q being a positive integer that defines the quantization
scale.

Under this scheme, all model parameters and interme-
diate values are represented as B-bit integers. The value
of B is chosen as the smallest integer such that for all
real values x appearing during inference, the condition
−2B−1 ≤ x · 2Q < 2B−1 holds.

For addition, we simply add the quantized integers: x+
y =

qx+qy
2Q

. For multiplication, where x = qx
2Q

and y =
qy
2Q

,
a downscaling step is required:

qz =
⌊ qx
2Q
· qy
2Q
· 2Q

⌋
=

⌊qx · qy
2Q

⌋
.

This method allows fractional addition and multiplication to
be approximated using only integer arithmetic.

3. Technical Overview

In this section, we present an overview of our
architecture-private zkML scheme. Our high-level idea is
committing architecture, which has been encoded into circuit
C, via vp ← Prep(C), where Prep is the preprocessing
algorithm in general proof system to digest large circuit
into short verification key. Our techniques deal with the
inefficiency and output non-determinism issue.

In Section 3.1, we introduce the parametrized R1CS to
improve efficiency of general proof system on the task of
zkML. In Section 3.2, we describe how to prove that a com-
mitted pR1CS circuit corresponds to an output-binding func-
tion. Combining the schemes introduced in these two sec-
tions can derive the end-to-end construction of architecture-
private zkSNARK for CNN models.

3.1. Parametrized R1CS

Before presenting our optimization, we first analyze
the prover cost of constructing zkML using the classic



R1CS approach. As discussed in Section 2.4, proving an
R1CS statement with Spartan involves multiple steps, among
which the evaluation of the sparse polynomials Ã, B̃, and C̃
(Eq. 2) accounts for nearly 90% of the total prover time (see
Figure 7 in [4]). Fortunately, this cost can be amortized when
proving multiple instances, as all instances share the same
sparse polynomials—meaning that a single proof suffices
for N instances. As a result, after amortization, our primary
focus shifts to reducing the instance-dependent cost. In
particular, we aim to minimize the cost of committing to
z⃗, as this constitutes the dominant portion of the remaining
overhead.

Even not considering the cost of sparse polynomial
evaluation, proving a CNN circuit described in R1CS can
be still costly. The main inefficiency lies in checking matrix
multiplication, as R1CS requires committing many interme-
diate results when using Freivalds. Specifically, assume the
prover wants to prove multiplications of two matrices of
size n × n. Computing Eq. 4 in R1CS requires more than
3n2 multiplication gates, as each matrix-vector multiplica-
tion requires at least n2 multiplications. Moreover, each
multiplication gate output would be a large scalar, which
would significantly increase the commitment cost of z⃗. In
contrast, BFG+23 can avoid any additional commitments by
invoking Thaler13 [40], a sumcheck-based verifiable matrix
multiplication scheme.
Parametrized R1CS. We deal with this problem by adding
the random term γ used in Freivalds into sparse matrices
A, B, C, instead of adding to z⃗. Specifically, the constant
matrix A in R1CS transforms into a parametrized matrix
A(Γ), where each element may include variable Γ. An
example about A(Γ) is

A(Γ) =

 0 1 0
2Γ3 0 3Γ2

4 0 0


Prover can commit sparse parametrized matrix A(Γ) by
committing four vectors:

⃗row = (0, 1, 1, 2) c⃗ol = (1, 0, 2, 0)

v⃗al = (1, 2, 3, 4) ⃗idx = (0, 3, 2, 0)
(5)

which means

A(Γ)[ ⃗row[i], c⃗ol[i]] = v⃗al[i] · Γ ⃗idx[i]

Witness in z⃗ can be categorized into two parts: depending on
Γ and independent on Γ. When committing z⃗, the prover will
first commit elements independent of Γ, including all matrix
multiplication inputs and outputs. After receiving random
challenge γ ←$ F, matrices M(Γ) become fixed into Mγ .
The prover commits the remaining elements in z⃗ and finally
proves

Aγ z⃗ ◦Bγ z⃗ = Cγ z⃗

With this technique, when proving matrix multiplication
X ·Y = Z, it only requires n extra multiplication gates. For
example, to check X · Y = Z, where

X =

(
z⃗[1] z⃗[3]
z⃗[2] z⃗[4]

)
, Y =

(
z⃗[5] z⃗[6]
z⃗[7] z⃗[8]

)
, Z =

(
z⃗[9] z⃗[10]
z⃗[11] z⃗[12]

)

After receiving commitment of z⃗[1..12], verifier can sample
γ ←$ F, let prover commit only two values z⃗[13..14] and
check:

z⃗[13] =
〈
(1, γ2), (z⃗[1], z⃗[2])

〉
· ⟨(1, γ), (z⃗[5], z⃗[6])⟩

z⃗[14] = ⟨(1, γ2), (z⃗[3], z⃗[4])⟩ · ⟨(1, γ), (z⃗[7], z⃗[8])⟩
z⃗[13] + z⃗[14] =

〈
(1, γ, γ2, γ3), (z⃗[9], z⃗[10], z⃗[11], z⃗[12])

〉
Compared with conventional R1CS, the primary advantage
of pR1CS is that we can express the inner product between
two variable vectors

〈
(1, γ2), (z⃗[1], z⃗[2])

〉
in one constraint

by setting some row in A(Γ) as (0, 1,Γ2, 0, · · · ). Using this,
we reduce the cost of committing 3n2 multiplication gates to
only n intermediate results to check a matrix multiplication.
Lookup gates. Another important building block of our
proof system is lookup gates. In order to check that a specific
element in z⃗ is equal to the lookup output of sums of other
values, e.g. z⃗[10] = ReLU(z⃗[3] + z⃗[5]), the R1CS lookup
[41] guides us to prove

(Dz⃗,Ez⃗) ∈ TReLU (6)

where D, E are another two sparse matrices like A,B,C
but doesn’t have variables. For example, to prove z⃗[10] =
ReLU(z⃗[3] + z⃗[5]), we can set D[i] = {(3, 1), (5, 1)} and
E[i] = {(10, 1)} for some i. In order to obfuscate which
activation function is used, prover has to prove multiple
lookups using different public tables. This repetition of
lookup could be costly.

To solve the above problem, we combine all lookups and
all public tables into a larger one, using another instance-
independent vector t⃗p to represent the lookup type. Specif-
ically, the prover proves that(

Dz⃗,Ez⃗, t⃗p
)
⊆ T

where T has three columns, namely input, output and type.
Similar with A, B, C, evaluation of D and E can also be
amortized across multiple instances.

3.2. Proof of Functional Relation

Using the technique in Section 3.1, model server man-
age to encode architecture C into 5 sparse matrices (3
parametrized and 2 conventional) and vectors, which can
be committed by PCS. However, there’s a significant issue
that the committed circuit may not be output-binding. That
is, for a given input x⃗, there may exist two different outputs
y1 and y2 that both satisfied by the committed circuit. For
example, when prover commits a circuit presented in Figure
2, it can use w to choose the desired output.

To deal with this output non-determinism issue, BNO21
proposed to attach another proof to testify the circuit is
output-binding. Specifically, BNO21 assumes witness z⃗ has
been sorted based on topological order in circuit. It proves
that each non-input value z⃗[i] is computed directly from
z⃗[0..i − 1] through addition or multiplication. Thus, the
output z⃗[n− 1] is binding with respect to the input.
Limitation of BNO21. The major limitation of BNO21 is
it restricts each non-input value in z⃗ to be computed solely



Input: Ԧ𝑥

Model 1 Model 2

𝑦1 𝑦2𝑤 ∈ 0,1

Output: 𝑦 = 𝑤 ⋅ 𝑦1 + 1 − 𝑤 ⋅ 𝑦2

Figure 2: A dummy circuit: prover can select desired output

through addition or multiplication gates, which prevents the
use of certain efficient checkers. For example, given a field
element x as input, an efficient method [42] to compute a bit
b indicating whether x = 0 is for the prover to additionally
provide an advice input y = x−1, prove that x(xy−1) = 0,
and output b = xy. Since y is neither a public input nor
computed directly from existing values through a single ad-
dition or multiplication gate, this technique is disallowed by
BNO21. Similarly, commonly used ZKP techniques such as
bit decomposition and Freivalds’ check are also disallowed
by BNO21. Consequently, functions that could otherwise
benefit from these efficient checking techniques become
significantly less efficient under BNO21.

The challenge to allow such advice inputs in proof of
functional relation lies in preventing them from affecting
the final output. Our key insight is that although verify-
ing whether an arbitrary circuit is output-binding can be
challenging, establishing this property for a program is
significantly more straightforward. Specifically, a program
represented as a sequence of instructions—executed in a
step-by-step manner—is inherently output-binding. This ob-
servation motivates us to first represent CNN as a program
defined over a public instruction set and then prove that the
committed circuit is a correct compilation of some private
program. Each advice value is only used for checking the
execution of an individual instruction, making it easier to
constrain the scope of their effect.

The next problem is that we need to ensure the program
can be compiled into pR1CS with minimal overhead. In this
work, we devise 4 types of instructions, including AddMult,
Lookup, Div, MatMult, over a pR1CS-compatible compu-
tational model. CNN inference with different architectures
can be expressed by this instruction set. Prover only need
to prove the circuit is correctly compiled from a valid
program. Detailed definition of the computational model and
instruction set will be introduced in Section 5.

4. Parametrized Rank-one Constraint System

In this section, we present parametrized R1CS and its
proof system generalized from R1CS and Spartan [4].

4.1. Parametrized R1CS

Vector z⃗ in conventional R1CS includes 2 parts: x,
referring to public I/O, and w, referring to other gate values.
In order to prove satisfiability of C(x), prover commits
w, and proves Eq. 1, where z⃗ = (1||x||w). Mirage [43]
incorporates randomized checking into R1CS and separates
w = t||a into 2 parts, one that do not depend on the
randomness and ones that do.

In pR1CS, a commitment to predetermined input, refer-
ring to model parameters, should be published in advance.
Thus, z⃗ in pR1CS is separated into four parts, each of which
is committed at different phases or in different manners:
• p refers to predetermined inputs, which correspond to the

ML parameters. It is committed during the preprocessing
phase, as the prover must ensure that identical parameters
are used for all instances.

• x refers to public I/O from the verifier, corresponding to
public inputs and outputs. It is completely public for the
verifier.

• t refers to trace values in the intermediate arithmetic
circuit, including all matrix multiplication I/O. It’s com-
mitted before generating random challenge γ.

• a refers to auxiliary values or intermediate values that
relevant to γ. It is committed after random challenge
γ ←$ F has been generated.

Namely, z⃗ is defined to be (1||p||x||t||a) in pR1CS.
The major difference of pR1CS compared with R1CS

(and Mirage) is the inclusion of variable Γ into R1CS
matrices to reduce online cost for checking matrix mul-
tiplication. Formally, not considering lookup, the circuit
is represented by parametrized sparse matrix A(Γ), B(Γ),
C(Γ), each of which can be condensed into 4 vectors
⃗rowM , c⃗olM , v⃗alM , ⃗idxM , such as

M(Γ)[ ⃗rowM [k], c⃗olM [k]] = v⃗alM [k] · Γ ⃗idxM [k]

Elements at undefined positions are 0. After committing
t, prover substituted a verifier-sampled γ ←$ F into the
variable matrices, and checks

Aγ z⃗ ◦Bγ z⃗ = Cγ z⃗

where Mγ is evaluating γ of variable matrix M(Γ), namely

Mγ [ ⃗rowM [k], c⃗olM [k]] = v⃗alM [k] · γ ⃗idxM [k]

The formal definition of pR1CS is presented below:

Definition 2. A parametrized R1CS structure consists of
size bounds m, n, N and three parametrized matrices
A(Γ), B(Γ), C(Γ) ∈ (F × N)m×n with at most N =
Ω(max(m,n)) non-zero entries in total. A parametrized
R1CS input consists of x. A parametrized R1CS witness
consists of t, and a map a(·) : F → Fa. For ε ∈ [0, 1], a
pR1CS instance A(Γ), B(Γ), C(Γ),x is ϵ-satisfied by t,a(·)
if there exists S ⊆ F, |S|

|F| ≥ ε,

Aγ z⃗ ◦Bγ z⃗ = Cγ z⃗

for every γ ∈ S.



Definition 3. A proof system of pR1CS satisfies: For any
pR1CS instance A(Γ), B(Γ), C(Γ),x,
• if it’s 1-satisfied by t,a(·), then the verification always

pass (completeness).
• if it’s O(n)

|F| -satisfied by t,a(·), then for any probabilistic
polynomial time adversarial prover, the verification pass
with negligible probability (soundness).

Using pR1CS, constraining a matrix multiplication only
requires n+1 constraints, namely, computing each element
of (XT γ⃗1) ◦ (Y γ⃗2). The i-th multiplication gate computes

p[i] = ⟨γ⃗1, XT [i]⟩ · ⟨γ⃗2, Y [i]⟩

and an additional one constraining∑
i∈[n]

p[i] =
∑

i∈[m],j∈[k]

γik+j · Z[i, j]

Lookup gates. Parametrized R1CS with lookup gates, in-
cludes two additional sparse matrices D and E, as well as a
vector t⃗p, imposing the constraint (Dz⃗,Ez⃗, t⃗p) ⊆ T , where
T is a public table with three columns. The vector t⃗p is
used to indicate the type of lookup. In the context of CNNs,
the primary lookup operations are ReLU and GE0, which
correspond to the ReLU activation and a table containing
all values greater than or equal to zero, respectively.

4.2. Proof System

Proving the above constraint system is quite similar to
Spartan, the state-of-the-art scheme for proving conventional
R1CS. Its high-level idea is for a random vector r⃗, proving
the following sumcheck:

∑
x⃗

ẽqr⃗(x⃗) ·

∑
y⃗

Ãγ(x⃗, y⃗) · z̃(y⃗)

 ·
∑

y⃗

B̃γ(x⃗, y⃗) · z̃(y⃗)


?
=

∑
x⃗

ẽqr⃗(x⃗) ·
∑
y⃗

C̃γ(x⃗, y⃗) · z̃(y⃗) =
∑
y⃗

C̃γ(r⃗, y⃗) · z̃(y⃗)

There are two differences in our generalized R1CS. 1)
z⃗ is committed in multiple phases 2) matrices A,B,C has
another term γ

⃗idx[i]. The first difference can be solved by
a batch opening of PCS. The second difference can be
solved by adapting SPARK [4], the sparse PCS in Spartan.
Specifically, proving Aγ(x⃗, y⃗) can be translated into proving∑

k

e⃗qx⃗ [ ⃗row[k]] · e⃗qy⃗
[
c⃗ol[k]

]
· v⃗al[k] · γ⃗

[
⃗idx[k]

]
(7)

where γ⃗ = (1, γ, γ2, · · · , γn−1) =
⊗µ−1

i=0 (1, γ
2i) can be

derived through tensor products. Thus, Equation 7 can be
proved through an indexed lookup of these four vectors and
conducting a sumcheck.
Amortized proof generation. If multiple instances have
a shared random challenge, including r⃗ and γ, then their
claimed evaluation of these sparse matrices are identical.
Considering that the evaluation of these sparse matrices is
the most costly part for the prover, amortizing them can help

significantly reduce the prover cost. To aggregate challenges
of multiple instances, prover can use the scheme in [44],
merging challenges through a Merkle tree and use the root
as challenge next round. We present the full amortized proof
generation procedure of our scheme in Protocol 3, detailed
in Appendix B.

Theorem 1. Protocol 3 is a PIOP of parametrized R1CS
with soundness error O(n)

|F| .

4.3. Adding Zero-knowledge.

There has been extensive work [2], [3] on adding zero-
knowledge to sumcheck-based SNARKs through commit-
ting a masked polynomial. The additional cost of incorpo-
rating zero-knowledge is an O(1) increase in proof size and
an O(log n) increase in prover time.

However, unlike conventional zkSNARKs where poly-
nomials are only opened at a few points, zkML requires
substantial openings of the polynomial p. As a result, any
one-time masking becomes ineffective, since evaluating the
polynomial O(|p|) times will fully reveal its contents. This
problem can be addressed by re-masking the polynomial
for each proof. Specifically, the prover can leverage the
homomorphic properties of PCS by adding a term R(Xµ) =
r(Xµ) · Xµ(1 − Xµ) to the masked polynomial p̃, where
r(Xµ) is a low-degree random polynomial. The prover must
additionally prove that R(0) = R(1) = 0. This masking
polynomial guarantees that it does not affect the evaluations
over the hypercube. With this technique, each proof contains
evaluations of different masked polynomials, preventing the
verifier from inferring model parameters through multiple
proofs.

Our architecture-private zkML setting is more complex,
as it aims to hide the committed circuit, which involves
re-masking a sparse polynomial. This issue can also be
addressed by applying the same masking technique: masking
the matrix M with a low-degree polynomial that evaluates
to zero on the entire hypercube. The main challenge is that
the sparse polynomial M(X⃗, Y⃗ ) is not directly committed
via PCS, making it difficult to mask directly. To overcome
this, we introduce random terms by appending elements to
the committed vectors and extending the sparse matrix with
additional rows and columns.

Suppose we want to add two non-zero terms r1 ·
X⃗[−1](1 − X⃗[−1]) and r2 · Y⃗ [−1](1 − Y⃗ [−1]) to sparse
polynomial Ã(X⃗, Y⃗ ). We can add 2 terms to e⃗qx⃗ and e⃗qy⃗
when proving Equation 7. More precisely, assume sparse
matrix A has N rows and M columns, we define Z⃗1 of
length N + 2 as Z⃗1[i] = e⃗qx⃗[i] for i < N , Z⃗1[N ] = x⃗[−1],
Z⃗1[N + 1] = y⃗[−1]. Define Z⃗2 of length M + 2 such
that Z⃗2[i] = e⃗qy⃗[i] for i < M , Z⃗2[M ] = 1 − x⃗[−1],
Z⃗2[M + 1] = 1 − y⃗[−1]. When proving Aγ(x⃗, y⃗), prover
alternatively proves∑

k

Z⃗1 [ ⃗row[k]] · Z⃗2

[
c⃗ol[k]

]
· v⃗al[k] · γ⃗

[
⃗idx[k]

]



Protocol 1. ZK sparse polynomial commitment
Sparse matrix M(Γ) can be parsed into 4 vectors ⃗row, c⃗ol, v⃗al, ⃗idx of length n. Assume the matrix size is N ×M .
• Commit: Append (N,N +1) to ⃗row. Append (M,M +1) to c⃗ol. Append (0, 0) to v⃗al and ⃗idx respectively. Prover

invokes PC.Commit to commit ˜row, c̃ol, ˜val, ˜idx.
• Remask: Commit random polynomial R̃(X⃗) = r1 · ẽqbin(n)(X⃗) + r2 · ẽqbin(n+1)(X⃗), where r1, r2 ←$ F are two

uniform random scalars. Perform a zero-knowledge sumcheck to prove R̃(X⃗) evaluates 0 on hypercube except bin(n)
and bin(n+ 1). Set ˜val← ˜val + R̃.

• Open: To open M̃γ(z⃗1, z⃗2) = y, prover and verifier perform the following
1) Define γ⃗ := (γ0, γ1, · · · , γ2µ−1). Define Z⃗1 such that Z⃗1[i] = e⃗qz⃗1 [i] for i < N , Z⃗1[N ] = z⃗1[−1], Z⃗1[N + 1] =

z⃗2[−1]. Define Z⃗2 such that Z⃗2[i] = e⃗qz⃗2 [i] for i < M , Z⃗2[M ] = 1− z⃗1[−1], Z⃗2[M + 1] = 1− z⃗2[−1].
2) Prover invokes PC.Commit to commit ˜valr, ˜valc, ˜vali, where v⃗alr[·] := Z⃗1[ ⃗row[·]], v⃗alc[·] := Z⃗2[c⃗ol[·]], v⃗ali :=

γ⃗[ ⃗idx[·]].
3) Prover and verifier invoke an indexed lookup to prove the correctness of these three committed vectors. It would

finally reduce to random evaluations of ˜valr, ˜valc, ˜vali, ˜row, c̃ol, ˜val, which can be proved through invoking
PC.Eval, and random evaluations of Z̃1, Z̃2 and γ̃, which can be evaluated efficiently by verifier.

4) Prover and verifier invokes a sumcheck to prove∑
i∈[n+2]

(
v⃗alr ◦ v⃗alc ◦ v⃗ali ◦ v⃗al

)
[i] = y

5) Assume the randomness of sumcheck is r⃗, prover invokes PC.Eval to prove the evaluation of ˜valr(r⃗), ˜valc(r⃗),
˜vali(r⃗), ˜val(r⃗).

The re-masking of sparse polynomial can be changing the
value in v⃗al corresponding to last two rows and columns.
Detailed protocol is presented in Protocol 1.

Theorem 2. Protocol 1 is a ZK-PIOP for sparse matrix
evaluation, achieving a soundness error of O(n)

|F| regardless
of the number of re-maskings and openings performed.

5. Architecture-private ZKP for CNN

In this section, we demonstrate how to construct
architecture-private ZKP for CNN based on pR1CS. In our
construction, prover first commits the inference function as
a program that sequentially runs instructions over a public
instruction set. Prover only needs to demonstrate that the
committed program (1) is valid, and (2) has been correctly
compiled into the committed private circuit. In Section 5.1,
we present our pR1CS-compatible virtual machine and its
instruction set. In Section 5.2, we introduce the method to
commit a private program. In Section 5.3, we present how to
check validity of the program and prove the pR1CS circuit
is correctly compiled from the committed program.

5.1. Virtual Machine and Instructions

Our virtual machine (VM) is highly compatible with
pR1CS. A program of our VM is described by pR1CS
matrices A(Γ), B(Γ), D, t⃗p and a sequence of instructions.
They can be understood as static values and instructions
in conventional X86 executable files. The VM works as
follows: Initially, the trace t is empty. Each instruction will
read elements on input x and current trace t at specific

positions, and append the corresponding output to the end
of t. It may also write some auxiliary output to a used for
verification.

We devise 4 types of instructions that are able to fully
implement all architectures of CNN. Each instruction has an
operation name and several operation numbers. Assuming
the program is currently writing to z⃗[t] ∈ t, syntax, execu-
tion functionality, and checking methods of instructions are
presented as follows:

• [AddMult, cr]: output trace value z⃗[t] = ⟨A[cr], z⃗⟩ ·
⟨B[cr], z⃗⟩. It’s checked by R1CS constraints itself.

• [Lookup, lr]: Output trace value z⃗[t] = Tt⃗p[lr](⟨D[lr], z⃗⟩),
which means using ⟨D[lr], z⃗⟩ as input to lookup the out-
put in table Tt⃗p[lr]. It can be checked by lookup arguments
directly. It is used for both the activation function and
max-pooling (noticing max(a, b) = a+ ReLU(b− a)).

• [Div, d, cr, lr, aux]: Define D = ⟨A[cr], z⃗⟩ · ⟨B[cr], z⃗⟩.
Output
1) Trace value z⃗[t] =

⌊
D
d

⌋
2) Auxiliary value z⃗[aux] = D − z⃗[t] · d
3) Auxiliary value z⃗[aux+1] = z⃗[aux] · (d−1− z⃗[aux])

Checking the correctness of z⃗[t] can be achieved by
checking
1) D = z⃗[aux] + d · z⃗[t],
2) z⃗[aux+1] = z⃗[aux] · (d−1− z⃗[aux]) in the cr-th and

(cr + 1)-th row of R1CS constraints,
3) z⃗[aux+ 1] ≥ 0, which is checked in the lr-th row of

R1CS lookup.
Div is used for both quantization and average pooling.

• [MatMult,m, n, k, s1, s2, sp]: Define matrix X ∈ Fm×n,



Y ∈ Fn×k, where X[i, j] = z⃗[s1 + i + jm], Y [i, j] =
z⃗[s2 + ik + j]. It outputs
1) A flattened matrix Z = X · Y in trace, where z⃗[t +

ik + j] = Z[i, j]
2) A vector p⃗ of length n in auxiliary, where z⃗[sp + i] =

p⃗[i] =
〈
γ⃗1, X

T [i]
〉
· ⟨γ⃗2, Y [i]⟩

It is used for both convolutional layers as mentioned in
Section 2.6, and fully connected layers.

We illustrate the execution of the virtual machine with an
example program, say [[AddMult, cr = 0], [Div, cr = 1, d =
4, lr = 0, aux = 6]], and matrices

A =

1 −1 0 0 0 0 0 0
1 0 0 −1 0 0 0 0
0 0 0 0 0 0 1 0


B =

0 0 2 0 0 0 0 0
0 1 1 0 0 0 0 0
3 0 0 0 0 0 −1 0


Assume the input is (1, 2, 3), then initially, we have z⃗ =
(1, 2, 3, 0, 0, 0, 0) On the AddMult instruction, we compute
⟨A[0], z⃗⟩ · ⟨B[0], z⃗⟩ = (1− 2) · 6 = −6 and we append −6
to trace part of z⃗ to derive

z⃗ = (1, 2, 3,−6, 0, 0, 0)

On the Div instruction, we compute
⌊
⟨A[1],z⃗⟩·⟨B[1],z⃗⟩

4

⌋
=⌊

5·(2+3)
4

⌋
= 6, and we append 6 to trace part of z⃗. More-

over, this instruction will write auxiliary values 25−6×4 =
1 to z⃗[6], and 1× ((4− 1)− 1) = 2 to z⃗[7]. At the end of
this small program, we have

z⃗ = (1, 2, 3,−6, 6, 0, 1, 2)

where t = (−6, 6) and a = (1, 2).
Validity of program. Note that not all arbitrary A, B,
D forms a valid program. In this example, all non-zero
columns of A[0], B[0] should be smaller than 3, and the
threshold of A[1], B[1] should be 4. Since A[1], B[1] are
used for inputs to Div, according to its checker, we need to
check A[2], B[2] forms the computation for z⃗[6](d−1−z⃗[6]),
and D[0], t⃗p[0] forms the lookup for z⃗[7] ∈ GE0. We will
introduce how to check validity of the program in Section
5.3.

Nonetheless, for any valid program comprised of our
instruction set, the entire trace must be determined by input
x, so the program is output-binding.

5.2. Commitment of private program

In addition to committing the pR1CS tuples, prover
commits the private program by committing selectors(
s⃗eli

)4

i=1
∈ {0, 1}n×4 and operation numbers ( ⃗opni)

4
i=1 ∈

Fn×4, where n = |t|.

Instruction Operation Numbers
AddMult cr
Lookup lr
Div d cr lr aux
MatMult so m k

TABLE 1: Operation number table for each instruction

Selectors are used to mark which instruction is used to
derive the corresponding trace value. For example, if t[i] is
derived through Div, then there should be

s⃗elj [i] =

{
0 j ̸= 3

1 j = 3

After committing these 4 selectors, prover needs to prove
that:

∀j ∈ [1, 4], s⃗elj ◦ (s⃗elj − 1⃗) = 0⃗ ∧
4∑

j=1

s⃗elj = 1⃗

Operation number of the i-th instruction is provided at
⃗opnj [i], j ∈ [1, 4]. How to parse these 4 operation numbers

is presented in Table 1, where blank positions will not be
used. For example, if t[i] is derived through lookup, then
⃗opn1[i] means its lookup row, while ⃗opn2[i] can be any value

as it will not be used afterwards.

5.3. Proving Correct Compilation

In this section, we formally present how to check

• the committed program is valid, primarily involving ma-
trix A(Γ), B(Γ), D

• the committed circuit is correctly compiled from the
program, primarily involving matrix C(Γ), E, t⃗p

After compilation, the constraints must be suffice to limit t
adheres to the execution result of the committed program.

Before presenting constraints of each instruction, we first
introduce some useful tools to constraint the rows in sparse
matrices. The prover needs to commit extra vectors ⃗numM

for M ∈ {A,B,C,D,E} representing the number of non-
zero columns in each row, and m⃗axM for M ∈ {A,B,D}
representing the threshold index of non-zero column in each
row respectively. The prover can prove ⃗numM by proving
M ′(r⃗, 1⃗) = ⃗numM (r⃗), where M ′ is defined by setting all
non-zero elements in M to 1, and r⃗ is a random vector.
m⃗axM can be proved by another indexed lookup vector
m⃗c[k] = m⃗ax[ ⃗row[k]] satisfying that m⃗c[k] > c⃗ol[k] for
each k.

Next, we introduce how to leverage the tools mentioned
above, including selectors, operation numbers, ⃗numM and
m⃗axM to check that the whole circuit is honestly compiled
from a valid program. We will discuss constraints for in-
structions one by one. For simplicity, we define t⃗ as interval
vector [1 + |p|+ |x|, 1 + |p|+ |x|+ |t|).



5.3.1. AddMult. Assuming the z⃗[i] is derived through
AddMult, verifier needs to check:
• all non-zero columns in A[cr], B[cr] are smaller than i,

translated into:

( ⃗opn1, t⃗) ◦ s⃗el1 ⊆ ([n], m⃗axA) ∪ (0, 0)

( ⃗opn1, t⃗) ◦ s⃗el1 ⊆ ([n], m⃗axB) ∪ (0, 0)

• C[cr] = {(i, 1)}, translated into:

( ⃗opn1, 1⃗) ◦ s⃗el1 ⊆ ([n], ⃗numC) ∪ (0, 0)

( ⃗opn1, t⃗, 1⃗, 0⃗) ◦ s⃗el1 ⊆ ( ⃗rowC , c⃗olC , v⃗alC , ⃗idxC) ∪ (0, 0, 0, 0)

Note that we don’t need to check the ⃗idx of non-zero
elements in A[cr] and B[cr], because if either of ⃗idx is non-
zero, then by the Schwartz-Zippel Lemma, for a randomly
chosen γ ←$ F, the probability that ⟨Aγ , z⃗⟩ · ⟨Bγ , z⃗⟩ = z⃗[i]
holds is negligible.

5.3.2. Lookup and Div. Due to page limit, we put the
constraints for Lookup and Div in Appendix C, as they can
be checked through very similar ideas.

5.3.3. MatMult. Matrix multiplication is significantly more
complex than other instructions. One of the key differences
is that MatMult produces outputs of variable length. Our key
insight to address this challenge is to verify the existence of
a variable number of consecutive constraints by checking: 1)
the first and last constraints exist 2) each constraint is either
the initial one or an increment over the previous constraint.

We introduce another table MM to record all matrix
multiplications, so checking MatMult instruction constraints
only requires checking:
• the matrix multiplication has been recorded in MM, trans-

lated into

( ⃗opn1, ⃗opn2, ⃗opn3) ◦ s⃗el4 ⊆ (MM.s⃗o,MM.M⃗ ,MM.K⃗)

• z⃗[i] belongs to the output matrix, translated into

(⃗t− ⃗opn1) ◦ s⃗el4 ⊆ GE0

( ⃗opn1 + ⃗opn2 ◦ ⃗opn3 − t⃗) ◦ s⃗el4 ⊆ GE0

Details about table MM and how to check that all recorded
matrix multiplications are finely constrained will be pre-
sented in Appendix C.

5.4. Putting everything together

We put everything together and present a formal descrip-
tion of our proof of functional relation scheme in Protocol
2.

Theorem 3 (PFR Soundness). Define F as the set of
all functions representable by our instruction set, with
z⃗ = 1||x||w||t||a such that |x|, |w|, |t|, |a| are all public
values. Our solution can prove that the committed circuits
corresponds to a function f ∈ F .

Theorem 4 (Hiding). When commitments of sparse matrices
A(Γ), B(Γ), C(Γ), D, E and vector t⃗p uses a PCS with

hiding property, the proof of functional relation scheme
(PFR) and the proof system satisfies zero-knowledge, then
the whole protocol is function-hiding.

Proofs for Theorem 3 and Theorem 4 are deferred to
Appendix D.

Corollary 1. Combining Theorem 1, Theorem 3 and The-
orem 4, the whole protocol is a function-hiding functional
commitment scheme.

Proof. Due to the binding property of the PCS, our com-
mitment to the pR1CS circuit is obviously also binding. The
soundness has been implied by Theorem 1 and Theorem 3,
while the hiding is implied by Theorem 4.

This implies that our entire protocol constitutes an
architecture-private ZKP scheme for CNN. We note that
although the committed function does not necessarily have
to be a neural network, it must be output-binding. This
requirement ensures both integrity and fairness for the ML
model owner, which aligns with the core functionality de-
sired in zkML.

6. Evaluation

In this section, we present evaluations of our proposed
schemes from both theoretical and empirical analysis.

6.1. Theoretical Analysis

Proof system. When proving a single instance, the prover
cost for a pR1CS circuit of size n is O(n), while the com-
munication overhead and verifier time are both O(log n).
This matches the performance of Spartan and other state-of-
the-art linear-time proof systems. When amortizing proofs
across N users, the verifier time and communication cost
increase to O(logN log n), as each round of interaction
requires an O(logN) Merkle path.

When instantiated with a CNN, the circuit size remains
asymptotically equivalent to that of BFG+23 [13], resulting
in the same asymptotic prover complexity. Compared to
zkCNN [7], our approach benefits from BFG+23’s more effi-
cient compilation from CNNs to arithmetic circuits, yielding
improved asymptotic prover performance. The proof size
of our solution can be asymptotically better than BFG+23,
as the GKR-based solution has proof size linear to layer
number d.
Proof of functional relation. The cost of proving functional
correctness is also linear with regard to the circuit size.
Verifier time and proof size are O(log n), where n is the
circuit size. Since this is performed only once during a
preprocessing phase, the concrete cost is not a significant
concern.

6.2. Experimental Evaluation

Software. We implemented the proof system for pR1CS in
Rust and used it to construct a SNARK for CNN model,



Protocol 2. Proof of functional relation scheme
• Prover input: program P ; Circuit compiled from program P , i.e. sparse matrices A(Γ), B(Γ), C(Γ), D, E and

vector t⃗p.
• Public input: Commitments of sparse matrices A(Γ), B(Γ), C(Γ), D, E, t̃p.
• Prove: π ← Prove(pp, C,w, {xi}i∈[N ])

1) Prover commits vector tuples
(
s⃗eli

)
of length |t|, representing how each trace value is derived. Prover proves

s⃗elj ◦ (s⃗elj − 1⃗) = 0⃗ and
∑

s⃗elj = 1⃗.
2) Prover commits vector tuples ( ⃗opni) of length |t|. Undefined positions can be padded with random numbers.
3) For M ∈ {A,B,D}, prover commits m̃axM , where m⃗axM [i] represents the maximum non-zero limit of the M [i].

If M [i] doesn’t have limitation, set m⃗axM [i] to be width of M ; Prover invokes PC.Commit to commit m̃cM ,
where m⃗cM [·] = m⃗ax[ ⃗row[·]], and proves ( ⃗rowM , m⃗cM ) ⊆ ([n], m⃗axM ). Prover proves m⃗cM− c⃗olM−1⃗ ⊆ GE0.

4) For M ∈ {A,B,C,D,E}, prover commits ˜numM , where ⃗numM [i] represents the number of non-zero elements
in M [i]; Define sparse matrix M ′ to be setting all non-zero elements in M to be 1, i.e. dense representation of
M ′ is ( ⃗rowM , c⃗olM , 1⃗). Verifier samples r⃗ ∈R Fµ, and prover proves M̃1(r⃗, 1⃗) = ˜numM (r⃗) by invoking Protocol
1 and PC.Eval. This can ensure M1 · 1⃗ = ⃗numM .

5) For each instruction, prover proves constraints presented in Section 5.3.
6) Prover invokes PC.Commit to commit all columns of MM, Inprod, CstA, CstB, CstC tables. Prover proves

constraints of these tables presented in Section C.

Schemes VGG11 VGG16 Hide arch?Prover time Verifier time Communication Prover time Verifier time Communication
zkCNN [7] 51.6 s 243 ms 284KB 84.6 s 346 ms 316 KB no

BFG+23 [13] 20.1 s 138 ms 150 KB 27.4s 179 ms 193 KB no
Our single 288 s 23 ms 15 KB 390 s 24 ms 16 KB yes

Our amortized 28.3 s 27 ms 42 KB 37.5s 28 ms 43 KB yes

TABLE 2: Prover time of different zkSNARKSgiv over two CNN models

(m,n, k) pR1CS R1CS Thaler 13
1024, 576, 64 1.81 s 5.52 s 1.40 s
256, 576, 128 0.54 s 1.7s 0.48 s
256, 1152, 128 1.09 s 3.38 s 0.97 s
256, 768, 2304 6.65 s 21.1 s 5.46 s
1024, 768, 2304 13.2 s 43.8 s 10.1s

TABLE 3: Online prover cost for matrix multiplication

achieving a security level of over 100 bits. For field arith-
metic over the roughly 256-bit prime field of the BN254
curve, we utilize the Arkworks library [45]. Our scheme
adopts layered multilinear KZG [46] as the polynomial com-
mitment scheme to ensure low evaluation costs. Following
prior work, we set the quantization scale hyperparameter to
2Q = 256.
Hardware. We carry out different benchmarks in a server
running Ubuntu 22.04 LTS with an Intel Xeon 6126 2.6GHz
16-core CPU and 200GB of memory. All the experiments
are run in single thread.

6.2.1. Architecture-private zkSNARK for CNN. We
benchmark our end-to-end architecture-private zkSNARK
for CNN, and compare the cost with existing architecture-
public zkSNARKs schemes for CNN, demonstrating our
technique of hiding architecture incurs acceptable prover
overhead, especially in the context of amortized proving.
Dataset and Models. Following zkCNN [7], we evaluate

our system using the popular CIFAR-10 dataset. It is a
classification dataset taking image size 32×32×3 as input.
Following zkCNN [7] and BFG+23 [13], we evaluate two
neural networks: VGG-11 and VGG-16.

Baselines. In this paper, we compare the concrete per-
formance of our system with existing zkSNARK schemes
for proving CNN inference. Our baselines include zkCNN
(CCS’21) and BFG+23 (CCS’23). The open-source imple-
mentation of BFG+23 only supports proving a single layer,
rather than an end-to-end CNN. We re-implement their end-
to-end scheme ourselves, using the same components as our
own system. For our system, we benchmark the performance
of proving a single instance and the amortized performance
when proving 64 instances concurrently, which is a normal
batch size setting in ML deployment [47].

The benchmark result is shown in Table 2. When only
proving a single instance, the prover cost of our scheme on
VGG-16 model is 390s, about 4.6× slower than zkCNN,
14× slower than BFG+23. When amortized over proving
64 instances, our amortized proof generation cost is 37.5s,
roughly 2.3× faster than zkCNN and roughly 30% slower
than BFG+23. Our scheme offers significantly improved
verifier time and proof size relative to zkCNN and BFG+23,
as pR1CS avoids the linear dependence on the layer number
d that arises in GKR. Although this optimization is not very
important in MLaaS, this may be of independent interests
for on-chain ML [48], [49].



How Much Can BFG+23 Benefit from Amortization?
Since BFG+23 is designed to prove only a single predic-
tion result, it might seem unfair to directly compare its
performance with the amortized proof generation in our
scheme. A natural question arises: can BFG+23 also benefit
from amortization, similar to the improvements observed
in our approach? To explore this, we provide a theoretical
analysis to estimate the potential benefits of amortization
for BFG+23. The total runtime of BFG+23 is approximately
27.4 seconds, which can be roughly decomposed into four
main components: (1) PCS witness commitment — 3s, (2)
sumcheck — 7s, (3) PCS opening (including both weights
and witness) — 3s, and (4) Logup — 14s. Among these,
the costs of Logup and PCS commitment are difficult to
amortize due to their strong dependence on specific in-
stances. Therefore, based on this coarse-grained analysis,
amortization could reduce at most around 30% of BFG+23’s
total cost, in contrast to our construction, which achieves
more than 10× improvement through amortization.
Proof of functional relation. Since the proof of the func-
tional relation is executed only once during a preprocessing
phase, its exact execution time is not critical. Therefore, we
did not implement this step and leave it as potential future
work. Based on a conservative estimate, the overall runtime
of the PFR scheme for VGG16 is less than one hour, as the
prover’s time scales linearly with the circuit size.

6.2.2. Matrix multiplication in pR1CS. In this section, we
evaluate the benefits of our proposed pR1CS construction
over conventional R1CS. Since matrix multiplication serves
as a core primitive in zkML, we focus on the online cost
of generating proofs for matrix multiplication. We compare
three schemes: (i) our pR1CS, (ii) standard R1CS, and (iii)
Thaler13 [40], the most widely used approach for verifi-
able matrix multiplication in architecture-public zkML. For
fairness, PCS of all these scheme are instantiated with layer-
multilinear KZG [46].
Experiment setting. We benchmark verifiable matrix mul-
tiplications X · Y = Z for different sizes, where
X ∈ Fm×n, Y ∈ Fn×k, and Z ∈ Fm×k.
The benchmarks are conducted for the following con-
figurations of (m,n, k): (1024, 576, 64), (256, 576, 128),
and (256, 1152, 128), which correspond to matrix mul-
tiplications used in VGG-16; and (256, 768, 2304) and
(1024, 768, 2304), which are used in GPT-2. In particular,
the 768×2304 matrix corresponds to the attention matrix in
GPT-2. For the input matrices, we set X and Y to be random
matrices where each element has an absolute value smaller
than 220. This is because, even after quantization, the values
of both neuron outputs and weights are not expected to be
significantly large.

The experiment results are presented in Table 3. We
find that pR1CS is roughly 3-4× faster than conventional
R1CS on average. The advantage comes from the fact that
z⃗ to commit in pR1CS is only around half the length as in
conventional R1CS. Moreover, all the scalars in pR1CS’s
z⃗ are smaller than 240, while R1CS has many large field

elements. When using elliptic curve-based schemes, com-
mitting smaller field elements are much cheaper [38].

Compared to Thaler13 [40], pR1CS incurs only about
30% higher cost. This is because Thaler13’s overhead is
primarily due to committing to the matrices via a PCS
and opening them once. In contrast, pR1CS requires more
sumcheck invocations than Thaler13. The key advantage
of pR1CS is its ability to prove matrix multiplications of
varying sizes across different layers within a single proof,
while obfuscating both the individual dimensions and the
total number of multiplications. Given that Thaler13 is the
most efficient solution to prove matrix multiplication, we
believe that pR1CS achieves nearly optimal performance for
concurrently proving multiple matrix multiplications with-
out revealing their specific sizes and multiplication counts.

6.3. Discussion of Prover Efficiency

A limitation of our proposed scheme is that it is less
efficient than existing public-architecture zkML approach.
However, as the first work to achieve architecture-private.
this trade-off in efficiency is acceptable. Achieving the same
level of efficiency as public-architecture zkML remains an
important direction for future work.

Moreover, in many practical scenarios, security can be
more critical than efficiency, as model server doesn’t have
to attach a proof for every inference result. In practice,
inference results can be stored, and a ZKP proof can be
generated only when the result is questioned. For instance,
in AI-assisted medicine [50], [51], the model server would
need to provide a proof only if its output has led to a
dispute or adverse outcome. This mechanism can effectively
regulate model servers, preventing their use of biased or
simplified models. In such cases, only a small fraction of
inferences would require proof generation, greatly mitigat-
ing the efficiency concern.

7. Conclusion

In this work, we initiate the study of architecture-private
zero-knowledge proofs for CNNs. Our approach ensures the
integrity of the model server without revealing either the
model architecture or the model weights. The high-level
idea is to have the model server publish a commitment
to the model architecture and then prove that the infer-
ence result was computed using this committed model. The
core technique of our scheme is pR1CS, a constraint sys-
tem specifically designed for efficient matrix multiplication
checking. Another key component is the design of a pR1CS-
compatible virtual machine, which enables proving that the
committed circuit corresponds to an output-binding function.
Experimental results show that when batch-proving 64 in-
stances, the prover is only 30-40% slower than the previous
state-of-the-art CNN proving scheme (CCS’23).

8. Ethics Considerations

None.



9. LLM usage considerations

LLMs were used for editorial purposes in this
manuscript, and all outputs were inspected by the authors
to ensure accuracy and originality.
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Appendix A.
Definition of Functional Commitment

FC satisfies perfect completeness if for any function f ∈
F and any input x⃗, the following probability is 1:

Pr

 VFR(gp, C, πc) = 1

Verify(gp, C, x⃗, f(x⃗), π) = 1

∣∣∣∣∣∣∣∣∣
gp← Setup(1λ, µ)

(C,D)← Commit(gp, f)

πf ← PFR(gp, f,D)
(y⃗, π)← Eval(pp,D, x⃗, f)


It is binding if for any PPT adversary A, the following

probability is negligible in λ:

Pr

b0 = b1 = 1∧
f ̸= f1

∣∣∣∣∣∣∣∣∣
pp← Setup(1λ, µ)

(C, f0,D0, f1,D1)← A(pp)
b0 ← Open(gp, C, f0,D0)

b1 ← Open(gp, C, f1,D1)


The scheme satisfies (knowledge) soundness if PFR +

Eval is an argument (of knowledge) for the relation defined
as follows:{

x = {C, x⃗, y⃗};w = {f,D} :
f ∈ F ∧ f(x⃗) = y⃗

Open(gp, C, f,D) = 1

}
PFR is used to prove the following relation:

{x = {C};w = {f,D} : f ∈ F ∧ Open(gp, C, f,D) = 1}

A functional commitment scheme is functional hiding if
for any input x⃗, any f0, f1 ∈ F such that f0(x⃗) = f1(x⃗), for
any PPT adversary A, the following probability is smaller
than 1

2 + negl(λ):

Pr

A(gp, C, πf , π) = b

∣∣∣∣∣∣∣∣∣∣∣

gp← Setup(1λ, µ)

b← {0, 1}
(C,D)← Commit(gp, fb)

πf ← PFR(gp, f,D)
(y⃗, π)← Eval(pp,D, x⃗, fb)



Appendix B.
Proof System for pR1CS

Protocol 3 presents the formal description of our proof
system, generalized from Spartan [4].

Appendix C.
Constraints of Instructions

C.1. Lookup

Assuming the z⃗[i] is derived through Lookup, verifier
needs to check
• all non-zero columns in D[lr] are smaller than i, translated

into

( ⃗adv1, t⃗) ◦ s⃗el2 ⊆ ([n], m⃗axD) ∪ (0, 0)

https://arkworks.rs
https://eprint.iacr.org/2025/1354


Protocol 3. Amortized proof generation scheme for generalized R1CS
• Preprocess: (gp, vp)← Setup(1λ, C, T,w) takes input of security parameter λ, circuit C, public table T and weights

vector p.
1) Invoke gp← PC.Setup(1λ).
2) Parse circuit C as vectors ⃗rowM , c⃗olM , v⃗alM , where M ∈ {A,B,C,D,E}, vectors ⃗idxM , where M ∈ {A,B,C}

and vector t⃗p.
3) comw ← PC.Commit(pp, p̃). comf,M ← PC.Commit(pp, f̃M ) for all f ∈ {row, col, val} ,M ∈
{A,B,C,D,E}. comidx,M ← PC.Commit(pp, ˜idxM ) for all M ∈ {A,B,C}. comtp ← PC.Commit(pp, t̃p).
comT ← PC.Commit(pp, T̃ )

4) Let comC be the concatenation of these polynomial commitments. Outputs (pp, comC).
• Prove: π ← Prove(pp, C,p, {xi}i∈[N ])

1) Parse sparse matrices A(Γ), B(Γ), C(Γ), D,E, t⃗p from C. Compute {ti}i∈[N ] from p and x. For each i ∈ [N ],
invoke comi,t ← PC.Commit(pp, t̃i).

2) Receive a shared random challenge γ ∈R F from verifiers. Compute Aγ , Bγ , Cγ from A(Γ), B(Γ), C(Γ) by
substituting γ into them.

3) Compute {ai}i∈[N ] from w, x and γ. For each i ∈ [N ], invoke comi,a ← PC.Commit(pp, ã).
4) For each i ∈ [m], define z⃗i := 1||p||xi||ti||ai. Compute m⃗i := Mz⃗i, where M ∈ {Aγ , Bγ , Cγ , D,E}.
5) Receive a shared random challenge r⃗ ∈ Fµ from verifiers. Define e⃗qr⃗ as the hypercube evaluations over ẽqr⃗.
6) For each i ∈ [N ], run sumcheck to prove that

∑
j

(
e⃗qr⃗ ◦ (⃗ai ◦ b⃗i − c⃗i)

)
[j] = 0, run LogUp to prove that

(d⃗i, e⃗i, t⃗p) ⊆ T . Define the shared random challenges used for sumchecks are r⃗1. These sumchecks will reduce
the statements into the value of

〈
e⃗qr⃗1 , m⃗i

〉
= e⃗qTr⃗1 ·M · z⃗i =

〈
e⃗qTr⃗1 ·M, z⃗i

〉
?
= ym,i, where m ∈ {a, b, c, d, e}.

7) Compute m⃗ := e⃗qTr⃗1 ·M , where M ∈ {A,B,C,D,E}. For each i ∈ [n], run sumcheck to prove ⟨m⃗, z⃗i⟩ = ym,i.
Define the shared random challenges used for sumchecks are r⃗2. This will finally reduce the statement into
m̃(r⃗2)

?
= ym and z̃i(r⃗2)

?
= yz,i for some ym, yz,i ∈ F.

8) For each i ∈ [n], invoke PC.Eval(pp, z̃i, r⃗2) to prove the value of z̃i(r⃗2)
?
= yz,i.

9) For M ∈ {Aγ , Bγ , Cγ , D,E}, prover proves m̃(r⃗2) = M̃(r⃗1, r⃗2)
?
= ym to all verifiers by invoking Protocol 1.

• E[lr] = {(i, 1)}, translated into

( ⃗adv1, 1⃗) ◦ s⃗el2 ⊆ ([n], ⃗numE) ∪ (0, 0)

( ⃗adv1, t⃗, 1⃗) ◦ s⃗el2 ⊆ ( ⃗rowE , c⃗olE , v⃗alE) ∪ (0, 0, 0)

C.2. Div

Constraining the Div operation is slightly more com-
plicated, and we use 2 rows cr and cr + 1 to achieve
this. Assuming z⃗[i] is computed through Div, we set C[cr]
to show the correct computation of the division, and use
A[cr+1], B[cr+1], C[cr+1] to show that the remainder in
z⃗[aux] ∈ [d] is constrained correctly. The exact constraints
and checks are as follows:

• All non-zero columns in A[cr], B[cr] are smaller than i,
tranalated into

( ⃗adv2, t⃗) ◦ s⃗el3 ⊆ ([n], m⃗axA) ∪ (0, 0)

( ⃗adv2, t⃗) ◦ s⃗el3 ∈ ([n], m⃗axB) ∪ (0, 0)

• ⟨A[cr], z⃗⟩ · ⟨B[cr], z⃗⟩ = d · z⃗[i] + z⃗[aux], i.e. C[cr] =

{(i, d) , (aux, 1)}, translated into

( ⃗adv2, 2⃗) ◦ s⃗el3 ⊆ ([n], ⃗numC) ∪ (0, 0)

( ⃗adv2, t⃗, 1⃗, 0⃗) ◦ s⃗el3 ∪ ( ⃗adv2, ⃗adv4, ⃗adv1, 0⃗) ◦ s⃗el3
⊆ ( ⃗rowC , c⃗olC , v⃗alC , ⃗idxC) ∪ (0, 0, 0, 0)

• z⃗[aux+ 1] = z⃗[aux] · (d− 1− z[aux]), i.e. A[cr + 1] =
{(aux, 1)}, B[cr + 1] = {(0, d− 1), (aux,−1)}, C[cr +
1] = {(aux+ 1, 1)}, translated into

( ⃗adv2 + 1⃗, 1⃗) ◦ s⃗el3 ⊆ ([n], ⃗numA) ∪ (0, 0)

( ⃗adv2 + 1⃗, ⃗adv4, 1⃗, 0⃗) ◦ s⃗el3 ⊆ ( ⃗rowA, c⃗olA, v⃗alA, ⃗idxA) ∪ (0, 0, 0, 0)

( ⃗adv2 + 1⃗, 2⃗) ◦ s⃗el3 ⊆ ([n], ⃗numB) ∪ (0, 0)

( ⃗adv2 + 1⃗, 0⃗, ⃗adv4 − 1⃗, 0⃗) ◦ s⃗el3 ∪ ( ⃗adv2 + 1⃗, ⃗adv4,−1⃗, 0⃗) ◦ s⃗el3
⊆ ( ⃗rowB , c⃗olB , v⃗alB , ⃗idxB) ∪ (0, 0, 0, 0)

( ⃗adv2 + 1⃗, 1⃗) ◦ s⃗el3 ⊆ ([n], ⃗numC) ∪ (0, 0)

( ⃗adv2 + 1⃗, ⃗adv4 + 1⃗, 1⃗, 0⃗) ◦ s⃗el3
⊆ ( ⃗rowC , c⃗olC , v⃗alC , ⃗idxC) ∪ (0, 0, 0, 0)

• z⃗[aux+ 1] ≥ 0, i.e. D[lr] = {(aux+ 1, 1)} and t⃗p[lr] =



GE0, translated into

( ⃗adv3, 1⃗) ◦ s⃗el3 ⊆ ([n], ⃗numD) ∪ (0, 0)

( ⃗adv3, ⃗adv4 + 1⃗, 1⃗, 0⃗) ◦ s⃗el3 ⊆ ( ⃗rowD, c⃗olD, v⃗alD) ∪ (0, 0, 0)

( ⃗adv3, G⃗E0) ◦ s⃗el4 ⊆ ([n], t⃗p)

C.3. Matrix Multiplication

To prove X · Y = Z, we write X , Y , Z as follows:

X =
(
x⃗(0), · · · , x⃗(n−1)

)
Y T =

(
y⃗(0), · · · , y⃗(n−1)

)

Z =


z0 . . . zk−1

zk . . . z2k−1

...
. . .

...
z(m−1)·k . . . zm·k−1


According to Freivalds, to check X ·Y = Z, for random γ ∈
F, let γ⃗1 =

(
γ0·k, · · · , γ(m−1)·k), γ⃗2 =

(
γ0, · · · , γk−1

)
,

verifier checks〈
XT · γ⃗1, Y · γ⃗2

〉
= ⟨x⃗, y⃗⟩ ?

=
∑

i∈[m·k]

zi · γi

where x⃗, y⃗ ∈ Fn are defined for simplicity as

x⃗[i] :=
〈
γ⃗1, x⃗

(i)
〉

y⃗[i] :=
〈
γ⃗2, y⃗

(i)
〉

(8)

To prove that the matrix multiplication constraints are
well formed, prover commits several auxiliary tables, such
as MM table, InProd table and Constraint tables CstA, CstB,
CstC. We first introduce columns of these tables and then
introduce constraints.
Table columns. MM table records all matrix multiplications
used in the whole program, where each row contains one
multiplication. M , N , K represent matrix sizes, s1, s2, so
represent starting positions of matrices. Specifically, the first
matrix X’s elements are in indices [s1, s1+mn), the second
matrix Y ’s elements are in indices [s2, s2 + nk), and the
output matrix Z’s elements are in indices [so, so +mk); sp
represents starting position of vector p⃗ = (XT ·γ⃗1)◦(Y ·γ⃗2),
i.e. p⃗ := z⃗[sp..sp + n − 1], p⃗[i] = x⃗[i] · y⃗[i]. cr represents
the constraint row of∑

i∈[n]

p⃗[i] =
∑

i∈[m·k]

zi · γi (9)

InProd table records inner products of matrix rows or
columns with random vectors, which is used for checking
Eq 8. Specifically, a matrix multiplication will generate
precisely n rows in InProd, where each row constraints

p⃗[i] =
〈
x⃗(i), γ⃗1

〉
·
〈
y⃗(i), γ⃗2

〉
(10)

Table columns sx represents starts of x(i), M represents
length of x(i). Similarly, sy and N represents starts and
lengths of y(i). cnt represents the count of i, starting from 0

to n−1. res represents the position of p⃗[i], i.e. z⃗[res] = p⃗[i].
cr represents the constraint row of Equation 10, namely

⟨z⃗, Aγ [cr]⟩ =
〈
x⃗(i), γ⃗1

〉
⟨z⃗, Bγ [cr]⟩ =

〈
y⃗(i), γ⃗2

〉
⟨z⃗, Cγ [cr]⟩ = z⃗[res]

Constraints tables CstA, CstB, CstC are used to further
implement the inner product constraints. Specifically, each
row in InProd will be extended to M rows in CstA, K rows
in CstB, to compute

〈
x⃗(i), γ⃗1

〉
and

〈
y⃗(i), γ⃗2

〉
respectively.

Each row in MM will be extended to n rows in CstA table
and mk rows in CstC to check Equation 9. row and col
represents the row and column index in the specific sparse
matrix. cnt is used for counting the number of consecutive
constraints, starting from 0. stp column is only included in
CstA, specifying the step of index, as it will increase by k
each term.
Table constraints. Next, we present all the constraints that
these tables need to satisfy. Constraints table is the easiest.
It only needs to check the following things:
• For each i, ⃗cnt[i] is either 0 or ⃗cnt[i] = ⃗cnt[i − 1] + 1,

⃗row[i] = ⃗row[i−1], c⃗ol[i] = c⃗ol[i−1]+1, translated into

⃗cnt ◦ (rsh( ⃗cnt) + 1⃗− ⃗cnt) = 0⃗

⃗cnt ◦ (rsh( ⃗row)− ⃗row) = 0⃗

⃗cnt ◦ (rsh(c⃗ol) + 1⃗− c⃗ol) = 0⃗

For CstA, it additionally checks ⃗cnt[i] = 0 or s⃗tp[i] =
s⃗tp[i− 1], translated into

⃗cnt ◦ (rsh(s⃗tp)− s⃗tp) = 0⃗

• All constraints are included in the sparse matrix:

CstA.( ⃗row, c⃗ol, vec(1), ⃗cnt ◦ s⃗tp) ⊆
(

⃗rowA, c⃗olA, v⃗alA, ⃗idxA

)
CstB.( ⃗row, c⃗ol, vec(1), ⃗cnt) ⊆

(
⃗rowB , c⃗olB , v⃗alB , ⃗idxB

)
CstC.( ⃗row, c⃗ol, vec(1), ⃗cnt) ⊆

(
⃗rowC , c⃗olC , v⃗alC , ⃗idxC

)

InProd table is the bridge between the MM table and
the Cst tables. It need to check the following:
• For each i, either ⃗cnt[i] = 0 or ⃗cnt[i] = ⃗cnt[i − 1] + 1,
M⃗ [i] = M⃗ [i−1], K⃗[i] = K⃗[i−1], s⃗x[i] = s⃗x[i−1]+M⃗ [i],
s⃗y[i] = s⃗y[i−1]+ K⃗[i], r⃗es[i] = r⃗es[i−1]+1, translated
into

⃗cnt ◦ ( ⃗cnt− rsh( ⃗cnt)− 1⃗) = 0⃗

⃗cnt ◦ (⃗lx − rsh(⃗lx)) = 0⃗

⃗cnt ◦ (⃗ly − rsh(⃗ly)) = 0⃗

⃗cnt ◦ (s⃗x − rsh(s⃗x) + l⃗x) = 0⃗

⃗cnt ◦ (s⃗y − rsh(s⃗y) + l⃗y) = 0⃗

⃗cnt ◦ (r⃗es− rsh(r⃗es)− 1⃗) = 0⃗

• (c⃗r, s⃗x + M⃗ − 1⃗, M⃗ − 1⃗, l⃗y) ⊆ CstA



• (c⃗r, s⃗y + K⃗ − 1⃗, K⃗ − 1⃗) ⊆ CstB

• (c⃗r, r⃗es, 1⃗, 0⃗) ⊆
(

⃗rowC , c⃗olC , v⃗alC , ⃗idxC

)
• non-zero column number in c⃗r[i] of A, B, C equals M⃗ [i],
K⃗[i] and 1 respectively:

(c⃗r, M⃗) ⊆ ([n], ⃗numA)

(c⃗r, K⃗) ⊆ ([n], ⃗numB)

(c⃗r, 1⃗) ⊆ ([n], ⃗numC)

MM table requires checking the following:
• (s⃗1 + M⃗ ◦ (N⃗ − 1⃗), M⃗ , s⃗2 + K⃗ ◦ (N⃗ − 1⃗), K⃗, N⃗ − 1⃗, s⃗p +

N⃗− 1⃗) ⊆ InProd.(s⃗x, l⃗x, s⃗y, l⃗y, ⃗cnt, r⃗es). This can ensure
that all inner products are well-formed in InProd table.

• ( ⃗row, ⃗prod+ N⃗ − 1⃗, N⃗ − 1⃗, 0⃗) ⊆ CstA.
• ( ⃗row, s⃗o + M⃗ ◦ k⃗ − 1⃗, M⃗ ◦ k⃗ − 1⃗) ⊆ CstC.
• ( ⃗row, 0⃗, 1⃗, 0⃗) ⊆ ( ⃗rowB , c⃗olB , v⃗alB , ⃗idxB).
• non-zero column number in c⃗r[i] of A, B, C equals N⃗ [i],

1, and M⃗ [i] · k⃗[i] respectively, by checking

(c⃗r, N⃗) ⊆ ([n], ⃗numA)

(c⃗r, 1⃗) ⊆ ([n], ⃗numB)

(c⃗r, M⃗ ◦ k⃗) ⊆ ([n], ⃗numC)

Appendix D.
Proofs of Theorems

D.1. Theorem 1

Proof. For honest prover, the final output y should equal to∑
k∈[n]

e⃗qz⃗1 [ ⃗row[k]] · e⃗qz⃗2
[
c⃗ol[k]

]
· v⃗al[k] · γ⃗

[
⃗idx[k]

]
where n is the number of non-zero elements in the sparse
matrix.

We first prove that if there exists k ∈ [n] in the the
committed vector v⃗alr such that v⃗alr[k] ̸= e⃗qz⃗1 [ ⃗row[k]],
the probability it can pass the index lookup argument is
only O(n)

|F| , as (
⃗row[k], v⃗alr[k]

)
/∈
(
[n], e⃗qz⃗1

)
Similarly, we can ensure with 1 − O(n)

|F| probability, for
any k ∈ [n], there has v⃗alr[k] = e⃗qz⃗1 [ ⃗row[k]], v⃗alc =

e⃗qz⃗2 [c⃗ol[k]], v⃗ali[k] = γ⃗[ ⃗idx[k]]. Given all these commit-
ments are correct, using a sumcheck, their sum is correct
with 1− O(n)

|F| probability. Using a union bound, the overall

soundness error is O(n)
|F| .

D.2. Theorem 2

Proof. Assume the committed z⃗i doesn’t satisfy Aγ z⃗i ◦
Bγ z⃗i = Cγ z⃗i, then∑

j

(
e⃗qr⃗ ◦ (⃗ai ◦ b⃗i − c⃗i)

)
[j] ̸= 0

Then after sumcheck in step 6, with 1 − O(n)
|F| probability,

there must be ⟨m⃗, z⃗⟩ ̸= ym,i for some m ∈ {a, b, c}.
Assume ⟨m⃗, z⃗⟩ ≠ ym,i WLOG, then after sumcheck in step
7, there must be m̃(r⃗2) ̸= ym or z̃i(r⃗2) ̸= yz,i, which can’t
pass the PCS evaluation or sparse matrix evaluation scheme
with 1− O(n)

|F| probability. Taking union bounds, the overall

soundness error is O(n)
|F| .

D.3. Theorem 3

Proof. Here we present a sketch of the proof. We first
demonstrate the correctness of m⃗axM and ⃗numM . The
constraints can ensure all non-zero columns in the i-th row
are smaller than m⃗ax[i], and the total number of non-zero
elements in the i-th row is not greater than ⃗num[i]. The
reason that the number of non-zero elements can be smaller
than ⃗num[i] is because the prover may commit duplicate
values.

Next, we discuss that the constraints of each instruc-
tion has been well-formed. It’s quite straightforward that
AddMult’s constraints are well-formed if all conditions
hold. Notice that all lookup input has vector t⃗ or 1⃗, which
doesn’t include 0, so the union of all 0 tuple will not affect
soundness. Similarly, constraints of Lookup and Div are also
well-formed after checking the given conditions. The output-
binding property of Lookup requires that for each lookup
type tp, for any input x ∈ F, there is at most one element y
such that (x, y, tp) ∈ T . For a lookup type like GE0 where
there is no explicit output, we can always set y to be 0.

MatMult is the hardest to analyze. The lookup from
Table MM to InProd ensures that each row in MM will be
translated into n consecutive rows in InProd, each of which
records a correct inner product.

The lookup from InProd to constraint tables ensure that
each row will be translated into lx elements in matrix A,
ly elements in matrix B. Since it also checks ⃗numA and
⃗numB , it ensures that the computation of the element-wise

product of matrix A and matrix B is well-formed.
The lookup from MM to CstC ensures that the inner

product of γ⃗ and the output matrix is well-formed. And the
lookup from MM to CstA ensures that the sum of element-
wise product is well-formed.

Overall, the matrix multiplication constraints are well
formed. Considering that outputs of all instructions are
computed from previous values, we can make sure the
committed circuit corresponds to a program in F .

D.4. Theorem 4

Proof. Here, we present a proof sketch that for any function
f1, f2 ∈ F , such that f1(x⃗) = f2(x⃗), then they can’t be
distinguished.

Since the PCS is hiding, after FC.Commit, i.e. commit-
ting A(Γ), B(Γ), C(Γ), D, E and vector t⃗p, no adversary
can distinguish whether these commitments came from f1
or f2 because the PCS is hiding.



Since PFR scheme is a zkSNARK, no adversary can
gain any information from PFR proof πf . As the adversary
can’t distinguish f1 and f2 before seeing πf , it still can’t
distinguish after seeing πf .

Similarly, since Eval is a zkSNARK, no adversary can
gain any information besides f1(x⃗) after seeing Eval proof
π. As f1(x⃗) = f2(x⃗), then no adversary can distinguish f1
and f2 after the whole process.
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