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Abstract. The hull of a linear code is the intersection between the code
and its dual. When the hull is equal to the code (i.e., the code is contained
in the dual), the code is called self-orthogonal (or weakly self-dual); if,
moreover, the code is equal to its dual, then we speak of a self-dual code.
For problems such as the Permutation Equivalence Problem (PEP) and
(special instances of) the Lattice Isomorphism Problem (LIP) over g¢-
ary lattices, codes with a sufficiently large hull provide hard-to-solve
instances.

In this paper we describe a technique to compress the representation of
a self-orthogonal code. Namely, we propose an efficient compression (and
decompression) technique that allows representing the generator matrix
of a self-orthogonal code with slightly more than k(n — k) — (kgl) finite
field elements. The rationale consists in exploiting the relationships de-
riving from self-orthogonality to reconstruct part of the generator matrix
entries from the others, thus reducing the amount of entries one needs to
uniquely represent the code. For instance, for self-dual codes, this almost
halves the amount of finite field elements required to represent the code.
We first present a basic version of our algorithm and show that it runs in
polynomial time and, moreover, its communication cost asymptotically
approaches the lower bound set by Shannon’s source coding theorem.
Then, we provide an improved version which reduces both the size of the
representation and the time complexity, essentially making the represen-
tation technique as costly as Gaussian elimination.

As concrete applications, we show that our technique can be used to
reduce the public key size in cryptosystems based on PEP such as LESS
and SPECK (achieving approximately a 50% reduction in the public key
size), as well as in the Updatable Public Key Encryption Scheme recently
proposed by Albrecht, Ben¢ina and Lai, which is based on LIP.

1 Introduction

Given a linear code ¢ < Fy defined over a finite field Fy, its hull is the inter-
section between € and its dual €*. In other words, the hull contains all the
codewords of % that also belong to €+. Thus, every two codewords in the hull
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Table 1: Classification of codes according to the hull dimension. We indicate
with n and k the code length and dimension, respectively, while h indicates the
hull dimension.

Name Relation with dual Parameters
Linear Complementary Dual € et = {0} h=0
Self-orthogonal = h=k<n-—k
Self-dual ¢ =€+ h=k=mn/2

are orthogonal; this holds also when considering the product of a codeword by
itself (we will sometimes refer to this property as self-orthogonality).

Codes with trivial hull (i.e., a hull containing only the null vector) are called
Linear Complementary Dual (LCD) codes. If instead the hull is equal to the
code itself, then we say that the code is self-orthogonal (or weakly self-dual). A
self-orthogonal code which is also equal to its dual is called self-dual. In Table []]
we recall some relations between the hull dimension and the code parameters.

It turns out that the wide majority of codes have small hull with large proba-
bility. Indeed, as proven in |16], for a finite field with ¢ elements, a random code
is LCD with probability approximately 1 — 1/q — 1/¢* and has hull dimension
h > 1 with probability approximately ¢~ (+1)/2,

In certain applications, we need codes with large hull. For instance, when
considering quantum stabilizer codes constructed according to the Calderbank-
Shor-Steane (CSS) framework [4,[8]|17], a popular solution is that of employing a
classical code which is dual containing, i.e., such that the code contains the dual
(which means that the dual is self-orthogonal). Analogously, the study of self-
orthogonal codes arises in other areas, such as the design of locally recoverable
codes for distributed storage systems [12| and, last but not least, post-quantum
cryptography. In fact, it turns out that codes with a large hull provide hard
instances of the Permutation Equivalence Problem (PEP), that is, the problem
of determining whether, on input two linear codes, there exists a permutation
mapping one code onto the other. PEP is employed as a security assumption in
schemes such as SPECK |[2| and the updatable public encryption scheme in [1],
which we will refer to as ABL in the following (ABL is the acronym obtained
from the authors’ initials). Interestingly, ABL is built upon the Learning With
Errors (LWE) problem and makes use of PEP as a special case of the Lattice
Isomorphism Problem (LIP)B

! In the ABL scheme, lattices are defined over Z, with g prime and the employed lat-
tice isomorphisms are restricted to (signed) permutations. However, for the security
proof, the authors require to find a permutation (not a signed permutation) sending
one lattice into the other. This is exactly PEP for codes over prime finite fields. This
is also acknowledged by the authors in |1] which, among the various contributions
of the paper, propose an algorithm to sample uniformly at random codes with some
desired hull dimension.
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In schemes based on PEP, codes with large hull are necessary to avoid efficient
attacks. Indeed, attacks such as |3}, |15] take time which is exponential in the hull
dimension and, in particular, become polynomial time when the hull is trivial.
When the hull dimension is large enough, such attacks are ruled out and currently
best known solvers take time which is instead exponential in the code length,
regardless of the hull dimension |6 |9].

As another scheme based on the problem of determining an equivalence be-
tween linear codes, we mention also LESS [7]. LESS is based on a slightly differ-
ent flavor of the code equivalence problem, called Linear Equivalence Problem
(LEP), in which the isometry can be any monomial, a transformation that per-
mutes and scales coordinates. Observe that permutations are just a special case
of monomials.

In SPECK, LESS and ABL, the public key contains descriptions of linear
codes. The resulting key size grows quadratically with the code length and,
ultimately, is definitely large. This represents a major drawback for such schemes.

1.1 Owur contribution

We introduce a technique to reduce the amount of bits required to represent
a self-orthogonal code, based on the observation that self-orthogonality creates
some relations between the entries of the code generator matrix. Namely, let
G = (I, A), with I being the identity matrix of side k and A € ]F];X(nfk)
Since the code is self-orthogonal, we know that GGT = 0 which, in turns,
implies AAT = —Ij. Let us view the k(n — k) entries of A as unknowns and
S : AAT = —I; as a system of multivariate equations. Notice that & contains
at most (’“2’1) algebraically independent equations. Therefore, if one knows the

values of k(n — k) — (kgl) entries of A, the remaining entries may be obtained
by solving &. If this holds true, then the whole code can be represented by using

only k(n — k) — (k;rl) entries.

This simple idea comes with some technical caveats. First, the system & is
quadratic, hence finding a solution can be hard [18|. However, we show that with
the knowledge of some specific entries of A (namely, those in the upper trian-
gular part), the system’s solution can be found by solving only linear equations.
This approach can be described as follows. At step ¢ € {1,...,k}, we want to
recover the i-th row of A, which we indicate as a;. All the entries in the above
rows ai,...,a;_1 are known (because the previous steps have been completed).
For row a;, we only know the elements in columns i,...,n — k: the unknown
i — 1 entries are found by solving the subsystem &; formed by the equations
(aj; a;) = aj¢-a;¢ =0, for each je{1,...,i—1}.

As another issue, one has to deal with the possibility that some of the subsys-

tems G; may not be uniquely solvable. Indeed, when &; contains some linearly

2 To avoid burdening the explanation here, for simplicity we assume that the consid-
ered code admits {1,...,k} as information set. However, as we show in the paper,
this is not required and our technique allows to represent any self-orthogonal code.



4 M. Baldi, R. El Mechri, P. Santini, R. Schiavoni

dependent equations, then the system is underdetermined and its solution is not
unique. We show that, following the approach we have previously described, this
happens whenever (some of) the leading submatrices of A (i.e., the square ma-
trices formed by the entries in the top-left corner of A) are singular. We show
that, as a workaround, applying a permutation of the columns of A is enough
and that, remarkably, such a permutation exists for every self-orthogonal code
and can be computed in polynomial time. This comes with a very mild commu-
nication overhead, since the permutation shall be represented as well.

All in all, our representation technique for self-orthogonal codes runs in poly-
nomial time (O(n*) with a schoolbook implementation) and has a communica-
tion cost (i.e., number of bits required to represent a self-orthogonal code) whose
worst case converges asymptotically to the optimal value resulting from Shan-
non’s source coding theorem.

We then refine the above procedure by observing that the entries a;;, for

each i € {1,...,k}, do not need to be included in the code representation. In-
deed, we can enrich each subsystem &; with the self anti-orthogonality equation
(a; ; a;y) = —1. With standard algebraic manipulations, the system &; remains

efficiently solvable and we save additional bitsEl

As another tweak, we show how to handle underdetermined subsystems more
efficiently. Indeed, especially when ¢ increases, the expected amount of undeter-
mined subsystems is rather small. Whenever this happens, we communicate a
number of variables equal to the rank deficiency of the coefficient matrix for
the corresponding subsystem. The communication cost overhead is, on average,
much smaller than the cost of communicating a permutation of length n — k.

As a final tweak, we show that with careful manipulations of the equations
in &, the complexity of solving the system can be reduced down to O(n?).

As concrete applications, we consider how the cryptographic schemes SPECK,
LESS and ABL would benefit from our technique. Noteworthy, since SPECK
uses self-dual codes having rate 1/2, our technique would lead to almost halve
the size of its public keys without any modification to the scheme. For what
concerns LESS, the required modifications appear to be somewhat heavier since
we propose to switch from LEP on random codes to PEP on self-orthogonal
codes. Yet, tweaking LESS to use self-orthogonal codes and PEP, we can again
essentially halve the public key size (without any relevant change in security, as
state-of-the-art attacks on PEP and LEP are essentially the same).

Similar considerations hols for the ABL scheme, even if in this case the public
key reduction is less important because the instances recommended in [1] have
very small code rate.

1.2 Paper organization

The paper is organized as follows. In Section [2] we introduce the notation we
use in the paper and then recall background notions about coding theory and

3 Instead of each a;,;, we just need to send one bit in the worst case. Indeed, the anti
self-orthogonality equation is quadratic: when there are two distinct roots, we use
this bit to determine which one of the two solutions shall be considered.
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self-orthogonal codes. In Section [3] we describe and analyze our basic procedure
for representing self-orthogonal codes. The refinement of this procedure is given
in Section [} while the applications to cryptographic schemes are discussed in
Section [5} Section [] closes the paper with some concluding remarks.

All the code we have used for preparing this paper (simulations, together
with proof of concept implementations of the algorithms devised in this pa-
per) are publicly available and can be found at https://github.com/secomms/
self-orthogonal-codes.

2 Notation and background

In this section we settle the notation we use throughout the paper and then
recall useful background concepts.

2.1 Notation

We denote by F, a finite field with ¢ elements. Vectors (resp., matrices) are
denoted with bold lowercase (resp., uppercase) letters. Given two vectors a,b €
[y, their dot product is denoted as (a ; b) = S ai b

The null matrix is indicated as 0 (its size will always be clear from the
context); I, denotes the identity matrix of side k. For a matrix A € F’;X" and
aset J< {1, ..., n}, we indicate as A ; the submatrix formed by the columns
of A that are indexed by the elements of J. Given a matrix A, we indicate its
rank with rk(A).

The symmetric group on n elements is indicated as S,, and its elements are
viewed as permutations. For a matrix P € Fg*", we write P € S, if it is a
permutation matrix (every row and column has only one entry equal to 1, while
all other entries are null).

Given a matrix A € FF*", with k < n, for each £ € {1,...,k} we refer to its
(-th leading submatriz, and indicate it as Ay, as the matrix obtained from A
by deleting its last & — £ rows and its last n — £ columns. In other words, Ay is
the top-left £ x £ submatrix of A. Its determinant is called ¢-th leading minorEI
We extend this notation to the non-square case, by denoting with A ,,; the
submatrix formed by the entries in the top-left ¢ rows and m columns of A.

2.2 Linear codes

A linear code ¢’ < Fy; with length n and dimension £ is a k-dimensional linear

subspace of IFj. A linear code can be represented using either a generator matrix

or a parity-check matrix, that is, full rank matrices G € F’;X” and H e Fé"ik)xn

such that
€ = {uG|ueF§} = {ceIF‘Z”HcT =0}.

4 Some authors refer to leading submatrices as first principal submatrices and, conse-
quently, to their determinant as first principal minor.
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The parity-check matrix serves as the generator matrix for the dual code €+ <
Fy, which is the linear subspace of dimension n — k formed by all vectors that
are orthogonal to all codewords of €.

For any code, there exist multiple generator matrices since, for any non sin-
gular S € IF’;X’“, one has that G and SG are generator matrices for the same
code. We sometimes refer to this operation as change of basis. With obvious
caveats, the same holds for parity-check matrices.

For a code ¢ < [y with dimension £, an information set J < {1,...,n} is a
non-ordered set of size k such that, for any two distinct codewords ¢, ¢’ € €, the
subvectors formed by the entries indexed by J are different. Put it differently,
the submatrix G; formed by the columns of G which are indexed by J form
a non singular k x k& matrix. This means that, for each information set J, one
can define a “special” generator matrix, which we refer to as standard form, such
that the columns indexed by J form the identity matrix of size k. Starting from
any generator matrix G for &, one can obtain the generator matrix in standard
form as G;l - G (i.e., using G;l as a change of basis). When J = {1,... k},
a generator matrix in standard form has the form G = (I, A), which we call
systematic.

Self-orthogonal codes For a linear code ¢ < Fy, we define its hull as the
intersection between ¢ and €. We say that the hull is trivial whenever it
contains only the null vector (i.e., the hull is a space with dimension 0). When

instead the hull is equal to the code, then we the code is said to be self-orthogonal.

Definition 1 (Self-orthogonal and self-dual codes). Let ¢ < F be a
linear code. If € < €, then we say that € is self-orthogonal (or weakly self-
dual). If, moreover, € = €+, then we say that the code is self-dual.

For a self-orthogonal code €, for every two codewords ¢, ¢/, one has (¢ ; ¢’) =
c-c’T = 0. This implies that GGT = 0. For a given finite field with ¢ elements,
the number of self orthogonal codes can be counted precisely [16, Theorem 1].

Theorem 1 For q a prime power and k,n € N with k < n/2, let €,  , denote
the set of all self-orthogonal codes with length n and dimension k over a finite
field with q elements. The cardinality of €y, 1 4 s

kooqn2itiog )
- 11, L ifn is odd and k < (n—1)/2,
n—k n—2i+2
q" " -1 k q -1 .
- L [lici Y= if n and q are even,

n/2—k n—2i42
g 117k g =1 iy = — =

- T | 7T ifn=0mod 4, orn=2 mod 4 and ¢ =1 mod 4,
n/2—k n—2i42
q —1 k q -1 . _ _
T [T, ] ifn=2mod 4, g=3 mod 4 and k <n/2-1,

- 0 otherwise.

We also recall |16, Theorem 4] which, later on, will become rather handy to
derive the asymptotics for the number of self-orthogonal codes.
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Theorem 2 Let g € N be a (constant) prime power and 0 < k < n. Let F, be a
finite field with q elements. For growing k and n,

hm |¢n,k,q| — ,-yq
n A ; )
k2% [k]q [liidi—1

. k=1 g"—g'
where v = [ ;~, 11_5,21- and (1], =120 =5

3 Representing self-orthogonal codes: the basic idea

In this section we describe the basic version of the algorithm we propose to
compress the representation of the generator matrix of a self-orthogonal code. We
first present the underlying main procedure which, however, is not guaranteed
to work for all codes. Later on, we refine it to tackle all self-orthogonal codes.
We also show that, for what concerns the output size, the techniques in this
section converge asymptotically to the lower bound set by Shannon’s source
coding theorem.

3.1 Core idea

We first describe our idea at a very high-level. For simplicity, we start by consid-
ering only codes for which {1,...,k} forms an information set; later on, we will
generalize the analysis to encompass all codes. Remember that, for such codes,
there exists a systematic generator matrix G = (I, A), with A € ng(n_k).
Since we are considering self-orthogonal codes we know that

GG'=0 = AAT=_1,.

A is said to be an antiorthogonaﬁ matrix, and denoting by a; its i-th row, we
have that for each pair of indexes i, j:

(a5 a5) = {0_1 L )

if i = j.

The equations originating from the antiorthogonality of A can be split in
two sets: the (5) pairwise orthogonality equations, which must hold for each
pair of different rows of A, and the k self-antiorthogonality equations, which is
the property for which every row has a dot product with itself equal to —1.

Our idea is that of exploiting relations such as (1)) to reconstruct some co-
efficients of A from its other entries. Let us view the k(n — k) entries of A as
unknowns, and let & be the system that arises from , for each pair of indices
t < j. The resulting system has (k;rl) equations: even if we assume that such

® Massey in [13] distinguishes between square and nonsquare matrices with this prop-
erty, by calling the latter row-antiorthogonal matrices. For the sake of simplicity we
will use the term antiorthogonal for both cases.
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equations are algebraically independent, the system is underdeterminedﬂ How-
ever, assuming that one knows the values of at least k(n — k) — (kgl) unknowuns,
then the system may become determined and its solution should give the values
of the remaining unknowns. In other words, one may represent the code using,
say, only k(n — k) — (k;ﬂ) entries of A, since the other entries of A can be

obtained by solving &.

As a technical caveat, one has to consider that & is a system of quadratic
equations which, generally, are hard to solve. However, we show that, with the
knowledge of some specific entries of A (namely, all the entries in the upper
triangular part), then the system can be solved by considering (’;) linear equa-
tions. For this purpose, we now focus on the (’;) pairwise orthogonality equations
and do not consider the k self-antiorthogonality equations, which are necessarily
quadratic. The latter will be reconsidered later, in Section

Let us assume that, for each row a;, the elements a;;, ..., a;—; are known.
The remaining entries are treated as unknowns and are labeled as follows (rather
frequently, we will highlight unknowns in red):

ai1 ay.2 arsz - 01 k-2 a1,k—1 a1k ... Qln—k
T2 az,2 assz - A3 k-2 a3 k—1 asg ... A2np—k
31 3,2 assz 0 A4 k—-2 A4, k—1 a4k --- A3 n—k
A =
Lk—21 Lk—22 LE—23 ' Ok—2k—2 Ok—2k-1 Ak—2k --- Ak—2n—k
Tp—1,1 Tp-1,2 Tk—-1,3 " Thp-1k—2 Ok—1,k—1 Ak—-1k --- Ak—1,n—k
Tk,1 Tk,2 Tk3  Tkk—2 Tk,k—1 gk --- Qkn—k

Using all pairwise orthogonality equations, we obtain the following system:

n—k
62 = {(1171 X211 = 72]»:2 a5 A2,
- e n—k
Se — a1 -r31 +tayo- T3 = —Z]—=3 aj ;- as,;j
3= . . n—k
Lo T3]+ a2 T332 = _Zj=3 a2k - a3,j
S =
- . _ n—k
ail Tei1+...+a1 k-1 "Trrp-1= *Zj:k aij - Ak,
n—k
To1 Tl + ...+ A2 k-1 Thr—1= —Zj:k azj -« Qk,j
S =
R 4 4 . - _Z”_k .
L Tr—11 Tkl T .. T Q-1 k-1 " Th k-1 = j=k Ak—1,k " Ok,k

Observe that the system contains quadratic equations but, solving the subsys-
tems in a precise order (namely, from &3 to &), in practice we just need to
consider linear equations.

5 Since we are considering self-orthogonal codes, we have k < n/2: with simple ma-

nipulations, one can show that this always implies (k;rl) < k(n—k).
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a {a;; a5y =0
a <32 5 aﬁ> =0
ag

a &7 =4 <az; a5 =0
ag <&1 ) a(i> =0
ag (as; agy =0

Fig. 1: Representation of the solution of the system &7 to recover row a;. Grey
cells correspond to the elements of A that are known from the beginning, green
cells correspond to the symbols that have been recovered in the previous steps
2,...,6. Yellow cells represent the entries that are found by solving &7, while
red cells represent the symbols that will be found in subsequent steps.

For now, let us assume that each subsystem &; admits a unique solution
(later on, we describe how to deal with the cases in which this is not true). We
divide our procedure in k steps and consider that, at step i € {1,...,k}, we aim
to recover a; by finding its first ¢ — 1 entries.

For step ¢« = 1 there is no entry to recoverﬂ We now consider the ¢-th step,
with i > 1. We set up the system &; formed by the equations {a; ; a;) = 0, for
each j € {1,...,1 — 1}. At step ¢, the above rows ay,...,a;_; are known since
they have been determined by solving So, ..., &,;_;. For row a; we only know
the elements in columns i, ...,n—k, and thus need to determine ¢ — 1 unknowns.
We do this by solving &; which, now, looks as follows

n—k
aiq - Tig+ o+t a1i-1Tii1 = _Zj:i aij - Qg j
n—~k
21 Tl +FaA24-1Tii—1 = —iji azj - Qi
G; =
. . . n—k
Ai—11Ti1+ -+ Q141 Tii—1 = — Zj:i Qi—1,5 * A

Once we solve &; and fully determine a;, we proceed by solving &;,1. See
Figure [I] for a representation of this procedure.

3.2 Dealing with underdetermined subsystems

We now show how to deal with some subsystems that are underdetermined,
and therefore admit more than one valid solution. In particular, we show that

" The reader may wonder why we are starting from step ¢ = 1 even if we do nothing
in this step. As we will show in Section [£:I} when self-antiorthogonality equations
are reintroduced, step ¢ = 1 is devoted to the reconstruction of ai,;. Therefore, we
are keeping it here as well, for consistency with the rest of the paper.
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for any self-orthogonal code with generator matrix G = (I, A), a reordering
of the columns in A is actually enough to avoid that any of the subsystems
Ga,...,6_1 is underdetermined.

For i =2,...,k, let us express the i-th subsystem &; as

Gi : A-[i—l] . X(Z) S5 b(l),

where Ap;) € ng_l)x(i_l) is the (i — 1) x (i — 1) leading submatrix, b(®) € Fi-t
Zi1
and x() = collects the unknowns for this step.
Lji—1
First, we know that &; must admit at least a solution &; by construction.
Whenever A;_;) has full rank, then the solution is unique. If, instead, Af;_q;

has some rank deficiency, then &; is undetermined and therefore admits also
other solutions.

We start by observing that, because of self-orthogonality, A is guaranteed to
have rank k.

Theorem 3 Let G = (I, A) € IF’;X” be the generator matriz of a self-orthogonal
code with dimension k. Then, A has full rank k.

Proof. Since the code is self-orthogonal, we know that AAT = —I). Remember
that, for any two matrices B, C, one has rk(B - C) < min {rk(B) ; rk(C)}. Thus

k = rk(—I)) < min {rk(A) ; tk(AT)} = rk(A),

where the last equality comes from the fact that tk(A) = rk(AT). Since for a
self-orthogonal code k& < n — k, we have that A has full rank k. ]

We now show that, using just a permutation of columns, we can always transform
A into a matrix so that the leading submatrices are non-singular.

Theorem 4 Let A € F’;X("_k), with k < n/2, be a matriz with rank k. Then,

there exist (at least) a permutation P € S,_j such that, for every i€ {1,...,k},
the i-th leading submatriz of A - P is non-singular.

Proof. We give a constructive proof that shows, also, how P can be computed.
This can be done with a procedure such as Algorithm [I} on input A. Notice that
the algorithm is essentially computing the Row Reduced Echelon Form (RREF)
of the input matrix, with only minor tweaks. For this reason, we refer to it as
RREF*.

The algorithm can be split into k steps, with each step being an iteration of
the loop in instructions 3-12. At every step, the algorithm updates A so that,
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Algorithm 1: RREF*

kx(n—k)

Input: matrix A € Fq with rank k£ < n/2
Output: permutation P € S, _; such that the leading submatrices of A - P

are non-singular

1 Setu=(1,2, ..., n—k)eNF;
2 1= 1;// Number of pivoted columns
3 while ¢ < k do

/* Find column that goes to position % */
4 | j=1
5 while a;,; = 0 do
6 LUpdatej<—j+1
7 if j # i then
8 Swap columns 4 and j of B;
9 Swap entries ¢ and j of u;
/* Do sums between rows to cancel all elements below i-th entry of i-th column.
Notice that ay = (ag,1, ..., G¢,n—k) is the £-th row of A */
10 for{=i+1,...,k do
11 | Update a; —a¢ —a;; - ac,i - a;;
12 Update i «— i + 1;
13 Set P € S,,_; as the permutation matrix so that ¢ goes to wu;;
14 return P;
before starting step ¢, the matrix A looks as follows
a1 a2 a3 ... a1i—1 aiq te a1,k a1,n—k
0 a2 G23 ... a2i-1 az ce a2k a2 n—k
0 0 az3z ... ag;-1 as; - A3k as n—k
. b
0 0 0 C Qi—14-1 Qi—1,i  ccc Gi—1k Ai—1,n—k
0 0 o - 0 Qi Qi @in—k
0 0 0 R 0 Ak i e Ak k Ak n—k

where, for £ € {1,...,7 — 1}, the entry by, is non-null. We first observe that,
at instructions 4-6, the algorithm always finds a valid index j. Indeed, if this
does not exist, then this means that the i-th row of the updated A is null, but
this contradicts the fact that A has full rank. After a valid column is found,
it is moved to position ¢ and row operations are performed to eliminate all the
entries which are below the entry in row ¢ and column 4.
We now show that the permutation provided by Algorithm [I] is valid. Let
A indicate the matrix after the k-th step: observe that this matrix is upper
triangular and, by construction, has non zero entries in the main diagonal. Let
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us denote it as A’, and let L € ]F’;Xk be the lower triangular matrix so that
A’ = L-A-P. In particular, L has only ones in the main diagonal. Let A’ = A-P
and observe that, for each i € {1,...,k}, A = Ly ~A’[i]7 hence A,[i] = Lﬁ]l A
Since both Lp;; and A[;) are non-singular (both matrices are either lower or upper
triangular, with all elements in the main diagonal different from 0), also A’[i] is

non singular. o

Putting together the two above theorems, we have a compression technique for
any matrix G = (I, A) generating a self-orthogonal code. Indeed, whenever
A has some singular leading submatrix, we just need to find a permutation P
according to Theorem |4/ and set A’ = A -P. Since A’ - A’T = —I;,, we can fully
represent A’ using only the upper triangular part. After one reconstructs A’
using the procedure in Section the original matrix A can be easily obtained
by permuting back columns with the inverse of P.

Remark 1. We observe that P can be compactly represented as an ordered set
of k distinct elements of {1, ..., n — k}. Indeed, we do not need to care about
the ordering of the last n — k columns, we can just consider them as sorted in
ascending order.

3.3 Compressing and decompressing: the general algorithm

We now put all the results from the previous section together and generalize to
any self-orthogonal code, i.e., we also get rid of the constraint that {1,...,k}
must be an information set.

At a high level, our algorithm builds on the observation that for every self-
orthogonal code ¢ < Fy, there exists at least one permutation m € S,, such that
7(%€) admits a generator matrix in systematic form, and can be compressed using
the technique in Section In other words, this permutation guarantees that
(%) has {1, ..., k} as an information set and also that, in the non-systematic
part of the (systematic) generator matrix, all leading submatrices are non singu-
lar. Existence of 7 is guaranteed by Theorems [3|and 4 Once we know 7 € S,,, we
can represent ¥ by communicating m and compressing (%) using the technique
from Section [3.11

The resulting compression and decompression algorithms are detailed in Al-
gorithms 2] and |3] Since 7 has a special form, in these algorithms we do not
visualize 7 but, instead, break down how such a permutation is constructed. In
particular, we split its action using two permutations, one describing the infor-
mation set and the other one describing how columns outside of the information
set shall be sorted, in order to allow reconstruction of the coefficients using the
technique from Section The first permutation is actually represented us-
ing only the set U representing the information set. The second permutation is
computed using Algorithm
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Algorithm 2: Compress

Input: generator matrix G € IF’;X” for self-orthogonal code ¢ < Fy
with dimension k&

Output: permutation P € S,,_j, set U < {1,...,n} of size k, upper

triangular matrix V e ng(nfk)

/* Find information set and use it for standard form */

1 Find an information set U < {1,...,n} for €;
2 Set A =Gy Gy s

/* Permute columns of A so that all leading submatrices are non-singular */
*
3 Compute P = RREF*(A);
4 Set A=A -P;
/* Encode coefficients for polynomial system */

5 Set V as the upper triangular part of A’;
6 return U, P and V;

Algorithm 3: Decompress

Input: permutation P € S,,_g, sets U < {1,...,n} of size k, upper
triangular matrix V e Fi* (%)
Output: generator matrix G € IE";X” for self-orthogonal code ¢ < Fy

with dimension k

/* Reconstruct the full matrix A’ from V */
1 fori=2,...,k do
/* Set up and solve subsystem S, */

2 Set b Ffli_l) so that, for j e {1,...,1—1}, by) = —Z?;ik Vj 0 Vi

3 Set (vi,1,...,0ii-1) = V[;lu

. b(i_l);// Retrieve i-th row of V

/* Undo column permutation P */

4Set A=V .PL;

/* Put information set in positions indexed by J */

5 Set G € ]Flgxn so that Gy = I, G{l,..A,n}\U =A;

6 return G

The above algorithms clearly run in polynomial time, as they just require
basic linear algebra operations. We now show that the above compression tech-
nique is asymptotically almost optimal, i.e., its output has binary length which
differs only in low order terms from the binary length obtained with an opti-
mal encoding scheme (assuming the code to be represented is picked randomly
over &, i o). First, through Theorem [5| we describe the asymptotic behavior of
the number of self-orthogonal codes when both k& and n grow; the proof of the
theorem can be found in Appendix [A]
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Theorem 5 For constant q, when both k and n go to infinity,

k(n—k)—EEL

€ kgl ~ @ *Wq,

where wg = " 5 15 a positive constant and v, is defined in ﬁ

q
( i1 1*‘171.)
Remark 2. As a crude but simple approximation, one can use w, ~ 1/ (1 —1/q—
1/q2). For large ¢, the approximation becomes more precise and, in particular,
wg =~ 1.

According to Shannon’s source coding theorem, a perfect encoding scheme for
the set of self-orthogonal codes would take L, ;4 = logy (|€,k,q|) bits, that is,

Loy = (k(n . logs () + loga(wy)

= (k(n —k)— k(k;l)) -logy(q) - (1 + 0(1))
= g-(2n—3k—1)~(1+0(1)).

In the next theorem we show that Algorithm [2] outputs binary strings whose
length converges asymptotically to L, i q; the proof of the theorem is given in

Appendix

Theorem 6 Assuming perfect encoding schemes are used for all the outputs of
Algorithm[3, then the algorithm has worst case output length which is

v = (=) = S o) o, (v (1) ("))

For constant q and both k and n going to infinity,
;L,k,q = Ln,k,q . (]. + 0(1)) - /n,k,q ~ Ln,k,zp

We remark that the worst case output length is derived assuming that P and
U are uniformly distributed over the corresponding domains, as this maximizes
their entropy. In practice, this may not be true. For instance, for large ¢, we
have U = {1, ..., k} with large probability so that, in practice, this set may
not be communicated in many cases. As we show in the next section, with some
observations and tricks, the non-dominant terms in L/m kg can be significantly
reduced.

4 Optimizing the representation technique

We show how the compression and decompression algorithms given in the pre-
vious section can be tweaked to reduce the amount of bits required to represent
self-orthogonal codes. Moreover, we provide a precise description of how such
algorithms shall be implemented, optimizing also their computational cost.
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4.1 Exploiting self-antiorthogonality equations

So far, given A € Ffjx(nfk) such that AAT = —I;, we used only the pairwise
orthogonality relations between different rows. However, by considering also the
self-antiorthogonality condition of each row, we can recover one more coefficient
per row. Indeed, once i—1 rows of A have been fully determined, say, the first i—1
ones, then it is possible to recover exactly ¢ coefficients of the i-th row. This is
done by imposing orthogonality of the i-th row to the i—1 previous rows through
S;, and enriching &; with the equation resulting from self-antiorthogonality of
the i-th row.

In other words, let us represent A as follows (again, red entries are un-
knowns):

1,1 ai,2 aiz 0 A1 k-2 a1,k—1 a1k ... QAln—k
T2 T2 2 a3 -+ QA3 k-2 a3 k—1 azr ... G2np—k
T3,1 32 €r33 o G452 a4, k—1 a4k ... QA3 n—k
A= :

LTp—2,1 Tk—22 Tk-23 **° Tk-2k-2 Ak—2k-1 Ak—2k --- Qk—2n—k

LTk—1,1 Lk—1,2 Tk—1,3 **° Th—1,k—2 LTk—1k—1 Ak—1,k --- Ok—1n—k
Tk, 1 Tk,2 T3 *° Tkk-2 Tk k—1 Tk - QAkn—k

At step 4, we assume that rows ay,...,a;_; have been fully determined (i.e., we

have determined the values of all unknowns in the first ¢ — 1 rows) and we need
to recover the first ¢ coefficients of the i-th row. We set up &; with the ¢ — 1
equations (a; ; a;) = 0, for each j € {1,...,i—1}, together with (a; ; a;) = —1.
The resulting system looks as follows:

n—k
a1 Tig ot a1 T = — Zj:i]:rl a1 - Gij
g=
Q2,1 T+ Ao T = — 0 A5t g
S; = (2)
m n—k
Ai—1,1Ti1+ -+ Q14 T j _Zj:i-H Qi—1,5 Qi 5
2 2_ _1_Nmk 2
Ti1®+ + 27 = 1 Zj=i+1 az

Observe that now, differently from before, we have a quadratic equation.

For i = 1, the system contains only the quadratic equation from which we
find z1 ;. For each i > 2, instead, we also have i — 1 linear equations in addition
to the quadratic one. Let b() € F” be the vector collecting the terms in the
right-hand side of . Then, we observe that the first ¢ — 1 equations of &; are
linear and can be written as

th,l al,z b?)
£ A[i—l] . + cXqq = y (3)
Tii—1 Ai—1,4 b(z_)
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from which we can write each z; ; as an affine function of z; ;. By substituting
these expressions of x;; into the last equation of &;, we obtain a quadratic
equation in which the only unknown is z; ;. Thus, we can solve it and determine
%;,5, after which we can compute all the values of z; ;, with j # i.

Notice that, when Af;_;; is singular, this requires some caution since (3
admits more solutions. We address this case later on and, for now, assume that
all leading submatrices of A are non singular.

Since there are two potentially distinct solutions to a quadratic equation, we
need to specify which one shall be considered. This can be encoded using only
one bit. So, using also self-antiorthogonality equations, providing at most k bits
instead of klog,(g) is enough to encode all the elements aq 1, ..., a k-

Remark 3. For ¢ = 2, each subsystem &, contains only linear equations since,
for each x € Fy, 22 = z. So, all the equations in &; are linear.

4.2 Exploiting the Reduced Row Echelon Form

We observe that, to solve each subsystem &;, one of the most computationally
expensive operations consists in solving . Indeed, using Gaussian elimination,
this comes with cost O((i—1)%). Considering all i € {1, ..., k}, we get an overall

cost growing as
k-1 2
} k(k—1)
3] _ _ 4
O(i;z>0< 5 ) = O(k%).

When k is linear in n, for instance, this results in O(n*) operations and consti-
tutes the computational bottleneck of the whole technique.

We now describe how the computational cost can be reduced. The idea here
is that the coefficient matrix Af;_;}, which we need to invert for £;, has the
matrix Ap;_oy as leading (i — 2) x (i — 2) submatrix, whose inverse has been
computed previously (when solving &;_1). Leveraging this fact, we can reduce
significantly the computational cost.

We first observe that £; can be set up by considering the scalar products

between a; and any set of ¢ —1 linearly independent vectors {mgi), cey mgi_)l} €
Span(ai, ..., a;—1), i.e.,

(m{”; a;) =0
<mgl) ;a)y=0
<m£i)1 ; ai> =0

We can use vectors having a convenient form, say, we choose them so that, if
stacked to form an (i — 1) x (n — k) matrix, the leftmost ¢ — 1 columns form an
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identity matrix. This would lead to

o (@ . n @
Ll = =My 5 Lii — Zj:i+1 my - Qi
b (@ .. n O
Li2 = —Mg; * Ligi — Zj=i+1 Mo 5+ Qi,j
£ . (4)
, _ (4) .. n (4) .
Lig—1 = =My 29 5 Liyi — Zj=i+1 mi_q, Qi

Notice that these equations are exactly the same one would get from with
the same row operations that would pivot the first columns of A[;_;;. Moreover,
the vectors mgl), cey ml(.l)l are exactly the same vectors we would obtain during
computation of the RREF of A[;_y ;-

The computational advantage we get may not seem obvious. Indeed, to com-
pute the vectors mgl), cey mgl_)l from scratch, we would need to do Gaussian
elimination over A;_;j. However, the computation of these vectors can be inher-
ited from the previous step. This can be understood by considering which vectors
mgiH), ey mgiH) shall be used to set up £;11. We need that these vectors span
the same space generated by the first ¢ rows of A and, as before, we would like
them to have the same form as those we used in . This can be done with, at

most, 2¢ sums between the vectors mgi), ey mz(-l_)1 we used in the previous step

and a;. Let us collect all vectors mgi) in a matrix M@, and the vectors mg-iﬂ)

in a matrix MU+1); see Figure [2| for a visualization of these matrices. It is easy
to see that M(+1) is obtained from M) with at most 2i sums between (scalar
multiples of) rows. Thus, once we know M@ | getting MU+ requires at most
4i(n — k) sums and multiplications over F,,.

Once we have the vectors mgi), ceey mz@l, we need to set up £; which, in
practice, consists only in computing the right-hand terms in the equations in
eq. (4). For each equation, this requires 1 + (n — %) multiplications and n — i —
1 sums, i.e., a total of 2(n — i) operations sums and multiplications over F,.
Considering all equations, we get an overall cost of 2(i — 1)(n — 7).

Summing over all steps, we get an overall cost of
k 1
DA = 1)(n— k) +2(i — 1)(n—i) = Sh(k—1)(9n — 8k —2)
i=1

operations. When k is linear in n, this grows as O(n?).

Remark 4. We observe that, in practice, one can save some more operations.
Indeed, for j € {1,...,i — 2} each mgz) is 0 in the first ¢ — 2 entries but 1 in j,
moreover we already know that the sums between a; and each mév) will produce
a 0 in the first ¢« — 1 positions. Leveraging this fact, we can actually do sums
considering only the rightmost n — (i — 2) entries of each row. We can make

analogous considerations when when pivoting the i-th column. All in all, the
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RREF of A(i_1
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Fig. 2: Elements of M(9) and M(+1 and relation with leading submatrices of A.

cost to compute M() | in the i-th step, can be estimated as
20-2)n—k—-(i—-2)+2—2)(n—k— (i —1))
That is slightly smaller than
4(1 —=2)n—k—(i—2))

Summing over all steps, we get an overall cost of

k
24(2'—2)(71714:—(ifQ))JrQ(i—l)(nfi)

This is clearly a lower cost than the previous one. In particular, this allows to
avoid a number of operations equal to

(12kn + k(k — 1)(4k — 26)).

w| =

This means that we are achieving a reduction of approximately 40% in the
number of operations.

4.3 Dealing with Rank Deficiency

It may happen that at the i-th step the matrix A[;_; ; has rank z; <i—1. This

means that the RREF of Ap;_; ;) leads to a matrix with z; pivoted columns.
Let D; = {d1,...,ds,} = {1,...,i}, with | D;| = z;, be the set that indexes the

pivoted columns. Then, we just need to communicate the values of the unknowns
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indexed by Fj;, that is the set containing the first i—z; —1 values of {1, ..., i}\D;.
Then there exists a unique index t € {1, ..., ¢} that is neither in D;, nor in Fj,
ie., t = max {{1, . ,z}\Dl} Knowing the values of the unknowns indexed by
F; is enough to write each of the unknowns indexed by D; as an affine function
of Lit-

Indeed, after substitution of each a; 4; into x; 4, the system £; now looks as

P (@) .. (1) . n (%)
Tidy = =M Tie = Diper, My f° Ginf ~ Djmier Mgy~ Gij
Tidy = Mgy Tit = Digep, My, g * Ginf — 2ij—i1 My, G

21' :
_ (@) (%) . n (%) .
Tid., = ~Mq, ¢ Tit — ZfeFi M, 5 Qi f — Zj:i+1 Ma_ " Qi

We remark that the sets F; and D; can be defined uniquely starting from Ap;_1 4,
hence we need to communicate only the values of the entries indexed by F; and
not the actual set. This is because the compression and decompression algo-
rithms, that we will show below, are designed to perform the operations in such
a way that F; can be determined uniquely during each of the two procedures.
Then, this requires to communicate only the values of the entries indexed by Fj;
thus, the number of bits we need to communicate is

(i =1 —z)-logy(q)-

As we shall see later on, in practice one has that z; = i — 1 in the majority of
cases since the matrices have full rank with large probability: when this happens,
we do not need to communicate any entry.

Remark 5. Whenever we do not have rank deficiencies, the description of the
procedure corresponds with what we have described in the previous description.
Indeed, when the first ¢ —1 columns of A[;_; ;) are linearly independent, we have

z; =41—1and D; = {1, ..., i — 1}. Notice that in this case we do not need to
communicate extra variables. We thus have {1, ..., i}\D; = {i} and t = i: we
write each unknown x; ;, for j € {1, ..., i — 1}, as an affine function of z; ;.

4.4 Compression and decompression algorithms

Putting all the techniques from this section together, we obtain algorithms 4 and
[l which can be thought of as optimized versions of the algorithms presented in

Section B.1l
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Algorithm 4: Compress®

Input: A € F**" guch that AAT = —I,,

kx(n—k)

Output: V € Fy such that v;; = 0 for each i < j, string of symbols

extra_vars from Fy, binary string be {0; 1}*

1 Set extra vars = [ ];// Empty list
2 Set b = (O, 0, ..., O);// Null vector of length k
/* Set V as upper triangular part of A, except the main diagonal */
3 Set V = Triang(A);
/* Set up and solve self-antiorthogonality equation for i = 1 */
. . . 2 n—k 2 .
4 Find 1, x2: roots of equation z* + o2 015 = —1;

5 Set b; = ChooseBit(z1, z2);

10
11

12
13

14

15

16

/* Start looping over all subsystems for i > 2 */
fori=1, ..., kdo

/* Compute vectors for orthogonality equations; for i = 2, MCUG~Y is not defined

and we just consider the RREF of a; i */

) (i—1)
Compute M® by pivoting the first i columns of (M );

a;—1
/* Determine extra variables that need to be communicated */
Set D; € {1, ..., i} as the set of indices for pivoted columns in M;
Set F; as the set formed by the first ¢ — 1 — |D;| elements of {1, ..., i}\D;;
Append to extra_vars the entries of a; indexed by Fj;
Set t = {17 ey Z}\(DZ V) Fz),
/* Express each unknown indexed by D; as an affine function of z: */
for d e D; do
_ () (%) ) n (%) .
L Set x4 = —mgy - Tt = Dipep, Ma'p @irf = Dj—is1 Maj " Girj
/* Determine i-th entry of b by solving for */

Find x1, x2: values of z; satisfying
2 2 2 2
T+ ZdeDi Zda” + ZfeFi Ty + Z?:’Hrl aij; =—1L
Set b; = ChooseBit(z1, z2);

return V, extra_ vars, b;

Observe that the algorithms assume that the self-orthogonal code always
admits a systematic generator matrix, i.e., always admits {1, ..., k} as infor-
mation set. This implies that some codes may not be represented but, again, this
is not a big deal as the wide majority of codes (heuristically, ~ 1 —1/q — 1/¢>
of all codes) has {1, ..., k} as an information set. The algorithm can easily be
adapted to overcome this by permuting the columns and communicating the
original position of the information set, but for the sake of simplicity we do not

consider this tweak.
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Algorithm 5: Decompress™

kx(n—k)

Input: V e Fy such that v;; = 0 for each i < j, string of symbols

extra_vars from Fy, binary string b e {0; 1}*

Output: A € Fi*"% guch that AAT = —I,
Set A =V;

/* Set up and solve self-antiorthogonality equation for i = 1 */

n—k 2 —1:
)

2 Find z1, x2: roots of equation 2 + Yy ai, =
3 Set a1,1 = ChooseRoot(z1, x2, b1);

10
11

12

13
14

15

16

17

18
19

20

/* Start looping over all subsystems for i > 2 */

Set u = 0;// Counter for required extra variables

fori=2, ..., kdo
/* Compute vectors for orthogonality equations; for i = 2, MO=Y is not defined
and we just consider the RREF of a; 1 */
(1) s s . ME-D
Compute M'" by pivoting the first ¢ columns of ;
a;—1
/* Determine extra variables that need to be communicated */
Set D; < {1, ..., i} as the set of indices for pivoted columns in M;
Set F; as the set formed by the first ¢ — 1 — |D;| elements of {1, ..., i}\D;;
/* Assign extra variables to entries of a; indexed by Fj */

for j =1,...,|F;] do
Set f as the j-th entry of D;;
Read entry w + j from extra vars, assign it to a; y;

Update u «— u + |F};

/* Express each unknown indexed by D; as an affine function of z: */
Set t = {1, ..., i}\(D: U F});

for de D; do

n
Set 4 = —m&; S Xy — Z m&’} S ag,f — Z méfj - 4,55
feF; j=i+1
g
/* Determine x¢ */

Find x1, x2: values of x, satisfying
2 2 2 2
Tt +Zd€Di Td +ZfEF7; mf—‘rZ;l:i-{-l ai,j = —1,

Set a;,+ = ChooseRoot(z1, 2, b;);

/* Determine unknowns indexed by D; */
for de D do
L Set a; q = —m((;,i ST —
return A;
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As subroutines, we use the following functions:

- Triang: on input a k x (n — k) matrix, returns the upper triangular part of
A except the main diagonal;

- ChooseBit: on input three finite field elements x1, xo and a, returns 0 if a
is equal to the minimum between x; and x5 (assuming some lexicographical
ordering for F,), 1 otherwise;

- ChooseRoot: on input two finite field elements 21 and x5 and a bit, returns the
minimum between the two elements if the bit is 0, the maximum otherwise.

We observe that the compression and decompression algorithms are quite similar
since, in the end, many operations are performed in the same way in each of the
two procedures.

As we have already shown before, the time complexity of the algorithm in
the worst case grows as O(n?). For what concerns the communication cost, that
is, the cost in terms of the data needed to be transmitted to fully describe a
code compressed through the procedure described, instead, the analysis is not
trivial, as we need to study how many extra variables must be sent, on average.
We do this in the remainder of this section.

4.5 Communication cost

The cost of communicating an antiorthogonal matrix A € ngm_k) can be char-

acterized as the cost of communicating three different parts that compose it, i.e.
the lower-triangular and upper-triangular parts of the leftmost k-dimensional
square submatrix L and U, and the rightmost k& x (n — 2k) submatrix R; see
Figure [3] to visualize these matrices and their sizes.

The compression algorithm we propose avoids the need to include in the code
representation the %k(k‘ + 1) elements of L, making it sufficient, in order to re-
cover L, to know the k bits needed to solve the k quadratic self-antiorthogonality
equations, and a number of additional variables needed to solve the non-uniquely

n—=k
k n — 2k

Fig. 3: Antiorthogonal matrix composition into matrices L, U and R.
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Fig. 4: Comparison of theoretical rank deficiency distribution for randomly sam-
pled matrices and empirical rank deficiency distribution for submatrices of an-
tiorthogonal matrices (10* submatrices sampled). Dotted curves represent theo-
retical values while circles represent empirical ones.

solvable subsystems encountered during the decompression process. It is easy to
see that the number of additional variables is equal to the sum of the rank defi-
ciencies of the encountered subsystems. In order to evaluate the expected output
size of the compression algorithm, the rank distribution of such submatrices must
be assessed. Deriving a precise estimate is a complex task, as it is difficult to
characterize the effect of the relations that stem from the antiorthogonality of A
on the rank of its submatrices. We do this by, heuristically, assuming that such
matrices behave as random.

First, we recall [14] which counts the number of k x n matrices with rank z:

z—1
{T e F¥*"|rk(T) = 2}| = [Z] qg-[J(d"—d). (5)
a  i=0
Then, Proposition [I] then follows naturally.

Proposition 1 If T e IF’;X" 1s sampled uniformly at random, then

2], [0 —a)

Pr[rk(T) = z] = pre

To evaluate the communication cost of the compression algorithm, we rely on
the following heuristic argument, which has been validated through numerical
simulations, as shown in fig. [

Heuristic 1 If A e ng(nfk) is antiorthogonal, then for any £ <k, m <n—k,
Pr[rk(Ap,m)) = 2] = Pr[tk(T) = 2],

where T € ngm is sampled uniformly at random.
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Fig.5: Communication cost for sending L (dotted curves) compared with cagq
(solid curves) and the worst case communication cost for algorithm [2] at fixed
rate 1 (dashed curves), for different values of k and g.

Let us denote with c,g¢ the communication cost of the compression algorithm
excluding the entries of U and R. As stated previously, to recover the i-th row
at the i-th step, the decompression algorithm requires 1 bit plus a number of
variables equal to the rank deficiency of A[;_ ;;. Relying on Heuristic|l} denoting
with ng)d the communication cost for the i-th step, and with M(® the coefficient
matrix at step ¢, as computed in algorithm 5] we can compute the expected value
of ¢ as follows:

]E[Cadd] = Z E [Ce(xil) ]

:1
_ Z 1+ (@ ~1-E [rk(M‘”)]) log(q)
k 1—2
—k+ (Z Z Pr [rk(M“)) = j] (i—1- j)) log,(q).
koi—2[i] TP L(g(i-1) _ gt
s (ZZ L], “;(f(f),i LA —j)) logal@). (6)

In fig. [5] the communication costs corresponding to sending the entries of L
and to sending E[c,qq] are compared, showing a considerable cost decrease when
the compression algorithm is used, especially for high values of k£ and ¢. In the
same figure, the worst case communication cost for algorithm [2] is reported as
well, highlighting how the improved algorithm is more efficient, particularly as
q increases.
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5 Applications to cryptography

We now describe how the techniques described in the previous sections can bring
benefits when applied to some post-quantum cryptographic schemes based on
the code equivalence problem. As concrete applications, we focus on LESS [7],
SPECK [2] and the ABL scheme [1].

5.1 LESS

LESS is a signature scheme built from a Zero Knowledge (ZK) interactive proof
for the code equivalence problem. In particular, LESS is based on LEP, which
asks to find a monomial map u € M,, where M, is the group of monomial
transformations (transformations that permute and scale coordinates) between
two linear codes. Observe that PEP is a special case of LEP, since a permutation
is a special monomial transformation with all scaling coefficients set to 1.

In LESS, the public key is a set of codes (%p, %1, ..., €s—1) such that, for
each i € {1, ..., s — 1}, it holds that

Ci = 1i(60), i € M.

The monomial maps 1, ..., ts—1 constitute the secret key. The codes in the
public key are generated as follows:

— the code % is random code and is described by a generator matrix G =
(I, A); A is sampled using a PRNG fed with seed & {0; 1}

— each code ¥ is described by the standard form of u;(G). This requires to
indicate the positions of the identity matrix columns (which takes log, (Z)
bits), as well as the values of the other columns (which require k(n—k) log,(q)

bits).

The resulting public key size is

Ikl = A+ (s — 1) - (k(n — k) log,(q) + log, <Z>) . (7)

Observe that we are not taking the ceiling of logarithms, thus numbers may
differ when comparing public key sizes reported elsewhere.

LESS based on PEP and self-orthogonal codes Without modifying the
structure of LESS at a protocol level, one can rely on PEP instead of LEP. All
relevant properties (ZK, correctness and soundness) would be trivially preserved,
since permutations are a special case of monomial maps. Actually, the protocol
would also get simplified as, for instance, the computation of canonical forms
becomes easier [9].

To withstand attacks based on the hull of the code, such as the Support Split-
ting Algorithm [15] and the reduction to graph isomorphism |3], one needs to use
codes with large hull. Using self-orthogonal codes, which have the maximum hull
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size, maximizes the cost of such attacks. In this case, the fastest attacks remain
those based on canonical forms [9] and low-weight codewords [6], whose running
time is the same regardless of the hull dimension. In other words, switching to
PEP and self-orthogonal codes does not require any change either in the code
parameters or in the security achieved by the scheme. On the other hand, this
allows us to exploit the techniques described above to reduce the public key size,
as they can be used to compress any code in the public key.

The code %, can be represented using a seed: feeding a PRNG with such a
seed, one samples %y from €, i 4. For all the other codes in the public key, the
techniques in this paper can be used to reduce the amount of bits required to
represent each of them. By doing this, without modifying the code parameters,
we can achieve approximately a halving of the size of public keys. In Table
[2] we show the resulting public key size. With this modification, verification
would start by recreating the codes in the public key. All the extra operations
would take time O(n?), which matches the cost of Gaussian elimination, that
represents the computational bottleneck in LESS. Consequently, we expect that
this modification does not impact too much on the running times of LESS.

Table 2: Public key size reduction for the modified version of LESS based on self-
orthogonal codes and PEP, using the techniques in this paper for compressing

the public key size.
pk size (kB)

Number of This paper This paper

codes in pk Original (worst case)  (improved)

2 13.69 6.99 6.82

TIQ%TQ (;:‘i 12 ; 4 40.74 20.93 20.44
nE s 8 95.04 48.82 47.68
NIST Cat. 3 2 34.20 17.42 17.15

n = 400, k = 200 4 102.54 52.21 51.39
NIST Cat. 5 2 64.15 32.53 32.14
n =548, k = 274 4 192.37 97.52 96.35

5.2 SPECK

SPECK is a recently proposed signature scheme whose security is based on
PEP |[2]|. The public key is composed of a pair of permutation equivalent codes
¢, ¢ < Iy such that ¢’ = (%) for a m € S,,, where 7 is the secret key.
SPECK is based on a protocol proving knowledge about a permutation send-
ing a random codeword of % into %”’. Modulo some optimizations, the protocol

in 2] works as follows: the prover first commits to ¢* = 7(c), with 7 &5, and
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c %, and then either shows that the commitment has been prepared honestly
or discloses the permutation 7! o 7, which maps c* to €.

With respect to LESS, SPECK has larger signatures but is much faster,
because it does not require Gaussian elimination, which is required in LESS
to verify the commitment. Indeed, regardless of the challenge, verification in
SPECK just requires to perform a matrix-vector multiplication. Since SPECK
requires permutation equivalent codes, one can exploit the techniques presented
in the previous sections to compress the representation of 4”. By doing this, the
public key size is reduced by about half again, as shown in Table [3]

Table 3: Public key size reduction for SPECK using the techniques in this paper
for compressing the public key size.
pk size (kB)

Number of . This paper  This paper
codes in pk Original (worst case)  (improved)
NIST Cat. 1
=252, k = 126, q = 127 2 13.69 6.99 6.82
NIST Cat. 1 2 25.46 12.97 12.71

n =252, k = 126, ¢ = 8861

5.3 ABL

ABL is a lattice-based updatable public key encryption scheme which makes
use of g-ary lattices. Security depends on LWE and a special version of LIP,
sometimes called Signed PEP, in which the monomial transformation has only
+1 as scalar coefficients. As shown in [1], all PEP attacks based on the hull work
also for Signed PEP, thus the ABL scheme requires codes with large hull.

The instances recommended in [1] rely on weakly self-dual codes and have a
hull dimension large enough to make all existing attacks running in time at least
2}, These instances, however, have been attacked in |5, exploiting the fact that
whenever the hull dimension is less than v/2n, then the squares of the hulls give
a new PEP instance where the hull is trivial with large probability.

The attack in |5] can be easily avoided by increasing the hull dimension, with
respect to the values recommended in [1]. For instance, using self-orthogonal
codes, one can avoid all attacks based on the hull and, at the same time, unlock
the possibility of compressing public keys using the techniques introduced in
this paper. The public key for ABL is composed by the non-systematic part
of a generator matrix (in systematic form), plus a vector of size n, both with
elements in F,. Hence, the total resulting public key size is

Ipk| = (k(n — k) + n)logs(q). (8)
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In Table [4] we report the resulting instances and show that, although to a
lesser extent than for LESS and SPECK, the techniques we have introduced also
reduce the size of public keys for this system.

Table 4: Public key size reduction for the modified version of ABL based on self-
orthogonal codes, using the techniques in this paper for compressing the public
key size.

pk size (kB)

This paper This paper

Original (worst case)  (improved)
o 7313’Ak:=1§07 Jx 2t 4901.96  4742.63 4741.14
o 11000:\5212520, 4~ 210 11227.04  10933.45 10931.36
- 20250?];199%0’ 42t 38268.01  37381.31 37377.34
A =256 82450.41  80643.04 80637.28

n = 29688, k = 1250, ¢ ~ 2%°

6 Conclusion

We have proposed a method to represent self-orthogonal codes in a compact way.
We have first described a basic approach, based solely on the pairwise orthog-
onality of codewords. We have shown that the resulting compression algorithm
yields an asymptotically optimal representation (according to Shannon’s source
coding theorem), while enabling efficient compression and decompression pro-
cedures. We have then presented a refined approach, which improves on the
first one by using self-antiorthogonality equations and by dealing with rank de-
ficiencies in a more efficient way, showing that such a refined algorithm reduces
slightly the communication cost. Moreover, we have described how the compres-
sion and decompression techniques can be implemented in an efficient manner,
achieving complexity O(n?). As examples of application, we have shown how the
techniques we have introduced can be successfully exploited to reduce the public
key size of cryptographic schemes such as LESS, SPECK and ABL. By applying
our techniques, we were able to nearly halve the public key size of the former
two schemes, and to produce a reduction in the size of public keys of the latter
as well.
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Proof of Theorem [5]

We first introduce the following well known constant

G=fim [[1-a

The value ¢, corresponds to the probability that a random n x n matrix over
Fg, for n growing to infinity, is non singular: ¢, is a constant lower bounded by
1—1/q—1/¢* (see e.g. |11, Lemma 2.3]). First, we prove that v, is a constant.

Lemma 1 For every q = 2 with ¢ a prime power, 4 5 a positive constant, i.e.,

%

1—-q~
_nh—r}olonl—q % € Ko

Proof. We do this by showing that v, is bounded, both from below and from
above, by a constant. We first derive the upper bound. To this end, we rewrite

Yq as

%

T 4 -
qu T

i=1 q
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i i .
=1L < 9. — ¢ Then

For every ¢ > 1 and every ¢ > 1, it holds that 1S g

[Td- q;__ll <[[]da'=1

i=1 q ie1

We now show that 7, is also lower bounded by a constant. To this end, is

it enough to argue that []_, f_—Tq:; > [].,1— ¢ and, for n — oo, this

corresponds to (. O
Now, we recall |10, Equation 10 and Corollary 4.1].

Lemma 2 For constant ¢ and every 0 < k < n, it holds that

N P S
qk(nfk) Hi:l 1— q—z

Moreover, for any k and for n — o,

[n] LS O
% — :
k ¢ Jlicil—q

n 1 k(n—k)
~N — q .
|:k:|q gq

We recall Theorem [f] and have that, for growing &k and n,

If also k — oo, then

] 1
¢ Ilicid—1

n
o [}

‘We observe that

1 1 q—k(k+1)/2

ko -k i k i
[liidt =1 Jlii¢-(0—=q¢%) TJli11—¢

which, for growing k, converges to ¢ F(k+1)/2. Ci Then, relying on Lemma ,

for growing k£ and n and putting everything toge‘(éher7 we get

] 1
P
q Hi:lqz_l

gF(n—h) . gk (kD)2

n
‘¢n7k,q| ~ g [k?

TG Ca
G
——

Wq



32 M. Baldi, R. El Mechri, P. Santini, R. Schiavoni

B Proof of Theorem

To derive the worst case, we assume that all outputs are uniformly distributed
over the corresponding domain. As it is well known, this is the worst case as the
uniform distribution maximizes the entropy of the associated source.

First, the encoding of V has binary length

(km . k(k;”) Togy(@) = b @n-3k+1) gl (©)

Now, we just need to show that all the other terms contribute with lower order
terms, so that they asymptotically vanish. We do this term by term.

— The set U is chosen out of (}) possibilities. If & = o(n), we have log, (}) =
k -logy(k) - (1 + o(1)): if we divide by (9) and consider dominant terms, we
obtain something that grows as log,(n/k)/n < log,(n)/n which goes to 0 for
growing n. If k is linear in n, we instead get log, (}) = n-h(k/n)- (14 0(1)),
where h(z) == —zlogy(x)— (1 —1z)-logs(1—2) is the binary entropy function.
Dividing by @D and considering only dominant terms, we obtain a quantity
that grows as h(k/n)/k: the numerator is constant while the denominator
grows, hence this goes to 0.

— The permutation P belongs to .S,,_j but has a special structure. In particular,
the number of such permutations is

(") »

Thus, taking its logarithm, we get

-k
log, (n i ) + log, (k).

To show that the first order term is vanishing, we can use arguments simi-
lar to the ones we used before. For the permutation part, we use Stirling’s
approximation, for growing k& we have

k
k' ~2rk - <k> .
e

If we divide log,(k!) by the value in (9)), we get

log, (k!) log, (k/e) + & log, (27k)
§~(2n—3k‘+1)-log2(q) %«(2n73k+1)'log2(q).

The numerator grows as log, (k) while the dominant term in the denominator
is n. Since log,(k)/n = o(1), the above quantity asymptotically goes to 0.

All in all, we have

’n’k)q = g -(2n—3k+ 1) -logy(q) - (1 + 0(1)).

If we divide L;L’k’q

2n—3k+1
2n—3k—1"

by L k.q, up to a multiplicative factor that converges to 1,

we obtain which obviously converges to 1 for growing k and n.
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