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Abstract Fully Homomorphic Encryption (FHE) aims at ensuring privacy of sensi-
tive data while taking advantage of external computations and services. However, using
FHE in real-world scenarios reveals new kinds of security issues. In particular, following
Li&Micciancio Eurocrypt’21 seminal paper, CPA” security has emerged as a funda-
mental notion for FHE, unveiling a subtle interplay between security and correctness.
For correct (F)HE schemes, CPA security already implies CPA”. However, all known
practical FHE schemes are (R)LWE-based and, as such, are prone to decryption errors;
and even if it is possible to ensure statistical correctness by selecting appropriate param-
eters, achieving this while maintaining malleability — the mainspring of FHE — still
remains challenging. Moreover, practical CPAP attacks have recently been designed
against most known FHE schemes. We propose in this chapter a complete, simple and
rigorous framework to reach CPAP security for one of them, BFV. Our approach re-
lies on a combination of alternate average-case/worst-case noise variance monitoring —
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based on dependencies tracking during the homomorphic calculations — and on smudg-
ing. It comes with an automated parameters setting methodology, which connects it to
the recently proposed Application-Aware HE paradigm while relieving libraries end-
users from the burden of enforcing the paradigm’s constraints by hand.

1 Introduction

Besides intensive research to improve its computational efficiency, FHE still raises sev-
eral security challenges. In particular, all practical FHE schemes such as BFV [[1 1, 22],
BGV []12], CKKS [17] and TFHE []18], “only” achieve CPA security and fail to be
CCA-secure. Specifically for FHE, Li and Micciancio 2021 seminal paper [26] intro-
duces a slight extension of CPA security, named CPA”, to model “passive” adversaries
against FHE. In CPAP, the adversary is granted access to a very constrained decryption
oracle, which accepts only well-formed ciphertexts, i.e. fresh ciphertexts or ciphertexts
derived from fresh ciphertexts by means of genuine homomorphic operations. At first
glance, the intuition may be that this constrained decryption oracle does not provide
more information to the adversary, as she can compute all the outputs of the decryp-
tion oracle by herself. However, in [26], Li and Micciancio have shown that this seem-
ingly benign extension of CPA can in fact make approximate schemes such as CKKS
completely insecure. Additionally, recent works [|L5, [16] have now shown that, beyond
CKKS, “exact” schemes as BFV, BGV or TFHE, that were assumed immune to CPAL
attacks, are also CPA” insecure, as soon as decryption errors can be made to occur with
a non-negligible probability.

Moreover, some recent theoretical works, e.g. [[13], have also pointed out that CPAP
security plays a foundational role for FHE security beyond CPA, and revealed a sub-
tle interplay between scheme correctness and security. For perfectly correct or statisti-
cally correct (F)HE schemes (which respectively have a probability of decryption fail-
ure equal to zero in the perfect case, and negligible in the security parameter in the
statistical case), CPAP security is known to be implied by CPA security. Yet, as all
known practical FHE schemes are (R)LWE-based, it is important to point out that even
if it is possible to ensure statistical correctness in such schemes by selecting appropri-
ate parameters, achieving this while maintaining malleability, an intrinsic property of
FHE, still remains challenging. In essence, preventing decryption errors in LWE-based
schemes requires a tight control of the ciphertexts noise. This is difficult to achieve
without enforcing constraints on operations allowed for homomorphic evaluation or re-
lying on the programmer’s discipline in the use of FHE libraries. Another approach,
having roots in leakage prevention in threshold FHE decryption protocols [2, 29], is to
let decryption errors occur but prevent any leak of exploitable information even when
the decryption function may output incorrect values (_L falls in this category).

Interestingly, in a recent follow-up paper dedicated to the attacks of [23, 15, [16],
Alexandru et al. [[I]] have proposed a new security concept, referred to as the Appli-
cation Aware HE (AAHE) paradigm, based on weaker variants of CPAP security, that
focuses on specific circuit classes and noise estimation strategies. The authors then ar-
gue that these variants are more appropriate in practice. They also provide guidelines for
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implementing this approach, but leave the responsibility of enforcing circuit constraints
or appropriate usage of a noise estimation strategy to the library users.

In the present chapter, we propose a complete, simple and consistent framework to
achieve CPAP security for BFV [22] under relaxed correctness. It is built on a combina-
tion of alternate average-case/worst-case noise variance monitoring and on the addition
of smudging noise of appropriately large variance, at decryption. This variance depends
on both the security parameters and the ciphertext noise variance tracked during the ho-
momorphic calculations. The framework comes with a methodology for an automatic
choice of parameters, avoiding the pitfall of a secure but useless scheme (because of too
frequent decryption errors or | answers).

In addition, our approach proposes an automated way to achieve AAHE security, i.e.
achieving CPAP security for somewhat correct FHE schemes (focusing on BFV) rel-
atively to a given circuit or class of circuits with an automatic adaptive noise variance
bounding strategy. For each homomorphic operation, it combines several existing tech-
niques (e.g., average/worst-case variance bounding or smudging) and takes into account
the potential dependencies in their ciphertexts inputs.

Finally, since CPA” and AAHE security notions essentially model passive adver-
saries and thus do not go beyond a honest-but-curious threat model, we also investigate
a more advanced three party setting where a honest-but-curious server performs ho-
momorphic computations over data from a malicious (active) provider, then returns the
results to a client, owner of the decryption key.

Contributions summary

The main goal of this work is to propose a complete, simple and consistent framework
to achieve CPAP security for BFV while allowing an automatic, more flexible but still
reliable, choice of parameters. Our contributions are summarized below.

» We design CPAP-secure HE schemes based on the BFV popular cryptosystem. More
precisely, we construct several variants of that scheme and we prove that they are all
CPAP secure. We achieve this by the combination of two techniques: monitoring of
the ciphertext noise variance based on the tracking of dependencies during an homo-
morphic calculation (either worst case or average case) and the well-known technique
of smudging.

* We automatize the Application Aware HE (AAHE) framework in this context and
provide a concrete instantiation of AAHE for BFV with an associated methodology
for the automatic setting of parameters to ensure reliable decryption. We investigate
the noise variance for fresh BFV ciphertexts and give refined bounds on the ciphertext
noise variances in the worst and average cases.

* We also investigate a three (non-colluding) parties setting in which an honest-but-
curious server performs homomorphic evaluations over encrypted data from a pos-
sibly malicious provider (owner of the data to encrypt) for a client with decryption
capabilities. In this context, we propose an approach where the data provider uses
PRF-based encryption towards the server, and shows that this framework can easily



4 J.-P. Bultel et al.

achieve independence of the input ciphertext noises. Because, in this protocol, the
provider does not build by itself or even see any FHE ciphertexts, it is not anymore
an adversary against the FHE scheme security.

* Finally ,we validate our approach by taking into account a “noise budget” and a circuit
class to allow a fine-tuned choice of BFV parameters. We show how to select a set
of parameters to evaluate a circuit depending on chosen security and reliability lev-
els. We then give illustrative timings for several parameter sets over a representative
corpus of algorithms.

Outline of the paper

We first recall some background definitions and results in Section E, and then discuss
related works in Section 3. Then, we focus on our contributions: we design in Section E]
variants of BFV which achieve CPA P security; we propose in Section B a methodology
to set their parameters; we subsequently describe our PRF-based encryption approach
in Section f. Finally, Section [ﬂ is devoted to experiments. We conclude and discuss
future work in Section [J.

2 Background

Givenl,u € Z, we use [l, u] to denote the set {l,l+ 1, ...,u— 1, u}. Reduction modulo
q is denoted as [.],. We use this latter notation explicitly only when it avoids possible
ambiguities.

2.1 Basic definitions

We define an encryption scheme & = (KeyGen, Enc, Dec) over key space X with plain-
text domain P and ciphertext domain € (with COIN denoting the randomness space of
&.Enc), as a triplet of PPT algorithms:

+ KeyGen: on input 1%, outputs an encryption key ek and a decryption key sk, with
(ek,sk) € X.

* Enc,: oninput m € P and the encryption key ek, outputs an encryption ¢ € € of
m. We will sometimes externalize the randomness used in the encryption function
by means of the notation Enc, (m;r), withm € P and r € COIN (in this case, the
function Enc, : P x COIN — C is deterministic).

* Dec,,: oninput ¢ € € and the decryption key sk, outputs a decryptionm € PU{L}
of c.

When ek is public, we say that & is a public-key encryption scheme and use pk to
denote ek. When for all (ek, sk) € X and all m € P we have that
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Pr (Decy(Ency(mir) # m) < neg(M), (1)

we say that & is correct. When the above probability is equal to 0, we will talk of perfect
correctness. If there is no ambiguity, we omit the ek and sk subscripts from Enc and Dec.

Given a function class F j;, we define £ ; a homomorphic encryption (HE) scheme
as an encryption scheme augmented by a deterministice polynomial-time algorithm Eval
which, on input function f € F j; of arity K and ciphertexts ¢y, ..., cx € C, outputs a
new evaluated ciphertext. When & ; satisfies condition () and when Eval is such that,
for all (ek,sk) € X, all functions f € F j; and all messages my,...,my € P

Pr (Dec(Eval(f,Enc(my;ry),...,Enc(my;ry)))
7€COIN™ 2)

7é f(mla ) mK)) < neg()‘)>
we say that £ is a statistically correct or, more simply, a correct HE scheme. When it

is not the case, we say that & 5 is an approximate HE scheme. Consistently with [27], to
avoid arbitrary schemes with unreliable Eval to be labelled as approximate HE schemes,
we add an additional condition that, for some (small) € > 0, the following holds
Pr (||Dec(Eval(f, Enc(my;ry),...,Enc(mg;rx)))
7€COIN® 3)
— flmy,.omg)|loe <€) = p,

withf w> % (as an arbitrary value that is non-negligibly above 1/2). Lastly, a scheme
such that e = 0 and 2 < 11 < 1 — neg() is said to be somewhat correct.

2.2 Security notions

2.2.1 CPAP security.

The CPA® game has been introduced in the context of approximate FHE [26]. CPAP
security is a slight extension of CPA security defined by the following Left-Or-Right
multiple challenge security game.

Given a homomorphic encryption scheme £ = (KeyGen, Enc, Dec, Eval), an ad-
versary A and a value \ for the security parameter, the game is parameterized by a

$
bit b < {0, 1}, unknown to A4, and an initially empty state S of message-message-
ciphertext triplets:

* Key generation: Run (ek, sk) < KeyGen(1?*), and give ek to .4 (when the scheme
is public-key).

* Encryption request: When A queries (plaintext,m), with m € P, compute ¢ =
Enc(m), give cto A and do S := [S; (m, m, ¢)].

* Challenge request: When A queries (test_messages, mg, my ), with mgy, m; €
P? and m, # m,, compute ¢ = Enc(m,,), give ¢ to A and do

2 As it is the case for mainstream FHE schemes like BFV, BGV, TFHE and even CKKS.

3 In practice p is typically chosen above 1 — 274, In some contexts, e.g. [[l],  even has to be at least
1 —neg(A).
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S :=[S; (mg, mq,c)].

* Evaluation request: When A queries (eval, f,1;,...,1x) (; € {1,...,]|S]}, Vi),
compute

my = f(S[l].my, ..., Sllg].my),

{m6 = f(S[l1]-mg, ..., S[lk]-myg),
! K
¢ = Eval(f,S[,].c,..., S[lk]-c),

then give ¢’ to A and update S := [S; (my, m,c’)].
* Decryption request: When A4 queries (ciphertext,!) (I € {1,...,]S|}) proceed as
follows: if S[l].mq # S[l].m, thenreturn L to A, otherwise return her Dec(S{l].c).
* Guessing stage (after a polynomial number of interleaved encryption and decryp-
tion requests): When A outputs (guess, b’), the game ends as follows. If b" = b
then A wins the game. Otherwise, A loses the game.

Let us emphasize several points concerning the CPA” game. First, the decryption
oracle accepts only ciphertexts from the game state which are necessarily well-formed:
i.e. either ciphertexts produced by an encryption or challenge request, or derived by
the evaluation oracle via an evaluation request, i.e. derived by correctly applying homo-
morphic operators to well-formed ciphertexts. As such, the above game does not capture
any CCA aspects. Second, note that for FHE schemes not satisfying the correctness as-
sumption, even when S[l].m, = S[l].m;, we may have Dec(S[l].c) # S][i].m, and
Dec(S[l].c) # S[l].m;. Thus, for such schemes, the decryption oracle grants .4 access
to information she cannot compute on her own, possibly resulting in a guessing ad-
vantage depending on whether or not the cryptosystem at hand is CPA” secure. Third,
recall that in the CPAP game .4 controls the homomorphic calculations performed, as
f is included in the evaluation request.

2.2.2 CPA and CCAI1 security.

Recall that, by convention, CPA and CCA 1 security notions are usually single challenge.
In Appendix [@, we describe them more in details and define them relatively to the
CPAP game of the previous section.

In the general regime where approximate or somewhat correct FHE schemes are
allowed, we also have the following separation [|13]: CPA < CPA{j < CCAl, where
CPAP is the restriction of CPAP to the single challenge case where the adversary is
allowed only one request of the form (test_messages, mg, m,) with my # m4 and
with the decryption oracle closing after the unique challenge request (similar in spirit
to CCAl).

2.3 BFV

BFV [[11,22] is a RLWE-based homomorphic scheme defined as follows. Let n, a power
of 2, be the polynomial degree, q be the ciphertext modulus, t be the plaintext modulus,
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A = [%], x, be the distribution of the secret key (usually, the secret key distribution is
a binary or ternary uniform distribution) and y be the error (discrete Gaussian) distri-
bution over Z . For k € N, we note R, = (Z/k2)[X]/(xn+1).

$ $ $
* BFV.KeyGen: sample s < x,, a < R,, e < x. Set the secret and public-keys as
sk = s and pk = (a,b: [—a~s+e]q).

$ $
* BFV.Enc(pk = (pk.a,pk.b),m € R,): sample u < x,, €1,€5 + X, and return
c= ([pk.a . u—i—ez}q, [A-m+pkd-u+ 61]q)-
* BFV.Dec(sk, ¢ = (¢, ¢;)): compute and return H% leg 4 ¢ - sk]qﬂ .
t
We refer the reader to Appendix [l I for a complete description of the scheme, including
its homomorphic operators.

2.4 Smudging

Smudging is a technique that consists in “hiding” a small noise by flooding it with a
much larger noise such that the effect of the small noise becomes negligible. Smudging
was first introduced in [§] in the context of threshold PKE and later in [2, 9] in the
context of threshold FHE. For threshold FHE it was designed such that a decryption
oracle over well-formed ciphertexts can be simulated without actually decrypting in the
relevant security reductions and has been used since then in several constructions, e.g.
[29]. Beyond theshold FHE, smudging has also been suggested as a countermeasure
to CPAP attacks against CKKS [27] (where it is referred to as noise flooding) or the
other “exact” FHE [[15§]. Smudging comes into different flavors depending on whether
the statistical distance or the Rényi divergence is considered [[19, 10, 28] or whether
worst-case/non-worst-case smudging should be performed [0, 23].

In this work, we consider worst-case smudging based on the statistical distance.
Recall that the usual statistical distance for two discrete random variables X and Y is
defined as d(fy, fy) = % Z;:ioo |P(X = k)— P(Y = k)|. We then rely only on the
simple “Smudging Lemma” [2, Lemma 1], which we reproduce below.

Lemma 1 [2, Lemma 1] Let e, and e, be two positive integers and let e € [—eq, e;] be
a fixed integer. Let ¢’ be chosen uniformly at random in [—ey, e,]. Then, if e, > 22 e,
the statistical distance between the distribution of €' and that of e +¢€’, d(f./, for.c), is
bounded by neg(\).

We now prove two simple lemmas required to be able to smudge any centered random
variable based on its variance.

Lemma 2 Let € be a centered random variable with variance o%. Further let e, =
o V2, then P(e ¢ [—eq,eq]) <272

Proof. Recall that the Chebychev bound tells that P(|e] > B) < ;‘ . Now, choosing

2
e, such that 7% =274, i.e. e; = 0 V2%, yields the claim. 0
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Remark that we used the Chebychev bound in the above proof (rather than e.g. the
much sharper Chernoff bound) as it is distribution independent. This distribution inde-
pendence assumption is needed as, although the noise distribution in fresh ciphertexts
is (discrete) Gaussian, the noise distribution in an evaluated ciphertext after an arbitrary
sequence of homomorphic operations is generally unknown.

If we now choose e, = 2%e¢; = Q%JW then the Smudging Lemma (Lemma ﬁ])
applies, directly leading to the following Lemma.

Lemma 3 Let € be a centered random variable with variance th and let e5 = 2% O
Then, d(f., foi.) < 27, where e is picked uniformly in [—e,, e,].

We do not claim that this simple approach is optimal and more advanced approaches
[30] may yield smaller smudging noise bounds or variances, eventually leading to
smaller LWE parameters, thus better performances. Yet, as will be illustrated in Sec-
tion [ﬂ, the present approach already allows to obtain practical performances.

3 Related Works
3.1 CPAP” security and attacks

The CPAP security notion has been introduced in 2021 by Li and Micciancio [26] to
model passive adversaries against FHE. It is an extension of CPA security, where the
adversary is granted access to an evaluation oracle and a very constrained decryption
oracle. At first glance, the intuition may be that this constrained decryption oracle does
not provide more information to the adversary, as she can compute all the outputs of the
decryption oracle by herself. However, Li and Micciancio demonstrated that these intu-
itions are erroneous for approximate FHE schemes such as CKKS, for which it turns out
that the differences Dec(Enc(m)) —m or Dec(Eval(f, Enc(m))) — f(m) leak the LWE
noises present in the ciphertexts, resulting in the ability for the adversary to recover the
secret decryption key of the scheme. In [27], the authors then proposed a practical coun-
termeasure by smudging the LWE noise of a ciphertext during the decryption process
so that the attacker can extract no information from the decryption of such a ciphertext.
But in 2024, Guo et al. [23] proposed a CPAL attack on the CKKS scheme with noise
flooding, highlighting that an attack was still possible when the smudging technique
was based on non-worst-case noise estimation.

The same year, [[16] and [[1§] introduced new attacks that demonstrated that CPAP
security could pose serious challenges for somewhat correct schemes as well, thus show-
ing that CPA P security is not just a theoretical but a real threat in practice for all FHE
schemes. Cheon et al. [[16] proposed CPAP attacks against somewhat correct schemes.
They described a BGV/BFV CPAP? attack based on migrating the noise polynomial
into the plaintext domain to recover the noise. Then, they explored a CPA® attack on
the TFHE scheme by taking advantage of bootstrapping errors. Checri et al. [[15] in-
vestigated a CPAP attack against all somewhat correct schemes, relying on the linear
part of these schemes. They proposed to control the noise growth in some encryptions,
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triggering incorrect decryption to gain information on the secret LWE noise of the ci-
phertext and, eventually, recovering the secret decryption key. They ended their article
by initiating a discussion towards concrete countermeasures.

3.2 The Application Aware HE paradigm

Following these attacks, Alexandru et al. [[l]] proposed a new security paradigm based
on weaker variants of CPA” security, namely the Application-Aware HE (AAHE)
paradigm.

In essence, this new definition acknowledges that for somewhat correct FHE schemes,
CPAP security should be defined relative to a circuit class and a noise estimation strat-
egy rather than absolutely. So the cryptosystem parameters should be set relative to
these, and the homomorphic evaluations should (somehow) be limited to the functions
or circuits in the class. For somewhat correct schemes, allowable functions or circuits
can be defined by a noise standard deviation budget, which should not be exceeded.
However, for approximate schemes, the issue of meaningfully defining application-
aware security is much more subtle, and the majority of [[l]] is devoted to tackling this.
Additionally, the application-aware framework is not relevant for “true” FHE when the
parameters are chosen to achieve statistical correctness over fresh ciphertexts and so that
bootstrapping errors occur only with a probability negligible in the security parameter.

The AAHE paradigm acknowledges the issues created by the different CPA” attacks,
and provides guidelines for users in order to mitigate them. The only drawback is that
the burden of enforcing the above constraints lies, so far, solely on the library user’s
shoulders. However, it is presently unclear how to automatically enforce the AAHE
paradigm, for example when the average-case noise estimation strategy is used. There-
fore, it is an interesting line of research to attempt to improve on this first approach
towards more robust and automated mitigation approaches. This is, to some extent, the
goal that we achieve in this chapter.

3.3 Strong CPA”

In 2024, Bernard et al. [[7] introduced a stronger variant of CPAP, called strong CPAPD
(SCPAP). In this model, the adversary has the ability to control the randomness used
in the encryption function while remaining honest-but-curious. Bernard et al. showed
that sSCPAP is strictly stronger than CPA P, for both public-key and private-key settings.
They introduced a new correctness notion named ACER (Adversarially Chosen Encryp-
tion Randomness), and showed that CPA security and ACER correctness imply sCPA”
security. They finally succeeded in instantiating concrete SCPA” schemes.

Unlike [[]], we focus on BFV in levelled-mode rather than on bootstrapped schemes.
In section [E, we further deal with the issue of adversarially-chosen randomness in a
different way from [[7], at the protocol level, by ensuring that the adversary (the data
provider in that setup) neither builds on its own nor sees any FHE ciphertext.
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4 CPAP secure extensions of BFV

In this section, we investigate a CPAPL secure extension of BFV.

The CPAP threat model assumes a passive adversary with access to an encryption
oracle, an evaluation oracle and a constrained decryption oracle. In other words, the
CPAP game assumes that all entities involved in a protocol follow the cryptosystem
specifications. By independent BFV ciphertexts, we denote fresh ciphertexts which are
well-formed and independently generated with the same key material. However, as we
will show, the noises in two independent BFV ciphertexts may still exhibit some depen-
dencies.

4.1 Noise covariance in and between fresh BFV ciphertexts

In Appendix @, we provide detailed covariance calculations regarding the noise in
fresh BFV ciphertexts. We first check that the covariance between the noises in the same
coefficient of two distinct fresh well-formed BFV ciphertexts is zero (despite of their
dependency to the public-key material). This essentially establishes that these noises
are uncorrelated and means that we can safely apply an average case variance monitor-
ing strategy (as Var[X + Y| = Var[X] + Var[Y] is also true for uncorrelated random
variables) when two distinct fresh well-formed BFV ciphertexts go through some ho-
momorphic operations. We do so for both the conventional BFV public-key as well as
for the variant with a Regev-style public—keyE, as both cases are interesting in this work.
In both cases, we also study the covariance between noises in distinct coeflicients of the
same well-formed ciphertext. This time the covariance is not necessarily 0.

Because the calculations are particularly tedious (though not conceptually difficult),
we provide them only in Appendix E but then assume the following facts (which are
valid regardless of whether the standard or a Regev-style public-key pattern is used).

Fact 1. Let (a,b) and (a’,b") denote two independent fresh BFV ciphertexts (generated
using the public-key) and let ¢ and e’ denote their respective noise polynomials. Then
foralli,j € [0,n—1], e|; and e"j (with e; being the i-th coefficient of e) are dependent
random variables.

Fact2. Let (a,b) and (a’,b") denote two independent fresh BFV ciphertexts (generated
using the public-key) and let e and e’ denote their respective noise polynomials, then

foralli,je[0,n—1], CUV(e\m 6"]’) = 0.

Fact 3. Let (a,b) denote a fresh BFV ciphertext (generated using the public-key) and
let e denote its noise polynomial, then for all i,j € [0,n — 1], e;; and e (i =+ j) are
dependent random variables.

4 ILe. the public key is generated by picking a random set of encryptions of zero and summing random
subsets of them at encryption.
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Fact 4. Ler (a,b) denote a fresh BFV ciphertext (generated using the public-key) and
let e denote its noise polynomial, then for all i, j € [0,n — 1], Cov(ey;, e;) # 0 (with
overwhelming probability).

4.2 Abstract noise variance tracking mechanics

We start from the BFV scheme and build the scheme &£ ; in this section. First £ .2 =
BFV.? U {L} and £.€ = BFV.C x R, x 2" with the semantic that £;’s cipher-
texts are triplets (c, 02, 7) where c is a BFV ciphertext, o2 is an upper bound for the
variance of the noise in that ciphertext and 7 is a set of integer values, which is later
specified (basically it allows to track ciphertexts dependencies, during a homomorphic
calculation). We denote o2 the noise variance in a fresh, well-formed BFV ciphertext.
Let O, and O, respectively denote the sets of atomic univariate and bivariate opera-
tions supported by BFV. That is, O; consists of additions by constants, multiplications
by constants as well as slot rotations. Also, O, consists of addition and multiplication
of two ciphertexts. Then, we assume given the functions:

* By : O; x Ry — R, such that when operation w € O, is applied to a cipher-

text with noise variance at most 0%, the noise variance in the output ciphertext is
bounded by B, (w, 02). Remark that for univariate operations, as only one cipher-
text is involved, there is no issue due to noise dependenciest.

« By 1 9, x R2 — R, such that when w € 0, is applied over two ciphertexts

with uncorrelated noises of respective variances at most aftl and o2,_, the noise

cty?
variance in the output ciphertext is bounded by B3 (w, 0% 0,)-

. B;VS[C : 0y xR2 — R, such that whenw € 0, is applied over two ciphertexts with

correlated noises of respective variances at most aftl and o2 _, the noise variance

cty?
in the output ciphertext is bounded by By (w, aftl , crft2 ).

4.3 Illustrative noise formulas

The present approach is agnostic to the noise formula used as long as they satisfy the
properties of the previous section. However, note that for bivariate operations, we use
different formulas for the Average Case and Worst Case noise formulas depending on
whether or not the noises in the involved ciphertexts are correlated. As a simple example,
for the homomorphic addition operator we have

AvgC 2 2y _ 2 2
BQ (Add? Uctl ’ Jct2) - Jctl + Jct27

3 Note that, to handle bivariate operations that take a unique ciphertext and a plaintext as parameters
(e.g. a multiply-by-a), we consider that there is one univariate element of (J; per possible plaintext
parameter (and the associated noise variance bound calculation which depends on the constant value).
In other words, there is no multiply-by-« operation, but multiply-by-0, multiply-by-1, ..., multiply-by-
t — 1 (this is just a convention).
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andE

WstC 2 2 _ 2 2
BJ (Add,actl,actz) = 4max(octl,act2).

For the multiplication of two ciphertexts ct; and ct,, with the second one over ci-
phertext modulus ¢;; and with noise polynomials of variances v and respectively v’ in
each coefficient we propose here the formula for worst-case variance per coefficient
adapted from [§] and derived in Appendix B:
t2n2v,

BWstCMl 2 2 _
5 (MulyoZ, ,02.) 5

(os@ 4407, + 1)
.2 4)
+23/vv f(T, + 1) f(T, + 1)) + q—22n2v21}’2
l/

with (i) = —e@=B=7* 1§ The function f, defined in [8], was found with a heuristic
method with «, 3, v and § depending on the distribution of x, and the ring dimension
n.

For completeness, we also provide concrete examples of variances for the average
case from [§] which we summarize in Table |l| (see also App. ).

Let us also note that most approaches in the literature are proposing worst-case
bounds for the noise in BFV ciphertexts based on the infinity norm, e.g. [25], or the
canonical norm [21}, R0, R4]) and not on the noise variance.

Homomorphic .
. Variance
operation
2
Enc 2—2 (% + nv,v, + v, + nvevs)
Add(ct, cty) vy + vy
(t*=1)n
MultConst(a, ct;) U1
2,2
Mult(cty, cty) L T (Ulf(le +1) + vy f(Ty 4+ 1))
ReIinGHS(rIk,p,ctl) v + 1%7 (nv, + 1+ nv,)

Table 1 Average-case bounds on the ciphertext noise variance depending on the homomorphic opera-
tion, where v, and v, are the error coefficients’ variances of independently-computed ciphertexts ct;
and ct, modulo ¢, 7} and T, are the degrees of errors as polynomials in s of ct;, cty, and f is the

function f(:) = —eP=n® 4§ defined in [§]. Also, vg, v, and v,, respectively denote the variances
of a coeflicient of the secret key s, of the error e and of the u polynomial used in BFV encryption.

4.4 A new CPA” secure variant: &,

When evaluating a circuit €, the FHE computer must keep track of the ciphertext noise
standard deviations. In order to bound it correctly, it must then handle ciphertexts depen-
dencies at each step of the calculation. If the input ciphertexts of a bivariate operation

6 Given two random variables X and Y, Var[X + Y] = Var[X] + Var[Y] + 2Cov(X,Y) <
4 max(Var[X], Var[Y]).
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are independent, the server can simply use the Average-Case noise estimation strategy.
But if the two inputs ciphertexts are dependent, i.e. when their noises are correlated, us-
ing an Average-Case bound may result in a significant underestimation of the variance
and a Worst-Case strategy should be used. To detect such ciphertexts dependencies, we
use a set 7 of identifiers pointing to antecedent ciphertexts, and initialized with a unique
identifier for each input ciphertext. Hereunder, we define a new scheme & ;;, which will
eventually achieve CPA security via such means.

o &p.KeyGen: runs BFV.KeyGen to get BFV.pk and BFV .sk.

e &y.Enc: given m € &P, generate a unique identifier id € N and return
ct = (ct.c,ct.o? ct.t) = (BFV.Enc(m), 03, {id}), with o7 the variance of the
coefficients in the fresh noise polynomial inside ct.c.

* &y .Eval (univariate op.): given w € 0, and ct € £y .C, return

(BFV.EvaI(w, ct.c), By (w, ct.o?), Ct.T).

e &y.Eval (bivariate op.): givenw € O, and cty, cty € £5.C?, whenct,.7Ncty. T =
() return

(BFV.EvaI(w, cty.c,cty.c), BaE (w, cty.02, cty.02), cty.7 U Ct2.7’>. ®)
Otherwise, ct;.7 N cty.7T # (. In this latter case, return
(BFV.EvaI(w7 cty.c, cty.c), By C(w, ct; .02, cty.0?), ct).7 U ct2.7>. (6)

o &y.BEval (f € J): given cty, ..., cty where K is the arity of f, this evaluation is
performed by running the sequence of single op. Eval corresponding to the unitary
operations making up f.

+ &y.Dec: given ct = (c,0%,7) € £p.C, draw a smudging noise polynomial €sme
uniformly from [—2% 0,27 o]", where o = v/ct.o2.

Then return L when ||e > % and BFV.Dec(ct.c+(0, ey, )) otherwise (with,
recall, A = [ 1]).

smgHoo

By construction of £, we have the following Lemma.

Lemmad Let ct = Ep.Eval(f,cty, ..., cty), and denote by o2 the (real) variance of
the noise in ct.c. Then, 02 < ct.o® with overwhelming probability. Here, ct.o desig-
nates the variance upper bound stored in the second field of an & i ciphertext.

Remark 1 The unique identifier id of an input can be generated in various ways, de-
pending on whether or not £ ;;.Enc holds a memory or maintains a state.

Remark 2 Remark that the scheme is not compact due to the inclusion of the 7 field in
the ciphertext format, as the ciphertext size is thus linear in the maximum arity of the
possible evaluated functions. However, the decryption function of &£ does not use that
latter field. Therefore, it does not have to be transmitted towards the owner of the secret
key to decrypt the results. As such, with respect to the transmission of the (encrypted)
end-results, the scheme is compact.
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Remark 3 Note that this construction supports multi-hop. The only subtlety in switch-
ing to a multi-hop framework is that to evaluate a subsequent circuit, we either need
to know the dependencies of the outputs of the previous circuit or to ensure that these
outputs, used as inputs for the subsequent circuit, have uncorrelated noises. In the first
case, transmitting the 7 field in between hops is sufficient. The disadvantage is that the
scheme may not be compact in the multi-hop setting. In the second case, we need to
ensure that the noises in the output ciphertexts of the first circuit are uncorrelated, then
use an Average Case rule at the beginning of a subsequent circuit. To do so, an option
is to smudge in between hops. Then, the scheme remains compact but induces a (mild)
dependence on log,, g on the number of hops. In other words, at the ends, log,, ¢ will be
O(HX) with H the number of hops.

4.5 CPAP security of £,

The following section establishes the CPAP security of & .

Lemma 5 Given ct = (c,0%,7) € £5.C, when & ;.Dec(ct) # L, decryption is cor-
rect with probability 1 — neg(\).

Proof. After removal of the a - sk term, the above &;; decryption algorithm ends up
with
Am + e 4 egpgs (7

leading to a decryption error whenever [le + €gpnol[oe > %. Since 02 < ct.o?, the
smudging lemma (Lemma H) applies and (H) is indistinguishable from Am+e,,,, mean-
ing that, with probability 1 — neg()), a decryption error may occur iff [|egyol|o > 2
(i.e. independently of e). This is precisely the condition under which & .Dec(ct) re-

turns _L, hence the claim. 0

Proposition 1 Let A be an adversary against the CPAP security of £y, then there
exists an adversary B against the CPA security of BFV which uses A as a subroutine,
and achieves at least the same advantage as A.

Proof._ At first B communicates the public material of the (multi-challenge) CPA chal-
lengerﬂ to A as well as initializes an empty internal state S = [ ] and sets ctr := 0.
Then 3B simulates .4’s requests as follows:

* When A issues an encryption request with m, m,, B forwards it to the CPA chal-
lenger to get ¢ = BFV.Enc(my,). Then, B updates

and sends (c, o2, {ctr}) back to .4 (and further increments ctr by 1). When m, =
my, B could also process the request on his or her own, using the public-key.

7 ILe. the multiple challenges variant of (IND-)CPA, also sometimes denoted (LOR-)CPA, or (FTG-
)CPA in the terminology of [3, ] which show the equivalence between the two notions.
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e When A issues an evaluation request with function f and game state indices
ly, ..., g, then B performs that evaluation step-by-step, staring from & j;-formatted
ciphertexts

(53 [1,].c, SZ[l,].02, S [zi].T)

following &£ ;’s rules for the unitary univariate and bivariate operations until ci-

2 . . .
phertext (¢’,0’", 7’) is obtained as an evaluated ciphertext for f. Then, B performs
the left and right cleartext evaluations to get

ml = f(SB[ll}.mO, ...,SB[ZK}.mO)

and
m| = f(SB[ll].ml, ...,sﬂ[zK].ml).

Finally, B updates its internal state by doing
§% = [8%; (i, mi, (¢, 7)) ®)

and returns (¢’, o' 7') to A.

* When 3B receives a decryption request with game state index [, B checks whether
S2[l].my = S?[l].m, and returns | when it is not the case. This being done, B
computes S[l].c = /S[l].02, picks a smudging noise polynomial e, uniformly
in [— 2% S[l).0,2% S[).o] " and returns S[l].my (or equivalently S[l].m,) when

lle < £, and L otherwise.

smgHoo

The key point in the above, is that B’s handling of A’s decryption requests is indis-
tinguishable from a CPA” decryption oracle having access to the challenger’s secret
key. Indeed, by Lemma B and the fact that the ciphertext noise variances are correctly
bounded! by B (from Lemma E]), whenever ||e % a decryption error can occur
only with probability 1 — neg(\).

Hence, when 3 outputs the same guess for b as A4, it wins the CPA game with the
same advantage as A. ]

smg||oo <

4.6 Variants of &5

In this section, we explore additional variants of £ ; which handle in various ways the
interactions of ciphertexts with correlated noises during a circuit evaluation. These vari-
ants offer different trade-offs between efficiency and reliability.

8 Recall that, by definition, a CPA” adversary follows the cryptosystem specification.
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4.6.1 Definition of additional variants of £

Variant I - £

This first variant adopts the following strategy. When an operation between two cipher-
texts with correlated noises is detected, one of the two ciphertexts is smudged before
the computation, making the noises of the two ciphertexts (indistinguishable from) in-
dependent ones. Thus, the dependencies of the smudged ciphertext are reset to an empty
set and its variance is set to that of the smudging noise variance. Only after this step the
bivariate operation is performed.

o The é’ﬁf[mg) algorithms for KeyGen, Enc, Eval (univariate op.), Eval (f € #) and
Dec are the same as for & ;.

« &5 Eval (bivariate op.): given w € @, and ct,,ct, € ES"®.C2, when ct;.7 N
cty.7 = () return

(BFV.EvaI(w7 cty.c,cty.c), By (w, ety .02, cty.0?), cty.7 U ct2.7'>. )

Else, pick ¢, uniformly from [[—2% cty.o, 2% cty.o]™ as a smudging noise poly-
nomial and return
(BFV.EvaI(w, cty.c + (0, €gng), Cta.C), B/;Vgc(w7 2% ct,.0, cty.02), Ct2.’l').

Variant IT - £

In this variant, we focus on the decryption process. Here, instead of returning L asin &
when the smudging noise is too large, the decryption algorithm smudges the ciphertext
and returns the decryption output. Note that in this variant, the output of the decryption
may be incorrect because of the added smudging noise.

e The €gsmg) algorithms for KeyGen, Enc, Eval (univariate op.), Eval (bivariate op.)
and Eval (f € &) are the same as for & .

« &9 Dec: given ct = (¢,02,7) € £y.C, let 0 = V/ct.o? and draw a smudging
noise polynomial e, uniformly from [—2% 0,2% o]™. Then, return the result of
BFV.Dec(ct.c + (0, ey, ) )-

» “smg

4.6.2 CPAP” security of these variants

Lemma 6 Let ¢, and c, denote two (R)LWE ciphertexts with correlated noises. Let o2
and o3 denote the variances of these latter. Let ¢, be obtained from c, by adding an
independent smudging noise uniformly picked from [[—2%01, 2%01]]”. Then ¢, and
¢y have noises indistinguishable from independent ones.

Proof. Let e; and e, be the noises in ¢; and ¢,. We denote the smudging noise as €.
Then ¢; has noise e; + €;. From Lemma E, ciphertext ¢; = (a,a-s+ Am+e; +€;)
is indistinguishable from ciphertext (a,a - s + Am + €;). As a consequence of the
independence between €, and e,, the pair ¢; and ¢, is thus indistinguishable from a
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pair of ciphertexts with independent noises where the first noise is uniformly picked
from [[—2%01, 2%01]]” and the second one is of variance o3, hence the claim. O

Lemma 7 Let e, be uniformly picked from [2% 5,2% o], and let (a,b) be an
RLWE pair with a noise of variance o*. Then, [%(Am + esmg)J is statistically indis-
tinguishable from [ & (b + eyg) — @ - sk) |.

Proof. We have b + e, = a - sk + Am + e + €y, then

smg

{%((b + esmg) —a- sk)J = [%(Am + e+ esmg)J )

is statistically indistinguishable from | % (Am + ey, ) | by Lemma B 0

The following propositions are corollaries of Proposition E], and establish the CPAP
security of the variants £§™ and £, under the assumption that BFV is CPA secure.

Corollary 1 (Proposition E]) BFV CPA security implies £7" CPAP security.

Proof. Lemma B implies that &£ %mg) satisfies Lemma E], i.e. that all ciphertext noise

variances are correctly bounded. Thus, the CPAP security of & S;mg) follows directly
from Proposition |l]. o

Corollary 2 (Proposition E]) BFV CPA security implies &£ gSmg) CPAP security.

Proof. This is proved with the same reduction as in the proof of Proposition , with a
modified handling for decryption requests:

* When 3B receives a decryption request with game state index [, B checks whether
S2[l).mg = S?[I].m;. The reduction returns | when it is not the case. Otherwise,
B computes S[l].c = /S[l].0%, picks a smudging noise polynomial e, uni-
formly in [—2% S[l].0, 2% S[l].0]" and returns AS[l].m, + €4mg (O equivalently
AS[l]l.my + egpg)-

To finalize the proof, Lemma ﬂ is used instead of Lemma E in the indistinguishability
argument between B’s handling of A’s decryption request versus & (flsmg) decryption
function. 0

5 Parameters

Because we achieve CPA” security by means of guaranteed variance bound calculations
and smudging, our variants achieve CPA” security for any circuits. However, because
we do so independently of the ciphertext modulus, these variants may be useless in the
sense that decryption errors or L answers may occur with large probability. To deal with
this we finally instantiate our schemes (i.e. choose the ciphertext modulus ¢ and subse-
quently n, the latter under the constraint of the target security level) by fixing a noise
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variance budget o2, and select the parameters to achieve a preset small probability of

incorrect decryptions. In this context, this latter probability is a reliability parameter
which is independent of CPA P security.

Interestingly, for somewhat correct schemes such as BFV, the AAHE paradigm pre-
cisely defines the class of allowable functions by a noise variance budget which should
not be exceeded. In that sense, with the additional parameters setting methodology de-
fined in the next section, we argue that our approach is an automated instantiation of
the AAHE paradigm for somewhat correct FHE schemes (focusing on BFV).

5.1 Reliability of &

In this section, we thus look at the parameters for a practical implementation. Recall
that, to ensure security, the decryption function picks a smudging noise and outputs
L when this noise is too large. Therefore, we would like to choose parameters large
enough to have a probability of obtaining this non-informative | answer around neg(k)
for a specific reliability parameter £ (typically k£ = 40). To do so, we consider the case
where we want to evaluate algorithms that output ciphertexts of noise variance bounded
by o2,,. To decrypt such ciphertexts, the function & ;;.Dec picks a smudging noise e,

max-*

g
uniformly from [—2 T 27 Omax)™ and returns L if and only if this smudging noise

is such that ||e

max)

smg”oo = %

The Chebyshev inequality then tells us that Pr (| X| > £) < (%")2, meaning that

the probability that no RLWE decryption error occurs is# such that

(i <2)) = (- (%))

As we would like to have a probability to obtain L of less than 1 — 2%, letting

(1-(%)) -1

yields the following constraint for ¢,

2tVar, 21 2% Oy (2% 0 + 1)
q Z smg —
1—V1—2F 31— Y1—2*

Still, the above methodology has a slight pitfall as n may have to increase when ¢
increases to maintain the target security level A\. However, because BFV implementa-
tions almost always use powers of two for n (and a very small fixed variance o3 for fresh
ciphertexts), it is easy to determine both ¢ and n through trial-and-error. Thus, when we

an

9 As this section is on reliability and not security, we suppose here the independence of the noise in the
different coefficients. Here, we could also have assumed that the noise followed a Gaussian distribution
and used the much tighter Chernoff bound instead of the Chebyshev bound, which would have led to
smaller parameters.
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have an n and a ¢ for a CPA” secure but possibly unreliable instantiation of &, one
may use Eq. () to obtain a new larger modulus §.

Finally, suppose the set of parameters (n, g, o) provides a lower security level than
that desired. In that case, one may consider switching to a larger dimension and use (2n,

4, o).

5.2 Reliability of the variants in Sect. @

In this section, we analyze the reliability of the variants of &, specifically focusing
on how to ensure that the probability of obtaining a non-informative | response or an
incorrect decryption is below a preset value. As previously, we consider the case where
we want to evaluate algorithms that output ciphertexts of noise variance bounded by
U?nax'

To ensure the reliability of the &£ (;Img) variant, we use the same approach as for ;.
Specifically, we use Eq. () to ensure a probability of obtaining | around neg(k). As
for £ gSmg) , we want to ensure that the probability of incorrect decryption is bounded

mg)

by neg(k). Similarly to & .Dec, the function 5(}35 .Dec picks a smudging noise e

smg

Z%Jmaxﬂn, then, it returns BFV.Dec(ct.c + (0, €50 ))-

» “smg

. . . .. A .
This decrypts incorrectly when the smudging noise is such that |[e || > 5 - Itis the
same condition that ensures the probability of obtaining L for £;;. Thus, we use Eq.
() to choose ¢, ensuring a probability of obtaining an incorrect decryption less than

neg(k).

uniformly from [[ —2%¢

max?’

6 On another three parties setup

Until now, we have assumed a setup in which a (honnest-but-curious) server receives
fresh well-formed ciphertexts. This means ciphertexts obtained following genuine ex-
ecutions of the encryption function over genuinely generated keys i.e., following the
specifications of the scheme, including the noise distribution.

In this section, we investigate another setup which also represents real-life situations
where the client who generates the keys, decrypts and communicates with the server
is distinct from the provider who encrypts and provides the input ciphertexts to the
homomorphic computations eventually performed by the server. In the next section, we
show how to handle this setup such that the data provider is not anymore an adversary
against the security of the FHE scheme i.e., in a way such that it does not manipulate or
even see any homomorphic ciphertext.
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6.1 PRF synchronization to the rescue

Ciphertext noise independence is trivially achieved in the private-key case since ci-
phertexts are generated with knowledge of the secret key, which then allows to add an
independently sampled fresh encryption noise. In this section, we try to benefit from
this observation for a three (non-colluding) parties setting where a server S (honest-
but-curious) provides (encrypted) results of computations performed over encrypted
data given by a provider P (possibly malicious) to a client C (honest-but-curious) with
decryption capability. We now show how to achieve ciphertext noise independence for
this setup, relying on the private-key setting and avoiding the disclosure of & ;;.sk to P.
To do so, we will use a PRF (Pseudo Random Function) to generate tokens which will
be used to mask plaintexts. We will denote by prf, the i-th term generated by the PRF.
The protocol is split into a first offline phase and an online one. The protocol offline
phase then goes as follows.

1. Initially, C runs € .KeyGen to get &;.sk and he also uniformly picks a seed for
PRF.

2. Then, C sends seed to P as well as any necessary material for homomorphic eval-
uation to S.

3. For some constant K and k € [0, K — 1], C runs PRF to get prf, and sends
tk, = Eg.Enc(prf,;sk) to S, where tk; is a triplet composed of one BFV ci-
phertext (tk;.a, tk;.b), a noise variance of the BFV fresh ciphertext and a unique
identifier. Note that K is assumed to be “large enough”. This step may be repeated
from time to time when the server runs out of tk,, tokens.

Remark that a second PRF may be used between C and .S to avoid sending the tk.a’s,
thereby reducing the communication burden of step B above.
The online phase of the protocol then proceeds as follows:

1. To send a batch of L encrypted inputs my,, ..., my,, ;1) to S, P computes m;; =
my; — prf mod ¢ for all i € [0, L — 1], and sends the batch of these encrypted
inputs.

2. Upon receiving inputs my, ..., My (1 _y) from P, the server S switches them to the

k+i

FHE domain in doing@ ct, = &y.AddConst(my, tk,) to get ciphertexts cty, ...,
Cty i (r—1)» all with independent noises (since the tk;’s have independent noises).
With these, S may perform ct = &p.Eval(f,cty, ..., cty, ;1)) for some useful
function f, and return ct to C' for decryption.

For clarity, both phases are illustrated in Fig. Iﬂ in appendix .

Interestingly, in the above protocol, P is not generating or seeing any ciphertext under
& and is therefore not an adversary against the security of that scheme. Furthermore,
even if P and S collude, as long as S operates within the CPA” model (which is our
assumption), they are not able to learn anything they do not already (collectively) know.

In essence, this means that the protocol given in this section is secure in a threat
model where P is malicious and S is honest-but-curious. Indeed, P can only provide
(masked) plaintexts to the server. Even if P sends an arbitrary value v € P to S, as
P knows what mask he was supposed to apply (i.e., prf,), P knows which plaintext he

10 Recall that the AddConst operator leaves the ciphertext noise unchanged.
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is sending (m is then v + prf, mod ¢), thus achieving an analogue property to that of
plaintext awareness.

7 Experimental Results

As a warmup, we first focus in this section on computing linear combinations of L

fresh BFV ciphertexts ct, ..., ct;_; using a ternary distribution X for the secret key

and the randomness u used for encryption (cf Section 2.3). From Table , we have that
; ; a2 — 21 204

the variance of the noise e; of ct; is o7, = = (ﬁ +o5(F + 1))

Then, the ciphertext noise variance after applying a linear combination is

L—-1 L—-1
Ur2nax i= Var lz aiei‘| = Z azzo-eresh
=0 =0
(1  ,/4n &
= —_| = — 41 2
. (12 rai (G )) > o

We refer to ||a||? = Zf;ol a? as the Ly-budget. Following the above calculation, one
may perform either ||a||? additions of ciphertexts with independent noises or only ||a||
additions of a given ciphertext with itself, and then achieve 2~ probability of getting
L upon decryption. Table | provides some examples of parameters for &, using Eq.
(|L1) for choosing the parameter g. As an illustration, a ciphertext modulus ¢ on around
112 bits allows to sum up to 1000 independent ciphertexts or up to around 30 times
the given ciphertext with itself. In both cases, there is a probability of less than 2740 of
getting L at decryption of the result.

Also, in Table P}, the left-hand side represents the Ly-budget for the sum of 1000
independent ciphertexts, while the right-hand side represents the L,-budget for the sum
of 10° independent ciphertexts, thus for V106 = 1000 additions of a given ciphertext
with itself. Consistently, we observe that the parameters to choose are larger when we
have to add a ciphertext to itself 1000 times, compared to performing the sum of 1000
independent ciphertexts. The runtime to evaluate this sum is of 24.035 ms using the
closest by default OpenFHE parameters, i.e. n = 8192, ¢ = 2'° 4+ 1 and log, ¢ = 120.

t Jlog,g n X[t ]log,g n X
2] 97 8192 284|[ 2 1 99 8192 277
256| 104 8192 260([256| 106 8192 254
2161 112 8192 236(|216| 114 8192 231
2321 128 8192 198((232| 130 8192 194
2321 129 16384 480(|232| 131 16384 471
2641 161 16384 364||264| 163 16384 359

Table 2 Example of parameters for & 7, in function of the plaintext modulus ¢. For a Ly-budget of 103
(left half) and 10 (right half), and o) = 3.19, k = 40. Estimated security levels have been computed
by means of the lattice-estimator.
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Table @ provides more extensive results for different parameters sets related to the
evaluation of several functions, chosen from the same corpus of functions used in [26]:
the computation of the mean and the variance, as well as the logistic and exponential
functions using their Maclaurin series of degree 5. For more details, for the logistic

. 3 5 ..
regression we computed % + 7 — 95 T igo and for the exponentiation we computed

1+x+ ””—22 + % + % + %50. To obtain these results, we built a software layer on top of
OpenFHE which allows to perform basic operations while tracking the dependency of
the noises of the involved ciphertexts and calculating each time the resulting variance
bound (with the formulas for worst and average case as described in Section H).

Function Independent inputs Dependent inputs
t |logog| m | A |time(ms)|| ¢ |log,q| m | A |time (ms)
Mean of 100 values 65537| 240 |16384|217 34 [|65537| 360 (16384 (124 50

Mean of 500 values 65537 240 [16384|217 190 (|65537| 720 32768124 1450

Variance of 100 values |{65537| 300 (16384|161 3430 ((65537| 360 |16384(124| 4380

Variance of 500 values |[65537| 300 [16384|217| 31650 ||65537| 780 [32768|111| 135450

Logistic Regression deg 5((65537| 360 |16384|124 175 1|65537| 360 (16384124 175

Exponential deg 5 65537| 360 |16384|124 175 ||65537| 360 [16384(124 175

Table 3 Results of the homomorphically evaluation of different functions with our approach on top of
OpenFHE. Estimated security levels have been computed by means of the lattice-estimator.

As shown in Table E, we can see that, when performing an average case noise estima-
tion strategy (for the case where all input ciphertexts are independent), the parameters
are larger than the ones for a baseline OpenFHE implementation (inducing, for exam-
ple, an increase in execution time by a factor of 1.3 and 1.5 for the exponential and
logistic regression, respectively), in order to absorb the appropriate smudging, but do
not change significantly from one circuit to another. Indeed, for the variance calcula-
tions, the parameters are a bit larger (larger ciphertext modulus ¢) than for the average
computations, since the inputs values have to be squared, but except this, the parame-
ters do not differ much from one another. To compute the logistic regression and the
exponential function of degree 5, an even larger ciphertext modulus ¢ is needed, but
this is quite reasonable, since these circuits have a larger multiplicative depth in order
to calculate the Maclaurin series up to degree 5.

We can see the additional cost when the inputs are no longer independent and worst-
case formulas are used. This can be seen in particular in the first four rows of table E:
when the number of additions is large, the variance increases significantly, since each
addition multiplies it by a factor 4. Also, to absorb the smudging appropriate for this
case, we need to increase the parameters even further. But then, as we can see on the
rows representing the computation of the mean or variance of 500 values, when ¢ needs
to be much larger, the parameter n also needs to be increased (then OpenFHE may
even require the plaintext modulus ¢ to be increased as well), leading to a much longer
execution time for a simple linear combination.

Finally, we can see that, for the logistic regression and the exponential function cal-
culations using the Maclaurin series, the parameters and runtimes for the average-case
and the worst-case noise estimation strategies are identical. This is consistent, since the
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parameter q is already larger for the average-case due to the multiplicative depth, and
the circuit requires only 4 multiplications and at most 5 additions (and multiplications
by constant), which does not cause a drastic increase in the smudging noise variance.

8 Threshold variants?

Our BFV variants can be naturally adapted to a threshold setting, where each user has
a public/private-key pair. During an offline setup, users collaborate to create a joint
public-key, paired to a joint private-key split among them. Data is encrypted with the
joint public-key and computations are evaluated under a joint evaluation key. To decrypt
a message, a minimum number of users, the threshold, must collaborate and combine
their partial decryptions. These are computed by each user then broadcasted to the oth-
ers.

Note that, in a threshold setting, the use of the smudging technique is mandatory
during the partial decryption process, to ensure the security of the user’s secret key.
Thus, as soon as an appropriate smudging is done during the partial decryption process,
i.e. a smudging noise depending on both the ciphertext noise variance and the security
parameter, this multi-party setting is CPA” secure. In our variants, both decryption
functions embed a smudging process. As a last remark, note that the £ gSmg) .Dec seen as
a partial decryption merely smudges the ciphertext before decrypting it, thus depicting
precisely the decryption algorithm (Collaborative Key Switch) described by Mouchet
etal. in [29].

9 Conclusion and future work

In this paper we presented a complete framework for achieving CPA” security for BFV
proposing an approach based on a close monitoring of the noise variance and on the
smudging technique. Our approach extends previous works on the AAHE paradigm
and provides a methodology for an automatic setting of parameters ensuring a preset
reliability target for decryption.

We also provided concrete parameters and execution timings (over OpenFHE) for
our main BFV variant in the case of the computation of a linear combination over fresh
ciphertexts and other more complex functions, taking into account a reliability param-
eter and showing the importance of considering the ciphertexts dependencies.

Complementary, we investigated a more advanced setting, involving three non col-
luding parties: a honest-but-curious server computing homomorphic results for a client
on encrypted data coming from some possibly malicious provider. We examined it in a
private-key setting, for which we proposed a protocol using a PRF to prevent control of
the LWE encryption noise from the malicious provider.

In the future, we envision to integrate this framework in existing homomorphic li-
braries like OpenFHE or Lattigo in order to relieve the user from the burden of achieving
CPAP security by hand, including in the threshold setting.
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10 CPA and CCAI1 Security Games

In the CPA game, the adversary only has access to encryption requests and can perform
a unique challenge request. Note that the encryption oracle is necessary only in the
private-key case as, in the public-key case, the adversary can generate ciphertexts on its
own. In the CPA game, there is also no need for an evaluation oracle since the adversary
can always perform homomorphic evaluation on its own and there is no need to fill a
game state (recall that in the CPA” game, the purpose of the encryption and evaluation
oracle is to fill the game state with well-formed ciphertexts for handling subsequent
decryption request on state indices).

IND-CPA game

Setup: Challenger generates a key sk «+— KeyGen().

Phase 1 (Before Challenge): Adversary .4 may query an encryption oracle (95" for any

message m of its choice.

Challenge: Adversary .4 submits two distinct messages m,, m; of equal length.
Challenger selects a random bit b <— {0, 1} and computes ¢* = Encg (m;).
Challenger sends c* to A.

Phase 2 (After Challenge): Adversary .4 may continue to query the encryption oracle.

Guess: Adversary outputs a guess b’ € {0,1}.

Winning Condition: 4 wins if ¥ = b, meaning it successfully distinguished whether

c* was an encryption of m or m;.

In the CCAI game, the adversary has access to encryption requests and can also
perform a single challenge request. Before this unique challenge request, the adversary
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is additionally granted access to a first step decryption oracle which simply proceeds as
follows: when A queries (ciphertext, ¢), it returns her Dec(c).

Then, after the single challenge request, the decryption oracle systematically replies
L. Note that the CCA1 game has no evaluation oracle as the adversary performs the ho-
momorphic evaluations on its own in both the private and public-key setting and there
is no need to fill a game state (since the decryption oracle accepts arbitrary ciphertexts
rather than indices pointing to well-formed ciphertexts stored in a game state).

IND-CCA1 game

Setup: Challenger generates a key sk «— KeyGen().

Phase 1 (Before Challenge): Adversary .4 may query an encryption oracle (95" for any
message m of its choice. .4 also may query a decryption oracle (9P for any cipher-
text c of its choice.

Challenge: Adversary A submits two distinct messages m, m; of equal length.
Challenger selects a random bit b <— {0, 1} and computes ¢* = Encg, (m,).
Challenger sends c* to A.

Phase 2 (After Challenge): Adversary .4 may continue to query the encryption oracle,

but the decryption oracle is now closed.

Guess: Adversary outputs a guess b” € {0, 1}.

Winning Condition: 4 wins if * = b, meaning it successfully distinguished whether
c* was an encryption of m or m,;.

11 BFV homomorphic operators

Recall section @, the BFV scheme homomorphic operators are then defined as follows.

* BFV.Add(c = (¢y,¢q),¢" = (¢}, ¢1)): compute and return

Cadd = ([Co + ol [ + Ci]q>
* BFV.MultConst(c, ¢ = (¢g, ¢;)): compute and return

Crule = ([aCO]q ’ [acl]q>
* BFV.Mult(c = (¢y, ¢;),¢" = (¢, ¢1)): compute and return

o = ([[eocs]], - [ ot + erc)]] [ 4enct]] )
. BFV.ReIinKeyGenGHS(s,p): sample a i R, e i X- Set the relinearization key
rlk = (a, [—a-s+e+p- sg]p'q)

« BFV.Relin®™(rlk = (rlk.a, rlk.b), p, ¢ = (cys €1, C5)): compute and return

Cratin = ([co + LCerI)kAa'Hq’ [e1 + [%lkbﬂq)
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12 Noises covariance in and between BFV ciphertexts

In this section, we first check that the covariance between the noises in the same slot of
two distinct fresh well-formed BFV ciphertexts is zero (despite of their dependency to
the public-key material). This essentially establishes that these noises are uncorrelated
and means that we can safely apply the average case variance monitoring strategy (as
VX +Y] = V[X] + V[Y] is also true for uncorrelated random variables) when two
distinct fresh well-formed BFV ciphertexts go through some homomorphic operations.
We do so for both the conventionnal BFV public-key as well as for the variant with
a Regev-style public-key, even if we do not use the latter in this work. In both cases,
we also study the covariance between noises in distinct slots of the same well-formed
ciphertext. This time the covariance is not necessarily 0.

In the following subsections, unless otherwise specified, we assume that u’s are
picked at random in {0, 1}".

12.1 Noise covariance calculation for BFV (Regev-style public-key).

(0) (N-1)

We focus on coefficient . Let IV denote the size of the public-key and ¢, /, ..., ¢;

the noises for that coefficient in the RLWE pairs forming the public-key. Then if we
. . . N-1 N-1
consider two ciphertexts, we have noises e; = >, upel” and ¢ = > o e,

So let us compute Cov(e;, e;) = Ele,e;] — Ele;] E|e;]. We have

and finally

1SR 0 ) 15 )
Cov(e,e):zz e, e, —(2262.) 0.

Now, we consider the covariance between coefficients ¢ % j in the same fresh ci-
phertext. In this case we have e; = 3 ukegk) ande; = >, ukegk)
picked in {0, 1}, we have

k k k
Ble) =Y, e Blu) = 13, e, and Ele;) = 1 Y0, €.

. For u, uniformly
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Then,

Ele;e;] = Z Z egk)e;UE[ukulL

I

| =
a
o=
&
a
<o
=z
+
| =
LN
=z
W/—\

So we end up with,

1 1
Covleye)) = 3 3 el 4 5752 00

25 15 1#k

-(52) (32
24 24+ ’

L (O

:;Zei €
k
which is unlikely to be 0.

12.1.1 Noise covariance calculation for BFV (standard public key)

We consider a BFV encryption of O i.e.

(ag-u+e, by u+ey),
a b

J.-P. Bultel et al.

where (ag, by) (with by = a, - s + €,)) is the public key, where e, and e, have their
coefficients picked following X, . Then the noise polynomial ¢ in that ciphertext is

b—a-s=by-u+te,—(ag-u+te): s
=by-uteg—ag-u-s—e;-s
=(bg—ap-s) - ute,—ey-s

N — —
€o

=e€y-U+eyg—eg-Ss.

Now, the i-th coefficient of ¢ is
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4 n—1
€ = E €0,i-kUk — E €0,i+n—kUk (12)
k=0 k=i+1
n—1
—E €1,i—kSk T E €1,i+n—kSk
k=i+1
+ €9 ;-
To simplify things, we now have a look at
n—1

n1—§ €0,n—1—kUg — E €1 n—1—kSk T €2 n_1-

Remark that,

—

n—

n—1
Ele, 4] =) eon1-nElug] — ZEeln 1-k)8k + Eleg 4]
k=0

3 >
= o

60,71717kE[uk]' (13)

E
[}

Given two fresh ciphertexts (a,b) and (a’d”), we now wish to compute
Cov(e,1:en1) = Elen18,1] — Ele, 1] Eley, ). (14)

Recall that for two independent random variables X and Y, Cov(X, Y) = 0, hence
E[XY] = E[X]E[Y]. Hence, if one of these two variables is furthermore centered,
E[XY] = 0. In the present case, u, e; and e, are independent, e, and e, are centered
and all other involved value are fixed. So,

n—1 n—1
Ele, 125, 4] K €0,n—1-kUE — E 61,n1k5k+62,n1)

k=0 k=0
n—1 n—1
/ / + ’
€on—1-1YU; — €1,n—1-151 T €3 n1
1=0 1=0
n—1n—1
_ /
= eo,nflfkeomquE[ukUz]
0 1=0
n—1n—1
/
- SK€0,n—1-1 E[el,nflfkul]
k=0 1=0 .
n—1
+§ €on—1—k Eleh U]
k=0 —_—

=0
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n—1n—1
—E E Sk€o,n—1— lEeln 1— k“z]
k=0 1=0
n—1n—1
+§ E sps  Eleq g keln 1
k=0 1=0
*E sp b €2n 1€1n—1— k)
=0
n—1
/
+§ €on-1-1 Elea 1]
— — s
1=0 5
n—1
/
—E SzE[eanfz@z,nfﬂ
—
1=0 =
/
+ E[€27n71€27n71]
—_—
=0
n—1n—1
/7
= eo,n—l—keo,n—l—zE[ukul]
k=0 1=0
It then follows from Eq. (B) and () that,
n—1ln—1
Cov(e,_1,€5,1) E E €0,n—1-k€0,n—1— 1Elugu)
k=0 1=0
n—1 2
<§ €0,n—1— Ichk:]>
k=0
For u;,, u] uniformly picked in {0;1}"
1 n—1n—1
’
Cov(e,,_1,€, Z €0,n—1-k€0,n—1-1
k=0 1=0
(1 n—1 2
— | = e
O,n—l—k)
2 k=0

=0.

For w;,, u; uniformly picked in {—1,0;1}"

J.-P. Bultel et al.



Achieving CPAP security for BEV 31

We now would like to investigate Cov(e;,€;) (i # j) i.e., the noise covariance
between different slots in the same ciphertext. To simplify things, we look here at
Cov(g,,_1,€¢). Note that similar computations can be done for Cov(e;, €;), but for read-
ability, we focus on the n — 1 and 0O coefficients, because the calculations are lighter.
For the last part of this computation, we suppose that v is uniformly pickedE in {0,1}".
Following Eq. (), we have

n—1 n—1

€9 = €g,oUp — E €o,n—kUL — €1,050 T E €1 n—kSK T €20;
k=1 k=1
and, thus,
1 n—1
Elgo] = 3 <60,0 - eO,n—k)'
k=1
Now,

n—1 n—1
Ele, 160 = E K E €0 n—1—kUx — E € p1-kSk T 62,n1>
=0 k=0

n—1
(eo,ouo - E €0,n—1U; — €1,050

=1

n—1
+ 261,%131 + 62,0)]

=1
1

eo,oeo,n—kkE[uo“k]
—0

n

I
T |

3\
—
3\
—

|
(]

eO,n—l—keo,n—lE[ukul]

7T
= O
~
Il
—

+
tv1~

SOSkE[el,Oel,nflfk]

T
= O

i
L

- SlSkE[el,nflfkel,nfl]

Bl
I
S
—~
Il
—

' In this section, we chose a binary distribution for w, but the same reasoning applies to a ternary
distribution, with v uniformly picked in {—1,0,1}"
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n—1

= €g.0€0.n_1E[ug] + Z €0,0€0,n—1-kE [t
=1

n—1
- Z 60,n717keo7nka[Ui]
k=1

n—

1 1
E 60,n717k60,n71E[ukul]
k=0 1=1,l+k

+ 508,_1E[e1 o]

n—1
- Z Sksqu[ein—k]’
k=1

1 n—1
:2< 0€0,n—1 — §eOn1keOn k)

k=1

J.-P. Bultel et al.

1 n—1 n—1 n—1
+ 4( E €0,0€0,n—1—k — E E eO,nlkeO,nl>
k=1

k=0 1=1,l#k
n—1
2
+ o} (505n—1 — Z sksk_1> .
k=1

Then,

—1n—1

E[En 1 (
_1
4

Thus,

n—1

1
Cov(e, 1,69) = 1 €0,0€0,n—1 — E €0,n—1-k€0,n—k
k=1

n—1
2
+ 0 (SOSn—l - E Sksk—1>a

k=1

a quantity that is also unlikely to be exactly 0.

)

) ()

1

2
n—1

( eo,n—l—k - Z Z 60,n—1—k60,n—l)
k=0 1=1
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13 Noise variance analysis
13.1 Noise variance induced by (public-key) BFV encryption

We first recall how the public key is generated. X, is the distribution from which the
coeflicients of noise polynomials are picked and has variance v,. X, is the distribution
used to pick the coefficients of the secret key polynomial and has variance v,.

pk=((b=—a—+e,a)

$
with @ < R and e < x.. Encrypting a message m using the public-key is done as
follows:

Enc(m) =c¢ = (¢cg,¢1) = <b~u—|— ’V%mJ +eo,a~u+61)

with u <= x, and ey, e; + X,.
The phase of the resulting ciphertext is:
o(c) =co+ s
=b-u+ [%mJ +eyt+(a-ute)-s
with € being a polynomial with cofficients following U, 1y

:(—a-s+e)~u—|—%m+e+eo+a~u-s+el-s
:%m+e-u+e+eo+el-s

The noise in this fresh ciphertext is thus e - u 4 € 4 € + €; - s. We now analyze the
variance of the coefficients of this noise. Let i € [0;n — 1],

Var[(e~u+e—|—eo—|—el-s) ]
i
= Var[(e : u> ] + Varle;| + Var[e, ;] + Var[(e1 . s)‘,]
li !
1
=NV Vs + — + U, + N v,

12

1
= +v.(2nv, + 1)

Remark 4 When multiplying two polynomials a and b modulo X™ + 1, the ¢-th co-

efficient of the resulting polynomial, denoted (ab),; is computed as follows: (ab); =

i n—1
> a by — > ag by Thus (ab) is the result of the sum of n products,
k=0 k=i+1

which explain the origin of n’s in the formula.
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13.2 Noise variance induced by modulus switching

Let ¢ = (c¢q, ¢;) a ciphertext of size 2 and modulo g;. The phase of ¢ is:
- _aQ
dlc)=cy+c¢-s= ?m—i—e

We denote by v a bound on the variance of coefficients ¢|; of e. We also denote by
v, the variance of each coefficient of s. Let g;; another modulus of approximately the
same size as ¢;. The modulus switching of ¢ from modulus ¢, to modulus ¢ is given by:

- (), f)

l l

The phase of ¢’ is thus:

1C /C
:{Qz OJ—’—PZ 1J'8
q 4q

1C 1C
:M+e0+(ql 1—|—61)~8
q qQ

with ¢; being polynomials with cofficients following U;_

:%(co—ﬁ—clus)—i—eo—}—el.s
1
:@(@m+e)+eo+el~s
q i
qv qv
=—m+ —e+€;+¢€ S
; @ 0T €

¢(c’

~—

23]

with ¢, = F%;?J — %C’i. The new noise in this ciphertext is thus the polynomial
%e + €9+ € 8.

We now study the variance of the coefficients of this noise polynomial. Let ¢ €
[0;n — 1],

Var[(ql/e—}— €+ € - 5) }
aQ Ié

_(@)QU+L+£U
\gq 125 12°

Since q; and g;, are approximately of the same size, we can approximate %’ by 1

leading to the following estimation of the bound on the variance of error coefficients:
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Var[(ql/e+eo +e - s) ] ~ v+ —(nv, +1)
q |4

13.3 Noise variance induced by multiplication of independant ciphertexts

13.3.1 Average case calculations

Let consider (b = —as + %m + e,a) mod ¢, and (b’ = —a’s + %m’ +¢',a’)
mod g; two ciphertexts of size 2 encrypting m and m’. We denote by v (resp v") the
variance of each coefficient e|; of e (resp. e" ; of ”). We also denote by v, the variance
of each coefficient of s.

The multiplication of (b = —a-s+ Zm+e,a) mod g by (b = —a’-s+Lm/ +
e’,a’) mod ¢, outputs a ciphertext structured as a triplet:

o (thl,b'b/”q 7 qu(a.b/Jra’-b)” , thl/a~a/”q1)

1 q

Then, the phase of C is given by:
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$(C) = [ib-b'JJr[qil/(a-b’Jra’-b)J -s+[ia-a'J 82

qy qr
t t
:—b~b’+eo+(—(a~b’+a’~b)+el> s+<—a a +€2>'S2
qr qr qr
with €, being polynomials with cofficients following U[_%,%]
t
:—<—a~s+@m+e>< - s+ m+e)
ql/ t t
t
—|——<a (—a s—i—qtm+e)+a’~(—a's+%m+e))~s
qr
+ —a-a -s?
qr
+egte-5+ey-s?
t ,
:—(a-a 52—q—la m’ 5—a~e’-s—@a’-m-s
ql/ t t
+@qimm+qlme —a’ es+qem+e 6)
t t t t
t
—|——(—a-a s+ a m +a-e —a-d s—i—%a’ m+a - )-s
qy
t
+ —a-a -s?
qy
+etestey-s?
t ,
:—(—q—la m-s—a-¢-s— Lo m.s
ql/ t t
q qy q q )
+=2=m-m'+=m-¢ —a -e-s+>e-m' +e-e
t t t t
t
—i——(qla m -s+a-e s—i—@a/ m-s+a - e-s)
ql/ t t
+60+61'S+62'52
t ,
:—(%qé m’ + me—i—qtem—i—e e)
+eg €St ey- s
_ 4 q l 2
=m-m'+—=m-e' +e-m'+—e-€ +e+e -5+e-s
t ql/ ql/

The remaining noise in the phase of C'is thus: %m-e’—&—e-m’—kﬁe-e’—i—eo—i—el -st€q°82.
Let us remark that ¢; and ¢,/ are two prime of approximately the same size, we will

thus approximate - by 1, leading to a noise of me’ +em’ + qt?ee’ +egter - s+ey- st
We now study the variance of the coefficients of this noise. Let ¢ € [0;n — 1],
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t
Var[(m-e’—i—e-m'—l—fe-e’+€0+el~s—|—62-52) }
qr |é

= Var[(m . e’)‘i] + Var[(e . m/)‘i] + Var[(qil/e . 6/)\1}

+ Var[(eo)‘i] +Var[(e; - 5) | + Var[(ey - %) ]

t2—1,+ t?2—1 N t2 ’+1+ 1 N 1V[2]

=N v n v n—vv - n—v n—_—var|s-

12 12 @ 1277127 12 I
t2 2

t 1
~ ) + naz v + (14 o, +nVarls® )

Since polynomials are modulo X™ + 1 we have

7 n—1

2

s \i_E SkSi—k — E SkSn+i—k
k=0

k=i+1

Remark: since n = 2* in general, then i = 1[2] implies that there is no square in this

product. In that case:
2

Var[s® ;] = nv}
Otherwise, if ¢ = 0[2], then there is exactly two squares involved in the sum. We thus
have:

Var[s? ;] = (n — 2)v] + Varss *] + Vars nzi ?]

In the case of a ternary uniform distribution: Var[s; 5, *] = Var(s, i 2] = 2 and
2
v? = (2)" = 5. Thus, nv? is a valid upper bound for Var[s® ;] whatever the parity of

i.
This leads to the following upper bound for the variance of coefficients in m - e’ +

e~m’+$e~e’+eo+el-s+62-52:
t2 t2 1
%(v—&—v’) —I—nq—l%m)’ + E(l—knvs + n?v?)

13.3.2 Worst case calculations

We analyze here the variance of the noise after the multiplication of two ciphertexts
c and ¢’ with non independant noises. Let v (resp v”) be the variance in each coeffi-
cient of noise e of ciphertext c (resp. €’ of ciphertext ¢’) We recal that the noise after
multiplication is : m - €’ +e-m’ + ﬁe € tegte s tey st

We first analyze the variance of the coefficients of the polynomial ee’. We will use
the following inequalities for this purpose.

Cov(X,Y) < +/Var(X)Var(Y) (15)
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n—1 n—1 n—1
Var(z X,) = ZVar(Xi) + Z Cov(X;, X))

=0 =0 ',_;:_0

i#j

n—1 n—1
< z;Var(Xi) + .ZO \/ Var(X;) Var(X)
i= INES

i#j

(16)

Var(XY') < 2Var(X)?Var(Y)? 17
W.l.0.g. we analyze the coefficientn — 1 of ¢ - €.
n—1

Var((e-€'),_1) = VM(Z 6\16\/”—1—1‘)

=0

n—1 n—1

< ZVar(e‘ie‘/nflfi) + Z \/Var(e‘ie"nilﬂ.)Var(e|je"n717j)
i=0 i,j=0
i#]

n—1
< ) 2Var(e,)*Var(e|, , ,)?
=0

n—1
+ ‘ZO \/4Var(e|i)2Var(e"n71ﬂ.)2Var(e‘j)2Var(e|’n717j)2

ij=

i+j

n—1
= 200?02 +2 ) Var(e);)Var(e], _, ;)Var(e;)Var(e], , )
4,j=0
i)
n—1
= 2nv*v'? 4 2 Z Var(e;) Var(e[,_, ;) Var(e;)Var(e[, ; ;)
4,j=0
1#]
n—1
= 2nv*v'? 4 2 Z v2’?
4,j=0
1#]
= 2nv%0'? 4 2n(n — 1)v?v’?
= 2n?v?%’?
(18)

Remark 5 In [8], polynomials v and v’ are used to denote the noise in ciphertexts par-
tialy decrypted (before the rounding operation). The link between these polynomials
and the noise polynomials e and e’ in the cipehrtexts before decryption is given by:
v = qile and v = ie’. In order to avoid confusion between variances and these terms
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v and v’, we will rename them z and z’. Thus z = qi’le and 2’ = qie/, which leads to
L/
the following formula.

ﬂi%@mamn+w+ww®ﬂ%+”

Var(zmul(Ql>\¢) <

+2¢wu»wm@ﬂn+nﬂ%+w)+W(@w30

t2n2v, t t
= S (Var( e T + 1)+ Var( ) STy + 1)
q qy

+ 2\/Var(tei)Var(te’i)f(T1 AT+ 1))

q qr

—i—Var((ie . ie/)‘i)

q qr
t2n2v, (2 t? ,
-0 (quVar(ei)f(Tl +1)+ q—l%Var(e‘i)f(TQ +1) (19)

l

+ 2\/22Var(e|i);zvar(e/i)f(T1 + D f(T, + 1>>
2

2 42

t°t
+ ——Var( e-e 2)
i qp ()
t?n2u_ [t t2
=5 ﬁVar(e‘Z)f(Tl + 1) + Tvar(e‘/)f(TQ + 1)
12 \¢ aj '
t t ,
+ 2——\/Var(e‘i)Var(€‘i)f(T1 + ) f(Ty + 1))
q, qy
2 42
+ = Var( e-¢e i)

Remark 6 The quantity zmul(ql)li is the value of the noise rescaled in the plaintext
space. In our case, we are interested in the noise in the ciphertext space, thus (e,,,,,;); =

a 4 : 1
TLZmul (ql)ﬁ' We can equivalently write Z'mul(ql)\i - 5(677Lul>\i

Combining the previous remark E and inequality (@), we have:

t t2n2v, (2 t2 ,
Var( = (eyu0)i) < —57= ( = Var(ep) f(Ty + 1) + = Var(e]) f(T, + 1)
Q 12 \q 4

+ Qq%qil/\/Var(e\i)Var(e"i)f(Tl + 1) f(T, + 1)>
2 t2 /
+ qul%var((e .e )\z)
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and thus

t2 2

q w
+ Zq—lq—l/\/VaI ej;) Var(e ‘Z>f(T1 + 1) f(T5 + 1)>
2 42
A G0
rewritten
202y ql t?

Var((ep)ys) <~ (Var<e|i>f<T1 H1) 4 g V() S0+ 1)

p
+ Qt—Qq—lq—l/\/Var ej) Var(e,) f(Ty + 1) f(Ty + 1)>

2 42 42
qp t° t
togg (e n)

- tzflz;vs (Var(€|i)f(T1 +1)+ (ql/) Var(ef,) f(T, +1)
(Jz/ \/Vaf e;)Var(el,) f(Ty + 1) f(T, + 1))

+ ;;Var((e )

~ t2ﬁvs (Var(ei)f(T1 +1) + Var(e[ ) f(Ty + 1)

+ 2\/Vaf e;)Var(el;) f(Ty + 1) f(T, + 1)) + ;2 var((

Applying inequality (@) finally gives:

2,2
Var( (e ) < (v ST+ 1) + 0 f(Ty +1)

2
+ 2/ f(T, + 1) f(T, + 1)) + —2n?v?v’?
q;

t2nv, (12 t ,
7Var(( mm)\i) < 12 (qlzvaf<€i)f(T1 +1) + — Var(e)) f(T, +

1)

V)

(20)
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13.4 Noise variance induced by relinearization of (triplet-structured)
ciphertexts

Let us recall the elements of the keyswitch. P is an integer greater than ¢ and of approx-
imately the same size.
KSGen®™ (s, 52): o/ «+ U,p, e + X, and set

ks = (v, a/) = ([PSQ —a s+ e’]qP, a/)
Let d = (dy, d;, dy) a ciphertext of size 3 and modulo g¢;. The phase of d is:
¢(d):do+d1'5+d2'52:%m+e

We denote by v (resp. v”) a bound on the variance of coefficients e); of e (resp. e"i of

e’). We also denote by v, the variance of each coefficient of s.

Remark 7 As €’ is a noise picked at random following the distribution used to generate
fresh noises, v’ is the variance of a fresh noise.

The relinearization of d is:

= ([0 o1 )

]

Computing the phase of r gives:

o(r) = dy + [dQJ'Db/J + (dl + [dQI_;a/J) ‘s

dy - b dy-a
=dy + 2P +60+(d1+ 2P +61).s

with ¢; being polynomials with cofficients following U, 11

P-s’—a -s+¢ a
:d()“!‘dg' 2 +€(]+(d1+d2'P+61)'8
a-s € a s
=dyt+dy- (" ==+ plteotdistdy —5 e

dy- €
=d0+d1-s+d2~s2—|—2T+eo+el-s

dy - €’
:%m—i—e—i— 2 ¢

+et+€ s

The noise added by the relinearization is thus:

dy €
P

+€+€ -8
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We now study the variance of the coefficients of this new added noise. Let i € [0;n—1],

dy - €
Var[(z—i-e +e€ s) }
P 0 1 ‘z

= P12 Var |:d2 ‘ 6/} li + Varleg ;] + Vaf{(el : S)\Z}
ng? 1 n

.2 T Y
< - 1 n n
=10 T T

1
= E(n(v’ +v,) + 1)

14 Tllustration of the three parties protocol of section B
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