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Abstract. Succinct non-interactive arguments of knowledge (SNARKSs)
are variants of non-interactive zero-knowledge proofs (NIZKs) in which
complex statements can be proven in a compact way. SNARKSs have had
tremendous impact in several areas of cryptography, including verifiable
computing, blockchains, and anonymous communication. A recurring
concept in many applications is the concept of recursive SNARKs, in
which a proof references a previous proof to show an evolved statement.

In this work, we investigate malleable SNARKS, a generalization of this
concept of recursion. An adaptation of the existing concept of malleable
NIZKs, malleable SNARKSs allow to modify SNARK proofs to show related
statements, but such that such mauled proofs are indistinguishable from
“properly generated” fresh proofs of the related statement. We show how
to instantiate malleable SNARKSs for universal languages and relations,
and give a number of applications: the first post-quantum RCCA-secure
rerandomizable and updatable encryption schemes, a generic construction
of reverse firewalls, and an unlinkable (i.e., computation-hiding) targeted
malleable homomorphic encryption scheme.

Technically, our malleable SNARK construction relies on recursive proofs,
but with a twist: in order to support the strong indistinguishability prop-
erties of mauled and fresh SNARK proofs, we need to allow an unbounded
recursion depth. To still allow for a reasonable notion of extractability
in this setting (and in particular to guarantee that extraction eventually
finishes with a “proper” witness that does not refer to a previous SNARK
proof), we rely on a new and generic computational primitive called ad-
versarial one-way function (AOWF) that may be of independent interest.
We give an AOWF candidate and prove it secure in the random oracle
model.
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1 Introduction

Non-Interactive Zero-Knowledge Proofs. Non-interactive zero-knowledge (NIZK)
proofs [10] allow a prover to generate non-interactive proofs for statements
without revealing the corresponding witnesses. NIZK proofs and arguments® have
found numerous applications, ranging from constructing other cryptographic
primitives (e.g., [5, 59, 64]) to anonymous credential systems (e.g., [3]). While
initial constructions of NIZK proofs or arguments (“NIZKs” in the following) were
feasibility results and only asymptotically efficient, we now know very efficient
NIZKs for restricted sets of languages, e.g., [46]. Furthermore, “SNARKs"" (i.e.,
succinct non-interactive arguments of knowledge [69, 43, 7]) are a particularly
compact and efficient variant of NIZKs, in which the size of the argument is
bounded by some fixed polynomial in the security parameter and is essentially
independent of the exact (polynomial) size of the statement being proved and its
witness.

1.1 Malleable NIZKs

Malleable Non-Interactive Zero-Knowledge. NIZKs can have a number of interest-
ing properties. For instance, they can be proofs or arguments of knowledge [64, 29]
(which means that it is possible to extract witnesses from a successful prover or
proof), or they can satisfy very strong notions of soundness (like non-malleability
or simulation soundness [67], or even simulation extractability [45]). In this work,
we are interested in one particular interesting property of NIZKs: malleability [23,
70]. Malleability denotes the property that a proof 7 for a certain statement X
can be transformed into a proof 7’ for a related statement X’ = T'(X). Of course,
this should only be possible for a restricted class of allowed statement transfor-
mations T'. We also want to hide X, i.e., the fact that 7’ has been produced from
a related proof .

Malleable NIZKs are, e.g., useful in shuffling schemes [23, 24], when a proof
certifies a property of a set of ciphertexts.® Essentially, a malleable NIZK now
allows to rerandomize and reorder the ciphertexts, while adapting the NIZK
proof suitably. (This can be seen as a special case of “incremental” or “updatable”

cryptography [4, 2].)

Malleability As a Form Of Self-Reference. With malleable NIZKs, it is possible
to generate proofs for related statements. A related concept is the notion of a
“recursive NIZK (or SNARK)”, which denotes a new proof that proves knowledge
of an old proof (for a related statement). Recursion is a popular tool in the

5 While proofs do not exist for false statements, arguments for false statements are
only infeasible to find.

" With SNARKSs, we implicitly mean “zero-knowledge SNARKs”, i.e., SNARKSs with
simulatable proofs.

8 That proof could certify, e.g., that the ciphertexts contain a number of encrypted
votes that have been correctly counted.
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construction and usage of SNARKSs [69, 14, 8], in particular because with SNARKs,
proofs do not grow with the depth of the recursion. In fact, recursion can also
be seen as a tool to obtain a form of malleability, in particular when proofs
obtained through recursion and “fresh” proofs look alike. For some applications,

like reverse firewalls, this can be interesting even for the trivial transformation
T(X)=X.

Derivation Privacy. In this work, we are particularly concerned with the concept
of derivation privacy (initially put forward by [23] in the context of malleable
NIZKs). In the context of recursion, derivation privacy requires that proofs that
have been obtained through recursion (i.e., proofs that prove knowledge of a
proof for a related statement) cannot be distinguished from “direct” proofs for
that related statement.

Bounding FExtraction Depth. Derivation privacy and recursive proofs are at odds
with each other. Security of SNARKS requires that you can extract a witness
from a short SNARK proof 7. In case of recursive SNARKs (in which SNARK
proofs may use previous SNARK proofs 7 as witnesses), the extraction procedure
recursively extracts 7’. Every layer of extraction may require another invocation
of the basic SNARK extraction assumption, which may result in an exponential
blowup in extraction time. But even when making strong assumptions about
extraction (such as the existence of a fast extractor with an additive, polynomial,
extraction overhead), we still must make sure that this recursion terminates.
To illustrate, note that for a trivial malleability transformation like X = T'(X)
there is nothing in the above discussion preventing «/ = =. Intuitively, the
language definition according to which we verify proofs therefore needs to involve
a “recursion level” or “modification counter” p ensuring that recursive extraction
terminates after p iterations. But then 7 and n’ would have different recursion
levels and can intuitively be distinguished, violating derivation privacy.

1.2 Our Results

Warmup: a construction with limited derivation privacy. As a warmup, we recall
a simple construction of malleable SNARKSs in which mauled proofs do not
look like fresh proofs. This construction is essentially the same as the SNARK
construction in [24], and captures ideas implicit in previous works on recursive
SNARKs (e.g., [14]). This construction avoids unbounded recursions through an
explicit (and visible) counter in proofs. This counter starts with 0 in fresh proofs
and gets incremented each time a related proof is produced. This construction
guarantees that extraction eventually ends up with a “proper” witness (i.e., one
which does not lead to recursive extraction), but also only satisfies a “leveled”
form of derivation privacy (in which proofs of the same “derivation depth” are
indistinguishable).

New Assumption: Adversarial One- Way Functions. To make progress and achieve
full derivation privacy, we introduce a new computational assumption called
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“adversarial one-way functions (AOWFs)”. Intuitively, an AOWF f cannot be
efficiently inverted “many times in a row” on an adversarially generated image y.
A little simplified, we want that

— for every polynomial ¢ and every adversary .A; that has only a limited amount
of time ¢ to pick an image v,

— there should be a number p(t) (for a fixed polynomial p),

— such that every adversary A5 that gets A;’s state and y as input, has negligible
success in finding a preimage = with fP®)(z) = y.

We also require a technical property called “unlinkability” which we do not discuss
here. Notice that we need to restrict A;’s time in this assumption. Otherwise,
A; could simply pick an arbitrary z, compute y := fP()(z), and leave z as part
of its state for As. Intuitively, the assumption is that this is essentially the only
attack.

It is also helpful to observe that, of course, arbitrarily long chains of f-
evaluations yi,...,y, (with y;41 = f(y;)) exist. However, for every image y
that an adversary comes up with in time ¢, it is infeasible to find such a chain
Y1, .-, Yn with y, =y of length n > p(t). This last characterization will be the
key for our construction of malleable and derivation-private SNARKs.’

We do not know how to achieve the AOWF definition from generic assumptions
(such as, say, the existence of one-way functions). However, we present a plausible
candidate for an AOWF based on hash-functions that we can prove secure in the
random oracle model. The necessary techniques for AOWFs seem also very related
to time-lock puzzles [66], proofs of work [33], and verifiable delay functions [11], in
the sense that we also assume that certain computations (e.g., function inversions)
require a certain amount of time. Our definition is more restrictive, however,
since we allow even an adversarial choice of problem instance (y above), and the
additional property of “unlinkability” we discuss in the technical overview. Both
distinctions are crucial for obtaining derivation-privacy and our applications,
and appear to require stronger (and, in fact, non-falsifiable, see Appendix F)
assumptions.

From AOWFs to malleable SNARKs. For our construction of malleable SNARKSs,
we use AOWFs to bound the depth of any recursive extraction chain. Concretely,
we add a fresh AOWF image y = f(x) (for a freshly chosen preimage x) to any
freshly generated SNARK proof 7 for a statement X. In case we generate a
mauled proof 7’ for a modified statement X’ from a pair (X, 7), however, we
add f(y) (for the image y from 7) to 7’ and use 7’ to prove knowledge of 7. In
other words, every proof carries an AOWF image that is developed (using f)
upon every proof modification. One can think of y as an obfuscated modification
counter, which can be incremented without knowing its value, and which cannot
adversarially be brought to a high value without spending the corresponding
time.

9 We also generalize AOWFs to evaluation chains to graphs, which will be crucial for
one of our applications.



Malleable SNARKSs and Their Applications 5

When recursively extracting from a given proof 7, this means we also extract
(step by step) a chain y1, ..., y, of f-images as above. By our AOWF assumption,
the length of this chain is bounded by a polynomial p(t) (where ¢ is the time
it took to produce 7). Hence, extraction must terminate at some point with a
“proper” witness.

Applications of malleable SNARKs. Our notion of malleable SNARKSs has a
number of applications. In particular, we show that malleable SNARKSs imply
the following:

Reverse Firewalls. The first reverse firewall (RF) [57] for NIZKs or SNARKSs;
this improves over a previous result by Ganesh, Magri and Venturi [40] who
gave RFs for interactive proof systems supporting only a restricted class of
“malleable X-protocols”. An RF for a SNARK is an untrusted external entity
that sits between the prover and the verifier, and that sanitizes the proof
produced by the prover by eliminating any subliminal channel due to the fact
that the prover’s machine has been subverted (in an undetectable manner).

Rerandomizable Public-Key Encryption. We also use malleable SNARKSs
to give the first generic construction (and in particular the first one based on
post-quantum assumptions) of rerandomizable public-key encryption (RPKE)
schemes that are secure in a chosen-ciphertext sense (i.e., RCCA secure [16,
44]). RPKE schemes are PKE schemes whose ciphertexts can be publicly
rerandomized (such that they look like fresh encryptions of the corresponding
message). RCCA-secure RPKE schemes have numerous applications (in
particular in anonymous communication [44, 63, 61]) and were previously
known to exist based on group-related complexity assumptions (e.g., [44,
63, 37]), but not from post-quantum assumptions. We note that derivation-
privacy of our SNARK is essential in this construction, since it guarantees
that rerandomized ciphertexts appear indistinguishable from fresh ones.

Updatable Encryption. Updatable encryption (UE [13]) is a form of (sym-
metric) encryption that allows to periodically change (or “update”) the used
secret key and the associated ciphertexts using a special “update token”.
In its strongest form, UE enables a form of forward-secure communication
(e.g., [68]) and also has applications in anonymous communication (e.g., [50]).
In this work, we use malleable SNARKS to construct the first rerandomizable
UE scheme that satisfies a strong, chosen-ciphertext UE security notion yield-
ing the first post-quantum secure UE scheme as a special case (answering an
open question posed in prior work [39] in the affirmative). Again, derivation
privacy is critical here for rerandomizability.

Targeted Malleability. Targeted malleability [14] is a property of homomor-
phic encryption schemes that restricts homomorphic computations to a
restricted set of possible computations. [14] already present a SNARK-based
construction of targeted malleable homomorphic encryption, which however
may reveal which (and how many) computations have been performed with
a given ciphertext. Plugging in our malleable SNARK into their construction
yields a targeted malleable homomorphic encryption scheme which does hide
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which computations have been performed (thanks to derivation-privacy). This
has been explicitly stated as an open problem in [14].

1.3 Technical overview

Adversarial OWFs. The core building block of our malleable SNARK construction
is the notion of an adversarial one-way function (AOWF). Recall that in the
simplified version outlined above, an AOWF f satisfies that for every pair of
adversaries (A1, As), and

— for (y,st) < A; computed by .4; in time ¢,
— and for z + Ay(y, st), we have fP(!)(z) = y only negligibly often, where p is
a fixed polynomial.

This AOWF requirement can be viewed as a limitation to quickly produce f-
images that can be inverted many times. Such f-images will serve as “tags”
in SNARK proofs which are developed (by applying f) every time a proof is
referenced in another SNARK proof. The above condition then ensures that
any chain of SNARK proofs generated through recursive extraction is at most
polynomially long.

A simple AOWF candidate (with p(t) = ¢+ 1) is f(z) = H(x) for a hash
function H. This property is in fact easy to prove in the random oracle model,
assuming that a random oracle query to H costs at least one computation step.
However, for our purposes, we will require a slightly different form of AOWF. In
fact, our previously mentioned “derivation privacy” of a SNARK property states
that SNARK proofs 7’ that have been generated by modifying other proofs «
should be indistinguishable from SNARK proofs «’ directly generated from a
witness.

This “derivation privacy” property should (for some of our applications) even
hold when both 7 and 7’ are known. Since f(x) will be part of the corresponding
proof, this means that 7 contains y = f(z) (for some z), and 7’ contains ¢y = f(y)
if and only if 7 was generated from 7. This contradicts derivation privacy, and
in fact eliminates any deterministic function f as a “tag generator”.

We will resolve this with a slightly different AOWF definition that allows for
randomized functions (modeled by functions f that get as input x and random
coins ). The AOWF condition below is essentially the same as above, but adapted
to randomized functions. Formally, we require that for all (A;,.45) and

— for (y,st) < A; computed by .4; in time ¢,
— and for (z,71,...,7p)) ¢ A2(y,st), we have

fp(t)(xvrh cee arp(t)) = f( o f(f(d?,’r‘l),’l”z) s 7Tp(t)) =Y
only negligibly often, where p is a fixed polynomial.

In other words, it is the task of Ay to output the corresponding random coins
used in the p(t) f-evaluations.



Malleable SNARKSs and Their Applications 7

Additionally, we explicitly require unlinkability. This property states that
given an (even adversarially generated) preimage x, the corresponding image
y = f(z,r) (for random, unknown r) looks like a random image y. Unlinkability
implies derivation privacy when AOWF images are used as tags in SNARK proofs.
Furthermore, we show that f(x,r) = H(x,r), a simple randomized variant of the
hash-based deterministic AOWF above is an (unlinkable) AOWF in the random
oracle model.

Generalized AOWFs. AOWFs as informally defined above allow an extraction
“along a path” of preimages x1, 22 := f(x1,71),...,Zn = f(Tpn-1,7n—1) (starting
with x,,). We in fact define (and prove) a more generalized variant of AOWFs
which allow a more flexible extraction. Specifically, we also consider AOWFs with
larger a larger number of (a-)inputs, such that we can express not only paths (as
above), but trees and in fact more general graphs of f-evaluations. Adversarial
one-wayness then requires that As(y,st) (with y, st as above) cannot output a
graph G exceeding size p(t) with preimages x at leaves, and randomness values r
at inner nodes, such that the computation induced by G yields y.

Informally, hence, adversarial one-wayness states that computing the result
of any such a “topological computation” requires a certain amount of time.
Jumping ahead, this translates to SNARKSs in which newly computed SNARKSs
may depend on more than one given SNARK.

Malleable SNARKs. Before we describe our main construction with adversarial
one-way functions, we explain a simpler construction that uses instead a counter
{ counting the number of transformations applied so far. This approach only
requires a SNARK to begin with, and is essentially the one presented in [24]
(and implicit in [14]).1° This construction has two drawbacks that our main
construction will overcome: during set-up, we have to fix a bound B on the
number of transformations that can be applied!!, and the construction only
achieves a weaker, “leveled” form of derivation privacy, where the number of
applied transformations is allowed to leak.

These counters then become part of the SNARK statement. More concretely,
to build a malleable SNARK for an NP relation R and a set of transformations
T we use a SNARK for statements of the format (¢,x) (where ¢ is the counter
and z a purported statement in R). Each transformation T € 7 has the format
T = (T, T,) and has to fulfill (z,w) € R = (Ty(z), T\y(w)) € R. The SNARK
then allows the prover to prove statements of the form:

Either £ = 0 and I know a witness for z, or { € [B] and I know a
transformation (T, Tyw) € T, a statement ' and a SNARK proof ©’ such
that x = T, (2") and 7' is valid proof for the statement (¢ — 1,z").

10 Of course, we do not claim novelty for this counter-based construction. We detail
this construction here to pave the way for our main SNARK construction.

1 This can also be beneficial, for example for lattice-based encryption schemes, each
transformation might increase the noise level of a ciphertext. Bounding the number
of transformations can ensure that a certain noise-level is not exceeded.
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To support the verification of a SNARK in the SNARK language, we need a
fully-succinct SNARK for which the common reference string (CRS) does not
grow with the description size of the SNARK language (since verification requires
the CRS and thus the CRS has to be part of the language description).'?

We can now transform a proof for the statement = to a proof of the statement
T'(z) by generating a new SNARK proof and prove the right-hand side of the
or-language described above. Zero-knowledge and leveled derivation privacy follow
from the zero-knowledge property of the underlying SNARK.

To argue knowledge soundness in the case £ = 0, we can just use the knowledge
soundness property of the SNARK. This guarantees that there exists an extractor
(depending on the adversary) that extracts the witness w from the adversary’s
inputs and random tape. In the case £ > 1, this SNARK extractor will not give us
a witness, but a transformation (T, T,,) and (z/, ') with z = T,(2’). In this case,
we define a new adversary that runs this extractor and outputs ((¢ — 1,2'), '),
which is another valid statement-proof pair for the SNARK. We can then apply
the SNARK extractor to this statement and repeat this process until we end in
the base case £ = 0. If this recursive extraction outputs a witness w’ for z’, we
can output T, (w’) as witness for z. The counter guarantees that this will take at
most B recursions. If B is a constant, we also have the guarantee that all these
extractors run in polynomial time. If we want to allow any bound B polynomial
in the security parameter, we have to assume fast extraction (meaning that the
extractor for an adversary running in time ¢ takes only time ¢ + poly()) for a
polynomial poly independent of the adversary) to avoid an exponential blow-up
in the runtime.

We now come to our main SNARK construction, and show how we can replace
the counters above with an adversarial one-way function to get full derivation
privacy and remove the bound on the number of applicable transformations. For
simplicity, we state this construction with the simplified variant of AOWFs that
only take a single  (and r) as input. In the main body, we however prove a
construction with generalized AOWFs that enables more general transformations
that take several x (and w) as input.

In our (simplified) construction, the SNARK is for statements of the form
(&, z) and allows to prove statements of the form

FEither I know a witness for x, or I know &', r with f(§,r) =& and a
transformation (T, Tyw) € T, a statement ' and a SNARK proof ©' such
that x = T (2") and 7' is valid proof for the statement (£',x').

Initially, £ is sampled uniformly at random. In this setting the Turing machine
verifying the NP-relation for the SNARK also needs its own description. We solve
this without using an unproven, efficient version of the recursion theorem like
previous works do [8].

Zero-knowledge of this construction follows directly from zero-knowledge of
the underlying SNARK. To argue derivation privacy, we additionally need the

12 When we use our construction with counters only for a constant number of levels, we
can also use a separate CRS for every level.
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unlinkability of the AOWF. (Essentially, unlinkability guarantees that the value
£ in a proof does not reveal anything about its preimage £’, and hence proofs do
not reveal anything about the proofs they were potentially derived from.)

We can argue knowledge soundness with a construction analogous to the
one with counters. The adversarial one-wayness guarantees that we reach the
base case after at most p(t) recursions, where ¢ is the run-time of the adversary.
Otherwise, we could use the adversary as first stage for the adversarial one-way
function game. The second stage then runs the first p(t) extractors to obtain the
values (x,r1,... ,rp(t)) to win the game. Here, we have to assume fast extraction
to avoid an exponential blow-up in the runtime.

If the underlying SNARK has simulation extractability, both of our construc-
tions also achieve controlled-malleable simulation extractability, which guarantees
that the adversary can only prove true statements or statements obtained by
applying transformations to statements for which it queried a simulated proof.

Application: Reverse Firewalls. Reverse firewalls were introduced by Mironov
and Stephens-Davidowitz [57] as a method for protecting cryptographic protocols
against subversion attacks. In a subversion attack, an adversary tampers with
the machines of the honest parties and leaks the honest parties’ secrets through
the protocol transcript. A reverse firewall (RF) is an external device that sits
between a party P and the external world in order to “sanitize” the messages
that are sent and received by P. The parties do not trust the firewall (and hence
do not share its secret with the firewall), and while the RF itself cannot create
security, the hope is for the RF to preserve security in the face of subversion.
Roughly, the security properties desired from an RF are: (i) ezfiltration-resistance:
the firewall prevents the machine from leaking any information to the outside
world regardless of how the user’s machine behaves; (ii) security preservation:
the protocol with the firewall is secure even when honest parties’ machines are
tampered. Similar to most prior works in this area, we consider the adversarial
tamperings to be “functionality-maintaining”, such that tampered machines
still maintain the completeness of the protocol (but try to exfiltrate sensitive
information by establishing covert channels).'3

All known constructions of protocols in the RF framework [57, 30, 40, 18,
19, 22, 20, 21] rely on the malleability of the underlying operations in order
for the RF to rerandomize/sanitize the transcript. Thus the existing RFs are
limited to protocols that offer some structure. Therefore, in this work we ask
whether this is inherent to all RF constructions. In other words, can we provide
generic constructions of RFs that do not rely on specific algebraic structures of
the underlying protocols? We answer this in the positive for NIZK proof systems.
The previous works on RF-compatible zero-knowledge protocols [40, 18] exploit
malleability properties of the underlying ZK protocols (the work of [40] relies on
malleable sigma protocols, whereas [18] rely on controlled malleable NIZKs) to
sanitize/rerandomize the ZK protocols.

13 This class of tampering attacks cover most of the practical subversion attacks where
the adversary attempts to stay undetectable.
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In this work, we use our malleable SNARKs (NIZKs) satisfying (strong)
derivation privacy in a straightforward way to construct RF for NIZK argument
systems. In particular, the RF (for the prover) receives a tuple (z,7) from the
prover, where x is a statement and 7 is a purported proof of membership of x in
some language £.'* The RF then uses our malleable NIZK to generate a proof
7’ for the statement: “Either I know a witness for x, or I know a NIZK proof =
such that m is valid proof for the statement x.”*® The RF then outputs the tuple
(z,7’) to the outside world. Additionally, thanks to the (recursive) malleability
of our underlying NIZK, we can let the firewalls be stackable, so that one party
may have arbitrarily many firewalls. Exfiltration-resistance of the prover (against
the verifer) follows from the derivation privacy of our underlying malleable NIZK
which ensures that the resulting proof 7’ for x looks like a fresh (and honestly
generated) proof for the statement .

Application: Rerandomizable Public-Key Encryption. We present a variant of the
Naor—Yung transformation [59, 32] that turns an IND-CPA secure rerandomizable
public-key encryption (PKE) into an IND-RCCA secure one. IND-RCCA security
[16] guarantees indistinguishability of ciphertexts given access to a decryption
oracle that decrypts every ciphertext, but returns a special symbol ¢ when the
message is one of the two messages used for the challenge oracle (m§ or m¥). For
a rerandomizable PKE, we can not provide a more powerful decryption oracle,
since otherwise an adversary can trivially win by submitting a rerandomizable
challenge ciphertext.

The idea of the Naor—Yung transformation is to encrypt each message under
two different public keys and equip them with a simulation sound NIZK that
both ciphertexts encrypt the same message. The reduction can now simulate the
decryption oracle using one of the two secret keys while changing which of the
two challenge messages is encrypted under the other public key.

For a rerandomizable PKE, we replace that NIZK with a malleable NIZK
for the transformations that rerandomize of both ciphertexts. Since a malleable
NIZK cannot be simulation sound (an adversary can apply transformations to
the simulated proofs), we have to argue differently that the decryption oracle can
still be simulated with each of the two secret keys. We use instead the weaker
notion of controlled-malleable simulation soundness. This guarantees that the
adversary can only produce proofs for true statements and statements obtainable
by applying transformations to simulated statements. Our construction exactly
gives controlled malleability. In the context of Naor—Yung, where we use in the
reduction simulated proofs for pairs of ciphertexts where one of them encrypts
mg and the other m7 and all the allowed transformations preserve the message,
we can thus still safely return ¢ whenever we encounter m§ or mj during the
decryption of one of them.

4 Note that the proof need not be generated honestly. However, it must be that the proof
7 verifies with respect to x if x € £ (since the tampering is functionality-maintaining).
!5 Note that, in this case the transformation (T, T.) is the identity transformation.



Malleable SNARKSs and Their Applications 11

Furthermore, we have to show that a transformed NIZK is indistinguish-
able from a freshly generated NIZK to guarantee that our PKE scheme is still
rerandomizable. On a high level, this follows from the derivation privacy of the
malleable NIZK. However, this holds only computationally and, as far as we are
aware, previous works only considered statistical rerandomizablity. We propose
a game-based definition of rerandomizablity and show that our construction
satisfies it.

A similar result has been shown in [23]. However, they use a variant of
Naor—Yung that requires a NIZK proof of knowledge (NIZKPoK) which makes
it incompatible with our SNARK-based construction. Our SNARK-based con-
struction only achieves a “white-box extractability” notion, where the extractor
depends on the adversary and extracts a witness from the adversary’s random
tape. The Naor—Yung transformation used in [23] however requires a universal
extractor that extracts the witness from the proof using a trapdoor for the
CRS. This allows to answer many decryption queries during the game. The
SNARK-style extraction does not allow this. One can not nest the extractors
arbitrary often, since our malleable SNARK does not have the fast-extraction
property described above even if the underlying SNARK has it. So we cannot
simply plug our SNARK into [23]. Even more so because [23] does not show that
the resulting scheme is still rerandomizable. On the other hand, the result of
[23] is more general for controlled-malleable CCA security, which captures for
example CCA-security variants for homomorphic encryption. We believe that
our approach can also be generalized in this way.

Application: Updatable Encryption. Updatable encryption (UE), first defined
in [13], is a symmetric primitive that allows rotating secret keys and updating
ciphertexts in a discrete-epoch-based fashion. More concretely, during the rotation
of a key in epoch e, a fresh key and a so-called update token are generated for
epoch e + 1 while the epoch-e key is discarded. The update token can be used
to update existing (e.g., outsourced) ciphertexts under the epoch-e key to valid
ciphertexts under the rotated key in epoch e 4+ 1. UE has several applications,
particularly, in the realm of cloud storage and anonymous routing.

A rich body of UE constructions is known from the literature where UE
schemes can be either ciphertext-dependent [13, 35, 12, 26, 25] or ciphertext-
independent [51, 49, 15, 47, 52, 36, 60, 39, 56, 68, 55]. Latter schemes are the
most versatile ones where during the key rotation no access to any ciphertext
parts is required.'®

Moreover, ciphertext updates can be deterministic or randomized. UE schemes
with randomized updates yield strong security properties, but are significantly
harder to prove secure. This circumstance resulted in only one known randomized-
update scheme which is secure under chosen-ciphertext attacks [49], but only
against rather weak adversaries that are not allowed to query certain update
tokens.

16 Tn practice, such a feature plays a significant role [48].
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The currently strongest models with randomized updates allowing the adver-
sary to query almost all update tokens [60, 39, 56, 68] allow the construction
of UE schemes that are secure under chosen-plaintext attacks. A recent work
[68] enhanced the common epoch-based UE security models with so-called expiry
epochs, allowing that forward security can be achieved in UE and potentially all
tokens can be leaked to an adversary. (The security model in [68] implies the
randomized model used in [60, 39, 56] by setting the expiry epoch to a global fixed
constant 2* for security parameter \; loosely speaking, it means that ciphertexts
never expire.) However, stronger security in terms of indistinguishably under
randomized chosen-ciphertext attacks was left unaddressed until now.

In this work, we give the first randomized UE scheme under chosen-ciphertext
attacks by combining the CPA-secure construction from [68] with our malleable
NIZK approach via the Naor—Yung paradigm. As a byproduct, this yields the
first post-quantum RCCA-secure UE scheme under randomized updates from
the learning-with-errors (LWE) assumptions; i.e., when the CPA scheme in the
above transformation is instantiated with the LWE-based schemes from [60, 39]
and the expiry epoch is set to 2*. This answers an open question posed in [39] in
the affirmative.

Concretely, in the vein of Naor—Yung, we generate two independent initial
keys Kj 1,Ki 2 and a CRS crs using the key and CRS generation algorithms of
the UE and of the malleable NIZK schemes, respectively. The keys in epoch e
are rotated independently to the next epoch e + 1 (via key rotation of the UE
scheme) while the CRS stays constant.

Encryption in epoch e generates a ciphertext under a message m for each
key together with a proof from the malleable NIZK which shows that the same
message is encrypted in both ciphertexts. The ciphertext update runs the update
algorithms of the UE scheme on the respective token-ciphertext pair as well as
the proof evaluation showing that those ciphertexts are updated correctly. The
updated ciphertexts with the proof are returned and yield a valid ciphertext in
epoch e + 1. Decryption verifies if and only if the ciphertexts under the keys and
the proof are consistent and returns the message m.

The security proof is mostly similar to the proof of the randomized PKE and,
eventually, we arrive at a UE scheme with the desired properties.

Application: Targeted Malleable Homomorphic Encryption. It is well-known that
a homomorphic (public-key) encryption (HE) cannot achieve IND-CCA security.
However, the weaker IND-CCA1 security notion which only gives the adversary a
decryption oracle before the challenge query is known to be insufficient for many
applications [38, 53]. The first work that introduces a security notion beyond
IND-CCA1 that is achievable for HE was [62] with the notion of HCCA security.
Their notion is unfortunately unachievable for non-unary functionalities (like
addition or multiplication of encrypted values). Another notion called targeted
non-malleability (TNM-CPA or TNM-CCAL1) was introduced in [14]. Furthermore,
[1] introduce the notion of FuncCPA security, however that notion seems fairly
weak and is not even known to imply IND-CCA1 security. Finally, [23] introduce
CM-CCA security and [54] introduce IND-vCCA (and TNM-vCCA) security,
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which are stronger than HCCA security, and thus also not achievable for non-
unary functionalities.

In this work, we thus consider the notion TNM-CCA1 of [14], which is the
strongest known notion that is achievable for general HE. We give a generic
conversion of any IND-CPA secure HE for function class F to a TNM-CCA1
secure HE for any function class 7/ C F by applying the Naor—Yung paradigm
with our malleable NIZK construction. In contrast to [14], who propose a similar
construction, our construction preserves unlinkability [62], due to the derivation-
privacy of our malleable SNARK construction. This solves an open problem of
[14], who also give applications of targeted non-malleable HE, for example voting
systems based on homomorphic encryption like [28].

We uncover several flaws in the approach of [14], one of them requires an
additional assumption about extractability in the presence of auxiliary input
both in their and our work. As shown in [9], such a notion is not achievable for
arbitrary auxiliary input, which makes our construction non-generic. For our
transformation, the auxiliary input has to store a public key and a ciphertext of
the underlying HE scheme. One approach to build a fully generic transformation
for targeted malleable HE is to construct a SNARK for bounded auxiliary input
(where the parameters of the SNARK can depend on the size of the auxiliary
input), which is not ruled out by the result in [9]. However, we are not aware of
any SNARK candidate for this security notion.

Applying the Naor—Yung transform to homomorphic encryption using recur-
sive SNARK was also studied in [17]. However, this work only gives a proof sketch
that ignores the challenges that arise with the recursive usage of SNARKs.

2 Preliminaries

Notation. For an NP relation R we use L := {z | Jw : (x,w) € R} to denote
the language associated to R. We assume without loss of generality e ¢ Lz to
avoid problems with the notion of polynomial runtime for the empty statement.

We use Ny for the set of natural numbers with zero and Ny for the set of
natural numbers without zero. For n € Ny we use [n] := {1,...,n}.

We use z <& S to denote the process of sampling an element z from a set S
uniformly at random. For a (probabilistic) algorithm A we write x L A(b;r) to
denote the random variable x output by A on input b with random coins r and
the runtime t that A(b) used for this process. When the exact runtime is not
relevant, we omit t. We omit r, if independent uniformly random coins are used.
Furthermore Time4(\) denotes the worst-case running time of A on inputs of
length .

We write (a,...,b,_,c,...,d) € S as shorthand for 3z.(a,...,b,z,c,...,
d)eS.

Definition 1 (Non-interactive argument system). A non-interactive ar-
gument system I for an NP relation R consists of the following three PPT
algorithms:
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— CRSGen inputs the unary encoded security parameter 1 and outputs a com-
mon reference string crs. We assume without loss of generality that crs contains
A

— Prove inputs the CRS crs, a statement x and witness w and outputs an
argument .

— Verify is deterministic and inputs the CRS crs, a statement x and an argument
m and outputs a bit.

Every non-interactive argument system should satisfy the following two
properties:

Definition 2 (Completeness). A non-interactive argument system IT = (CRSGen,
Prove, Verify) for NP relation R is complete if for all (x,w) € R, for crs +
CRSGen(1*), 7 < Prove(crs, z, w)

Pr{Verify(crs, z, ) = 1] > 1 — negl(})

for a negligible function negl. The probability is taken over the random coins of
CRSGen, Prove, and Verify.

Definition 3 (Soundness). A non-interactive argument system II = (CRSGen,
Prove, Verify) for NP relation R is sound if for all PPT adversaries A, for
crs + CRSGen(1*) and (z,7) < A(crs)

Pr[Verify(crs,z,m) = 1 Ax ¢ Lr] < negl(})

for a negligible function negl. The probability is taken over the random coins of

CRSGen, A, and Verify.

A argument system that satisfies the following definition additionally is called
a non-interactive zero-knowledge argument system (NIZK).

Definition 4 (Zero knowledge). A non-interactive argument system II =
(CRSGen, Prove, Verify) for NP relation R is zero-knowledge for NP relation R
if there exists a PPT simulator S = (S1,S2) such that for every PPT adversary
A we have

Advi'f’n()\) = Pr[Expi'fyH()\) =1]— % < negl(\)

for a negligible function negl where the experiment is defined in Figure 1.

2.1 SNARKs

For SNARGs and SNARKSs we fix the NP relation to be the universal relation

Ry = {((M,z,t),w) | M describes a Turing machine accepting the input

(z,w) in time at most ¢.}
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EXpiX,H:(CRSGen,Prove,Verify) ()‘) PROVE($7 ’LU)Z

b {0,1} if (z,w) ¢ R then return L
if b =0 then if b =0 then

| crs + CRSGen(1%) | return Prove(crs, z, w)

else else

|(crs, td) « Si(1*) | return S3(crs, td, x)

b/ — API{OV’E(-,-)(1A7ch)

return b — b’

Fig. 1. The zero-knowledge experiment for a NIZK for NP relation R.

A fully-succinct non-interactive argument (SNARG) is a non-interactive
argument system which satisfies the following succinctness property. We only
give a definition of fully-succinct SNARGs, where “full” refers to the fact that
the CRS is generated without specifying a bound on the time ¢ and therefore also
the size of the CRS is a fixed polynomial in A.!” The prover gets the time bound
t in unary encoding to allow it to run in time polynomial in ¢, while the verifier
gets it in binary encoding, so that it runs at most polylogarithmically in ¢.

Definition 5 (Full succinctness). A non-interactive argument system II for
the NP relation Ry is fully-succinct if for all crs in the image of CRSGen(1%), all
(M, z,t),w) € Ry and all arguments 7 in the image of Prove(crs, (M, z,1%), w)
we have || < poly(X) for a polynomial poly. Here |r| denotes the bit-length of 7.

A SNARG that satisfies zero-knowledge is called a zk-SNARG. A succinct
non-interactive argument of knowledge (SNARK) is a SNARG that satisfies the
following extractability requirement.

Definition 6 (Simulation extractable). A proof system II is simulation
extractable if for every PPT adversary A there exists a PPT extractor £ such
that

Adviie 1 (A) == !Pr[ExpjﬁaH(}\) = 1]‘ < negl(\)

for a negligible function negl where the experiment is defined in Figure 2.

We say that a SNARK has fast extraction if the simulation extractability
property holds with the additional restriction that Timeg(\) < Time4(A) + poly(X)
holds for a polynomial poly independent of A. We then say that £ is a fast
extractor and Il provides fast extraction.

A concurrent work by Cheng and Goyal [27] shows that SNARKs with fast
extraction are useful to boost SNARKSs with non-trivial succinctness to SNARKSs
with full succinctness.

17 SNARGs where a polynomial bound on the time has to be fixed for the CRS generation
are called preprocessing SNARGs, but they are not sufficient for our constructions.
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Expje,g,H:(CRSGen,Prove,Verify)(A): M

Qsim = @ T < SZ(CI'S7 td,.’L‘)

(crs, td) + S1(17) Qsim := Qsim U {(z, )}
(z,7) + APROVEC) (12 crs; 1) return 7

w <+ E(1, crs, Qsim, T)
if (z,_) € Qsm V (z,w) € R then
| return 0

else
Lreturn 1

Fig. 2. The simulation extractability experiment for a zk-SNARK IT = (CRSGen, Prove,
Verify) for NP-relation R with zero-knowledge simulator S = (S, S2).

2.2 Malleable NIZKs
We recall the definition of Malleable NIZKs [23].

Definition 7 (Admissible Transformation). We say that an n-ary transfor-
mation T = (T, Ty) is admissible for an NP relation R if

Vie{l,....,n}: (z;,w;) € R= (Tp(x1,...,20n), Tw(wi,...,wy)) ER,

T, and T, are efficiently computable and for all statements x1,...,x, we have
IT| + |21 + -+ + |2n] < poly(|Te (21, ..., 7,)|) for a fized polynomial poly.'8

We say that a set of transformations T is allowable for R if every T € T is
admissible for R and membership in T is efficiently decidable.

Definition 8 (Malleable argument system). An argument system II =
(CRSGen, Prove, Verify) for R is malleable for an allowable set of transformations
T if there is a PPT algorithm ZKEval that inputs the CRS crs, an n-ary trans-
formation T = (T, Ty) € T and n statements with corresponding arguments
(@i, Ti)1<i<n and outputs an argument © for Ty(x1,...,xy).

For completeness, we additionally require that for all T = (T, Ty) € T and
all (z;,7)1<i<n, for crs CRSGen(1?)

Pr[Vi € [n] : Verify(crs, z;, m;) =1
A Verify(crs, Ty (1, . . ., ), ZKEval(crs, T, (24, 7 )1<i<n)) = 0] < negl())

for a negligible function negl. The probability is taken over the random coins of
CRSGen, ZKEval, and Verify.

A malleable NIZK obtained via applying a transformation should also hide
the input statements (and proofs) of the transformation. The work [23] introduces
two security notions for this:

18 The last property is necessary to ensure that all our algorithms run in polynomial
time in their input.



Malleable SNARKSs and Their Applications 17

Expf\?ﬂ:(CRSGen,Prove,Verify) (A):

b <+ {0,1}

(crs, td) < S1(1%)

(st, (zi, i) 1<i<n, T = (To, Tw)) < Az (crs)
if 34 € [n] : Verify(crs, z;, m;) 20 then
|return b’ < {0, 1}

if b =0 then
| 7+ Sa(ers,td, To (21, ..., %n))
else

| 7 < ZKEval(crs, T, (x4, i) 1<i<n)
b’ Ax(st, )

(Y
return b = b

Fig. 3. The relaxed derivation privacy experiment for a NIZK.

— “Derivation privacy” guarantees this for true statements: In the game the
adversary has to provide a transformation and the input statements with
witnesses and proofs. The adversary wins if it can distinguish the output of
ZKEval from a freshly generated proof for the same statement.

— “Strong derivation privacy” guarantees this also for (possibly false) statements
with a simulated proof: The adversary gets access to the zero-knowledge
trapdoor and does not have to provide a witness for the statements. The
adversary wins if it can distinguish the output of ZKEval from a simulated
proof for the same statement.

The version of derivation privacy we consider is similar to the strong derivation
privacy of [23], but weakened in one aspect: The adversary does not get the
trapdoor to the CRS.

Definition 9 (Relaxed derivation privacy). A malleable NIZK IT = (CRSGen,
Prove, Verify, ZKEval) with associated simulator S = (S1,S2) is relaxed derivation
private if for every PPT adversary A = (A1, As) we have

1
Adv:gf’n()\) = Pr[Expjf’H()\) =1]— 3 < negl(\)

for a negligible function negl where the experiment is defined in Figure 3.

We also provide a definition of controlled-malleable simulation extractability
for malleable NIZKs. This differs from definition provided by [23] in two points:

— The definition by [23] is only for the special case where T consists only of
unary transformations and (7, 0) is a monoid (where o is the composition
operator (T, Ty) o (T2, T)) == (Ty o T), T}y 0 T},)). Ours is more general for
arbitrary sets of admissible transformations.

— The definition of [23] guarantees a universal extractor that takes an extraction
trapdoor for the CRS. Our definition guarantees an extractor depending on
the adversary that extracts using the randomness and inputs of the adversary.
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For a malleable NIZK where R is non-trivial (L% is not decidable in polynomial
time) and T # () and T # {id} (where id is the identity function) we can not
hope to achieve the standard definition of simulation extractability, since the
adversary can always ask for a simulated proof and then apply a transformation
to it. Our definition captures this by relaxing the requirements on the extractor.
The extractor does not have to provide a witness for the statement proven by
the adversary. Instead, if suffices if the extractor provides an “explanation” of
the statement where

— simulated statements require no explanation,

— a witness for the statement is an explanation, or

— a transformation that obtains the statement from other explainable statements

(without introducing any circularities) is an explanation.

Definition 10 (Controlled-malleable simulation extractability). A mal-
leable non-interactive zero-knowledge argument system IT = (CRSGen, Prove,
Verify) for an NP relation R and an admissible set of transformations T is
controlled-malleable simulation extractable if for every PPT adversary A there
exists a PPT extractor £ such that

Adv%'gsffj(/\) = |Pr[Exp%'§ffj(/\) = 1]| < negl(\)

for a negligible function negl where the experiment is defined in Figure 4.

Expj-::‘:s,s%:(CRSGen,Prove,Verify) (A) checkEpranation(m, E)
Qsim =10 if (z,_) € Qsim then
(crs,td) < S1(17Y) Lreturn 1
(z, ) « ATFOEO) (1) crs; r) if Jw: (z,w) € EA (z,w) € R then
E « £(1*,crs, Qsim, ) -Lreturn 1 ‘
if checkExplanation(z, E) = 1 then if 37 = (T, Tw), 2155 20 (2, (T, 21,
| return 0 ...,Tn)) € E then
else ifTeTAx=T(z1,...,2,) then
Lreturn 1 E' := E\{(z,w) € E}
return A\ | checkExplanation(z;, E')
PROVE(2):

return 0
m < Sa(crs, td, x)

Qsim = Qsim U {(l‘,ﬂ')}

return 7

Fig. 4. The simulation extractability experiment for a malleable NIZK IT = (CRSGen,
Prove, Verify) for NP-relation R and set of transformations 7 with zero-knowledge
simulator S = (51, S2).

Definition 11 (Controlled-malleable simulation soundness). A malleable
non-interactive zero-knowledge argument system IT = (CRSGen, Prove, Verify) for
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an NP relation R and an admissible set of transformations T s controlled-
malleable simulation sound if for every PPT adversary A

AV (A) = !Pr[Expr}ﬁ(/\) = 1]‘ < negl(\)

for a negligible function negl where the experiment is defined in Figure 5.

Expfér\rtg,sH:(CRSGen,Prove,Verify) ()‘) : M

Qsim =0 m  Sa(crs, td, z)

(crs, td) < S1(17) Qsim = Qsim U {(z,m)}
(337 71') — APROVE(-)(1>\7 crs; T’) return T

return Verify(crs, z, ) Zine ¢ L

Fig. 5. The simulation soundness experiment for a malleable NIZK I = (CRSGen,
Prove, Verify) for NP-relation R and set of transformations 7 with zero-knowledge
simulator S = (S, S2).

Lo=A{z|(z, ) eRV (2, )€ Qsim}

Fori € No: L}, = {To(21,....x0) | (T, ) €T Ay, € | J L}
=0

L= Uﬁf

i=0

Lemma 1. If IT is a controlled-malleable simulation extractability malleable
NIZK, it is also controlled-malleable simulation sound.

Proof. Let A be an adversary against the controlled-malleable simulation sound-
ness of IT. Whenever A wins it outputs (x,7) with Verify(crs,z,7) = 1 and
x ¢ L*. The latter implies that there does not exist a valid explanation for the
statement z, and thus no extractor £ can extract such an explanation. Thus A
also wins the controlled-malleable simulation extractability game. a

3 Construction without counters

Here we give a construction of a malleable NIZK that achieves derivation privacy
for any NP-relation R and any allowable set of transformations 7 for R. The
construction uses zk-SNARKs for NP with fast extraction and a new, strong
type of one-way functions that is hard to invert on adversarially chosen inputs.
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3.1 Adversarial one-way functions

A family F = {f) : Xx = I }ren of one-way functions satisfies that each f is
PPT computable but it is hard for a PPT adversary to find a preimage of given
image y. This image y is sampled as f)(z) for z <+ X)\. We now want to modify
this definition by allowing the adversary to choose y. Of course, it then becomes
easy for an adversary to find a preimage: The adversary can pick any x € X,
and output y := fy(z) together with z as preimage. To make this definition
achievable, we ask the adversary to invert the function f) many times, concretely,
p(t) times, where p is a polynomial and ¢ is the time it took the adversary to
output y. To avoid that a (non-uniform) adversary wins the game trivially by
having hardcoded values x,y where y = f\’(t) () and ¢ is the time it takes A; to
output y, we have a setup algorithm that generates public parameters pp that
describe the function.

To achieve malleable NIZKs for transformations with arity n > 1, we have to
generalize the AOWFs to multiple inputs. The goal of the adversary is then to
output a graph, where at each node the incoming edges are ordered and each
node has label that corresponds to the AOWF applied to all its inputs (in the
given order). Moreover, there should exist a single node without any outgoing
edges (the sink) labeled y and every node should have a path to this sink. The
adversary wins if this graph has a cycle or more than p(t) distinct nodes. Note
that when restricting to arity 1, this is equivalent to the previously sketched
definition.

We also give our adversarial one-way function an additional random input.
This allows us to achieve a second property that we need for our construction
that we call unlinkability. Informally speaking, this guarantees us that the output
of the adversarial one-way function looks like a fresh sample, even given the input
(but not the randomness).

Definition 12 (Adversarial one-way function generator). An adversarial
one-way function (AOWF) generator AOWFGen inputs 1* and outputs public
parameters pp describing sets Xy, and Rpp from which we can draw efficiently
uniformly random samples and an efficiently computable function fup @ X7, ¥
Rpp — Xpp (the AOWF).

Definition 13. An explanation of y for the AOWF fo, : X5, X Rpp — Xy 45 @

directed graph G = (V, E), where each node has a main label in X,, and either

1. no parents (i.e., in-degree 0) or

2. at least one parent and auxiliary labels that describe a total order of the
parents and a value r € Ryp such that y = fop(z1,...,20,7), where y is the
main label of this node and x1,...,x, are the parent’s main labels in the
specified order.

Moreover, the graph has to have exactly one node without children and this node’s

main label has to be y. Finally, every node should have a path to the unique

child-free node. We write validyy (G, y) for the event that G is an explanation for

y satisfying these requirements.
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We say that an explanation G = (V, E) is good for parameter s, denoted by
good,, (G, s), if
1. G is acyclic*® and
2. G has strictly less than s nodes with disjoint main labels.

Definition 14 (Adversarial one-wayness). An AOWF generator AOWFGen
is adversarially one-way if there exists a polynomial p such that for every two-stage
PPT adversary A = (A1, A3)

Prlvalidp, (G, y) A ~good,,, (G, p(t))] < negl())

for a negligible function negl where the probability is taken over pp <~ AOWFGen(1?),
(y,st) L A1 (12, pp), and G + As(y,st). Here t is the runtime of Ay (1, pp).

Note that the polynomial p has to satisfy p(t) > t/ty for all t, where t; is
the time it takes to sample r <> Ry, and to evaluate the function fy,, because
otherwise there is a trivial attack: A; (1%, pp) can take any z € Xyp, 71, . . . Tp(t) €
R and compute and output y := ,fét) (z) and st := (x,71,...,7p)). The second
stage then simply outputs the graph with root node vy with label  and nodes v;
with label x; := fpp(2;—1,7;) and auxiliary label r;. This graph has either p(t)
distinct labels, or two nodes with the same label. In the latter case it can be
easily turned into an explanation graph with a cycle.

We can turn this idea into an impossibility result (under a mild additional
assumption) showing that adversarial one-way functions cannot be built from
falsifiable assumptions in a black-box way. The proof uses that a black-box
reduction cannot “see” the run-time of an adversary. We refer the reader to
Appendix F for more details.

Definition 15 (Collision-resistance). An AOWF generator AOWFGen is collision-
resistance if for every PPT adversary A

Pr(fop(T1, ..y @nym) = fop(@], -, 7"))] < negl(N)

for a negligible function negl, where the probability is taken over pp +— AOWFGen(1*)
and (1, ..., T, ry 2y, . 20, r") < A(pp).

Definition 16 (Unlinkability). An AOWF generator AOWFGen s unlinkable
if for every two-stage PPT adversary A = (A, As)
Advxrgi\?\/kFGen,B()‘) = Pr[AZ(Ila ceey Iy Sta fpp(xh ceey Iy T)) = 1]
— Pr[As(x1,. .., 2, st,y) = 1] < negl(})
for a negligible function negl where the probability is taken over pp <— AOWFGen(1*),
(T1,...,2n,st) A (1%, pp), 7 <& Rpp, and y <& Xpp.

19 We count loops as cycles.
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Hash function instantiation. We next provide a candidate constructions of
adversarial one-way function generators. The first heuristic candidate is to use a
cryptographic hash function, like SHA-3 (Keccak), that is designed to behave like
a random function in many ways. To justify this, we prove that a random oracle
is adversarial one-way and unlinkable. Note that we can not use a random oracle
in place of an adversarial one-way function in our Malleable NIZK construction,
because we need to use this function inside the SNARK language.

Theorem 1. In the ROM, where the adversary gets oracle access to a random
function fy : {0,1}* — {0,1}*, the random oracle is adversarial one-way for
Xop = Rpp = {0, 1}, collision-resistant and unlinkable.

Proof. We first prove adversarial one-wayness. Therefore, we use the polynomial
p(X)=X/A+2.

In an explanation graph G = (V, E) each non-root node v’s main label is the
ROM output when inputting the main label of the parent nodes and the string
r contained in the auxiliary label. We call this the ROM query corresponding
to v. We assume without loss of generality that A, makes all the ROM queries
corresponding to a node of the explanation graph. We assume that performing a
random oracle query on input length n takes at least n time steps.

Let S; be the set of all z for which there are j,n € Ny, j <n, z1,...,7;-1,
Tjt1,---,Tn, 7 € {0,1}* such that A; queried the RO on x| -+ ||z z|lzj51
Il |zn|lr, and set S := S1USs. Then |S1| < t/A = p(A)—2 and |S] is polynomial.

We first show that A5 can only output an explanation graph G = (V, E) with
a cycle with negligible probability. Note that a root node cannot be part of a
cycle and therefore each node on a cycle has a corresponding ROM query. Let ¢
be the number of random oracle queries of A; and As. Then there must be an
index ¢ € [g] such that the i-th ROM query is the last ROM query corresponding
to the cycle. Then the output of the ROM query must be equal to the main
label of a node on that cycle, that has been part of the input of a previous
or the current hash query. However, the output of the ROM query is sampled
uniformly random and will therefore match any of these inputs with probability
27, Since there are at most |S| such previous inputs, the probability of a ROM
query completing a cycle is at most |S|/2*, which is negligible.

Next, we argue that if Ay outputs a valid explanation graph, it will contain
less than p(t) nodes with disjoint main labels. Assume the adversary outputs a
graph with at least p(¢) disjoint main labels. Then, there must be at least two
labels that are not contained in S; and at least one of them is not y. Let v be a
node with the shortest path to y that has a label = ¢ S;.

Now assume that y is the output of a ROM query that A; made. Since As
evaluates all ROM queries that are necessary to check the graph, As makes a
ROM query where z is one of the inputs and the output z’ satisfies 2’ € S;. If
a2’ ¢ S1, v would not have a shortest path to y among all nodes with main label
not in S7. However, the probability that 45 makes a ROM query whose output
is in S; (which is fixed by the run of A;) and that .4; did not make is at most
|S1]/2*, which is negligible.
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What remains is the case where y was not chosen as the output of a ROM
query of A; but As made a ROM query with output . For each ROM query that
As makes, it will get output y with probability 1/2* and thus the probability
that this case happens is at most q/2*.

To prove collision-resistance of this construction, it suffices to use the birthday-
bound to show that an adversary making ¢ ROM queries can output a collision
at most with probability ¢2/2*.

Finally, we show that this construction is unlinkable. Therefore, let (z1,...,
Tp,st) + Ay (1%, pp) and 7 <& {0,1}*. The probability that A; or A; makes a
random oracle query on (z1,...,7,,r) is at most ¢/2* and thus negligible, where
q is the number of random oracle queries of A; and As. If A5 does not make such
a query, fx(x1,...,T,,r) is statistically indistinguishable from y < {0,1}*. O

3.2 Construction

In Figure 6 we give a construction of a malleable NIZK [T, that achieves
derivation privacy for any NP-relation R and any allowable set of transformations
T for R. The construction uses a (zk-)SNARK for NP with fast extraction and
an adversarial one-way function.

The construction defines a Turing machine M (the NP-Verifier) that gets as
one input the description of another Turing machine. When we use this machine,
this input will always be the description of the Turing machine itself (M = M).
This way, we avoid the use of the recursion theorem (which has been used in this
situation for example in [8]), which also avoids any additional assumptions about
the resulting Turing machine running in polynomial time.

We next describe how to set the time bound 7(A, m) for the above construction.
Let nyax be the maximum arity of the transformations in 7. The run time of
M excluding the SNARK verification in the last step for inputs (£, x, M) is
polynomial in A and |z|. The i-th SNARK verification is polynomial in A, |z
(which is again polynomial in |z| by Definition 7), and log(7(A, m)). This leads
to the following recursive relation that 7 must satisfy in order to be a valid time
bound:

T(A,m) > nmaxpoly(A, m,log(7(\, m)))

for a suitable polynomial poly. We set 7(A,;m) := npaxpoly(A, m, A - m). This
satisfies the above recursive relation asymptotically: Clearly, 7 grows polynomial
in A and m and thus 2*'™ is an asymptotic upper bound. Plugging in this upper
bound on the right-hand side of the recursive relation proves the claim.

Theorem 2 (Completeness). The malleable NIZK I, is complete if the
underlying SNARK is complete.

Proof. Let crs <~ SNARK.CRSGen(1*) and pp +~ AOWFGen(1*). First, we show
that proofs generated directly via ITowf.Prove verify. Let (z,w) € R and 7’ = (¢,
7) < Il owf.Prove(crs’ := (crs, pp), x, (w, L)). Since (z,w) € R, M((§,z, M), (w,
1)) will return 1 and, if the security parameter is large enough, this will happen
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ITont.CRSGen(1):

crs + SNARK.CRSGen(1%)
pp < AOWFGen(1*)
return crs’ := (crs, pp)

input: (¢,z, M),w' = (w, (T = (To, Tw), (i, 7/ = (&, 7:))1<i<n, 7))
//Return 0 if witness does not have the right format
if £ ¢ Xpp then

Lreturn 0
if (z,w) € R then
M= Lreturn 1
o if z 76 Tz(xla . '7‘Tn) \/E 7é fPP((‘/L’hﬂ—i)w LR} (l’n,ﬂ';),r) vr ¢ 9{PP then
Lreturn 0

for i € [n] do
if SNARK Verify(crs, (M, (&, zi), 7(A, |zi])), m:) = 0 then
Lreturn 0

return 1

I ou.Prove(crs’ = (crs, pp), =, w):

& Xy

7 := SNARK.Prove(crs, (M, (¢, z, M), 172D (w, 1))
return 7’ := (£, 7)

Maowe. ZKEval(crs’ = (crs,pp), T = (Tw, Tw), (zi, 7 = (&, 71))1<i<n):
& Ry

§ = fPP((:rlv ﬂ—i)’ ceey (xnaﬂ’tt)v T)
7+ SNARK.Prove(crs, (M, (¢, Tu(z1, . . ., 20), M), 17D (L (T, (s, 7)) 1<i<n),

7))

return 7’ := (£, )

I aowt Verify(crs, z, ' = (&, m)):
if ¢ < B()) then
| return SNARK Verify(crs, (M, (&, 2, M), (A, |z])), 7)

else
Lreturn 0

Fig. 6. Our malleable NIZK construction IToonf = (ITsowf-CRSGen, IT,ouf.Prove,
Iouf Verify, ITaows. ZKEval, IToow.Level) with counters from a zk-SNARK SNARK =
(SNARK.CRSGen, SNARK.Prove, SNARK.Verify) and an adversarial one-way function
with generator AOWFGen. The construction works for any NP relation R and any set

of admissible transformations 7. The time bound 7 is defined later.
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within the time bound 7(A,m) defined before. Thus, by completeness of the
underlying SNARK, the proof will verify.

Next, let T' = (Ty,Ty) € T be an n-ary admissible transformation and
' i= (&) & ILows.ZKEval(crs,T = (T, Tw), (%, 7 )1<i<n). Let us assume
Verify(crs, z;, ;) = 1 holds for all ¢ € [n] with overwhelming probability. Then for
7, = (&, m;) we have SNARK Verify(crs, (M, (&, xi), 7(A, |2;])), m) = 1 holds for
all ¢ € [n] with overwhelming probability. Furthermore, & = fop((x1, 7)), .. ., (Tn,
m,,), 7). This shows that M((§,z, M), (L, (T = (Te, Tw), (i, T))1<i<n), 7)) = 1
and, if the security parameter is large enough, this will happen within the time
bound 7(A, m) defined before. Thus, by completeness of the underlying SNARK,
the proof will verify. O

Theorem 3 (Full succinctness). The malleable NIZK I,ous is fully succinct
if the underlying SNARK is fully succinct.

Proof. A proof ' = (&, 7) of IT,ows consists of a proof 7 for the underlying SNARK
and a value £ from the domain of the AOWF. Both have a fixed polynomial
length that is independent of the statement or witness length. O

Theorem 4 (Soundness). The malleable NIZK I o is controlled-malleable
simulation extractable if the underlying SNARK is simulation extractable with
fast extraction and AOWFGen is adversarial one-way and collision-resistant.

Proof. Let A be an algorithm that inputs crs’ = (crs, pp), has access to a proving
oracle PROVE(x) that generates simulated proofs for arbitrary statements x
and outputs (z,7" = (£, 7)). We recursively show existence of an extractor £/.
This extractor inputs crs’ = (crs, pp), A’s randomness r, the list of simulated
proofs Qsim, and a cache of extracted proofs C' and outputs an updated cache
of extracted proofs C’. The final extractor £4 just calls £4 with all its inputs
and C = ) to get C'. It then simulates A on randomness r until it outputs a
statement proof pair (z, ). It then searches the cache for an explanation E with
(m,E) € C and returns E. The definition of £, guarantees that there always
exists a (unique) E with (7, E) € C.

We now describe &’y on input (crs’ = (crs, pp), 7, Qsim, C). First, it simulates
A on randomness r until it outputs a statement/proof pair (z, ). If there
exists an explanation F with (x, E) € C, it just returns C’ = C. Otherwise,
if (z,_) € Qsim, the extractor outputs C’ := C U {(x, E)} where E := {(z,
1)}. Otherwise, it runs the extractor for the underlying SNARK for A on its
own inputs (except for the cache). This extractor outputs with overwhelming
probability a witness w’ = (w, (T = (Ty, Tw), (x;, 7, = (&,m))1<i<n,T) such
that M ((&,z, M),w’) = 1. This implies (1) (z,w) € R or (2) x = Ty (x1,...,%y)
and SNARK Verify(crs, (M, (&, x:), 7(A, i), m;) = 1 for all i € [n]. In case (1),
the extractor £’y outputs the explanation E := {(z,w)}. In case (2), let A; be
an algorithm that proceeds exactly like &4 up to this point and then outputs
(4, (&, mi)). We can recursively prove existence of an extractor £ that extracts
an explanation FE; for x;. The extractor £; runs in this case these extractors as
follows: It runs each £ with its respective inputs and cache C;_1 to get its output
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C; for i € [n] in increasing order and with Cp = C. The extractor then computes
the explanation E := {(x, (T, (21,...,2s)))} UUL, Ei, where E; is the (unique)
explanation with (z;, E;) € Cy,. £y then outputs C" := C,, U {(z, E)}.

First, we show that the extractor €4 outputs a valid explanation. Therefore,
we show that £y outputs a cache C’ that contains a unique, valid explanation for
the statement x that A proved when run with the given inputs and a cache C
that contains at most one explanation for each statement, and this explanation
is valid. This is trivially true in the initial extractor call with C' = (. In the case
where £y does not modify the cache, because it already contains an explanation,
the statement holds trivially. In the base case where the statement is a simulated
statement, this is trivial. In the other base case, where the SNARK extractor
outputs a witness w with (z,w) € R, this follows directly from knowledge
soundness of the underlying SNARK. In the recursive step, if all the extractors
&; output a valid explanation F; for x;, the explanation E := {(z, (T = (T, Tw),
(#1,...,2,))) UUL, E; is a valid explanation for z = T (x1,...,x,) since T
is an admissible transformation by the knowledge soundness of the underlying
SNARK.

Next, we bound the runtime of the extractor by using the adversarial one-
wayness of AOWFGen. Let p(t) be the polynomial from Definition 12 for AOWFGen
and t be the run time of the adversary A; that

inputs (1%, pp) where pp are parameters for the adversarial one-way function,
samples (crs,td) < S;(1%), where (S;, S) is the zero-knowledge simulator
for SNARK,

runs (z, 7’ = (£, 7)) + APRVE(crs’ = (crs, pp)), where PROVE(z) is answered
with Sa(td, z), and

outputs £.

If our extractor needs at least p(t) SNARK extractions, we can use it to break
the security of AOWFGen. Therefore, let G = (V, E) be the directed graph that
contains a node for each statement-proof pair (z,7’ = (£, 7)) that we encounter
during the recursive extraction procedure and and an edge (u,v) if extraction
for the node v leads to recursive extraction of the node u (or a cache lookup for
the explanation belonging to u). Our recursive extraction procedure proceeds
like a depth-first search on this graph, where the cache avoids that we extract an
explanation for the same node more than once.

There are two cases where our recursive extraction would perform more than
p(t) SNARK extractions. Case 1: The graph G contains a cycle (in this case our
extraction would not terminate). Case 2: The graph G is a acyclic (a DAG), but
it contains at least p(t) different nodes.

We can turn the graph G into an explanation graph G’ for the AOWF. This
graph will have for each root node of G with label (x, 7" = (£, 7)) a root node
with main label £ and for each non-root node of G with label (z, 7" = (§,7)) a
non-root node with main label £ and auxiliary label r that has for input to the
transformation (z;, 7, = (&;, m;)) three parent nodes with main labels x;, m;, and
&;. The nodes with labels x; and 7; are always root nodes.
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If G has a cycle, then so has G’. If G has at least p(t) different nodes, but
G’ has less than p(t) different nodes with disjoint main labels, we could break
collision-resistance of the AOWF. Thus, with overwhelming probability, we can
construct in the event that the extractor would perform more than p(t) SNARK
extractions an explanation graph that breaks the adversarial one-wayness of
AOWEFGen.

Thus, we can make our extractor for IT,owf abort after p(t) SNARK extractions
and it will still be successful with overwhelming probability. Since the underlying
extractor has fast extraction, there exists a polynomial poly such that for every
PPT adversary A the corresponding extractor £ (and also any algorithm that
runs £ and then deletes some parts of its output) runs in time Timeg(A) <
Time4(A) + poly(XA). This leads to a total runtime of

p(t)(Time4(A) + p(t)poly(A)),
which is polynomial in . a

Theorem 5 (Zero-knowledge). The malleable proof system Il is zero-
knowledge, if the underlying SNARK is zero-knowledge.

The proof is analogous to Theorem 10.

Theorem 6 (Derivation privacy). The malleable proof system Il onf is relazed
derivation private, if the underlying SNARK is zero-knowledge and AOWFGen is
unlinkable.

Proof. Throughout the proof, let (st, (z;, 7} (&, m))1<i<n, T = (Tx, Tw)) be the
output of the first stage of the adversary.

The security reduction proceeds via a hybrid argument. Let Gy be the real
relaxed derivation privacy game for Il,o.f. The first hybrid G; differs to Gy in one
aspect: If b = 0, the game samples the SNARK CRS as crs < SNARK.CRSGen(1*)
(instead of using the simulator).

Lemma 2 (Gg ~» G1). For every PPT adversary A there exists a PPT adversary
B with

Proof. If b =1, the reduction uses the CRS obtained from the zero-knowledge
game for SNARK. The reduction samples everything else by itself, in particular
it does not make use of the PROVE oracle. O

The next hybrid G, is identical to Gy, except that if b = 0 the SNARK CRS
is sampled via (crs,td) < S;(1*) and the adversary gets (£, ) where (as before)
&= fopl(m1, 7)), ..oy (Tn, 7)), ) for v <& Xpp and 7 < Sa(crs, td, Ty (21, ..., 20))
(instead of computing it honestly via SNARK.Prove).

Lemma 3 (G; ~ Gg). For every PPT adversary A there exists a PPT adversary
B with
|Pr[Gf' = 1] — Pr[Gs' = 1]| < Advi syark(V).
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The proof is a straightforward reduction to the zero-knowledge property of
SNARK.

In the next hybrid Gg, if b = 0 we pick & <> X}, instead of £ := fp,((@1, 7)),
vy (@, m)), ) for T & Ay

Lemma 4 (G ~> G3). For every PPT adversary A there exists a PPT adversary
B with _
‘PT[G“; =1] - PT[G? = 1” < AdVZrE)lvkaGen,B(/\)-

The proof is a straightforward reduction to the unlinkability property of AOWFGen.

The next hybrid G, is identical to Gs, except that also if b = 1 the ad-
versary gets (§,7) where (as before) & == fop((z1,7), ..., (xn, 7)), ) for r <
Xop and 7w < Sa(crs,td, To(z}, ..., 2),)) (instead of computing it honestly via
SNARK.Prove).

Lemma 5 (G3 ~» Gy). For every PPT adversary A there exists a PPT adversary
B with
[Pr[G4 = 1] — Pr[G{ = 1]| < Advi snark(V)-

The proof is a straightforward reduction to the zero-knowledge property of
SNARK.

In the next hybrid Gs, if b = 1 we pick & <> X, instead of £ := fp,((@1, 7)),
vy (@, m), ) for v <& Xy,

Lemma 6 (G4 ~ Gy). For every PPT adversary A there exists a PPT adversary
B with _
|Pr[G! = 1] — Pr[Gs' = 1]] < Advawrcen 5(A)-

The proof is a straightforward reduction to the unlinkability property of AOWFGen.

Lemma 7 (Gs).
Pr[Ge = 1] = %

Proof. It Ty(1,...,2,) # To(z},. .., x)), the adversary violated the non-trivial
win condition and thus wins with probability 1/2 by the definition of the game.
Otherwise, the view of the adversary is statistically independent of b and thus it
wins with probability 1/2. O

Combining Lemmata 2-7 yields Theorem 6. a
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Expljj\FTH:(CRSGen,Prove,Verify) (N):

b <+ {0,1}

(crs, td) « S1(1*)

(st, (zi, mi)1<icn, T = (T, Tw), (25, T)1<i<n, T = (T3, Ty)) < Au(crs)

if 3i € [n] : (Verify(crs, z;, m;) < 0V Verify(crs, x}, ;) < OWVTp(x1, ..., xn) # Th(zl,
..y Ty) V Max;e[y) Level(m;) # max;en) Level(w]) then

|return b’ <& {0,1}

if b =0 then
| m < ZKEval(crs, T, (zi, i) 1<i<n)
else

| < ZKEval(crs, T, (2}, ™i)1<i<n)
b« As(st,m)

?
return b = b

Fig. 7. The leveled derivation privacy experiment for a NIZK.

A Construction with counters

In this section we present a construction that uses counters instead of the AOWF
and and achieves a weaker notion of derivation privacy, defined below. We stress
that this construction serves as a warmup for our main construction, and appears
already (with insignificant differences) in [24].

We introduce a relaxation of derivation privacy where arguments are allowed
to leak the number of applied transformations. For this notion we assume the
existence of a PPT algorithm Level that takes an argument 7 and outputs a
number corresponding to the number of applied transformation (the “level”). We
can ensure that such an algorithm exists, by including a counter of the number
of applied transformations in the arguments. Formally, we require:

— Level(m) = 0 for all arguments 7 in the image of Prove.
— Level(m) = max;¢[, Level(m;) 4- 1 for all arguments 7 < ZKEval(crs, T, (z;,

Ti)1<i<n)

We say that an argument system is B-bounded malleable if it satisfies Defini-
tion 9 except that we relax the additional completeness requirement to hold only
for all (x;,m;)1<i<n with Level(m;) < B —1 for all i € [n].

Definition 17 (Leveled derivation privacy). A malleable NIZK II = (CRSGen,
Prove, Verify, ZKEval) with associated simulator S = (S1,S2) is leveled derivation
private if for every PPT adversary A = (A1, As) we have

Advlj?n@) = PY[EXPE(?H(/\) =1] - % < negl(})

for a negligible function negl where the experiment is defined in Figure 7.

In Figure 8 we give a construction of a B(\)-bounded malleable NIZK [T,
(where B can be any a priori fixed polynomial) that achieves leveled derivation
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privacy for any NP-relation R and any allowable set of transformations 7 for R.
We stress that this construction serves as a warmup for our main construction,
and appears already (with insignificant differences) in [24]. Let nyax be the
maximum arity of the transformations in 7. The construction uses a zk-SNARK
for NP. We require that one of the following restrictions hold:
— Nmax and B(A) are both constants (independent of the security parameter).
- B()\)nﬁg}) grows polynomially in A (that includes the cases that nmax is
constant and B(A) grows logarithmic in A or nmax = 1 and B(A) is poly-

nomial), the underlying zk-SNARK offers fast extraction and there is a

universal polynomial bound on the time it takes to evaluate T, and T, for

all (T, T,) €T.
If B()\) is a constant, we can also use a preprocessing SNARK (where the CRS
size grows with the size of the statements) and generate a separate CRS for each
level.

The construction makes use of the following time bounds:

— 7o(A,m) is a time bound on the run time of the NP-verifier My for R and
for statements of length m. The argument A is ignored here.
— For £ € Ny : 74(\,m) := poly(log B, m)+nmax-poly’ (A, m, log(B),log(¢_1 (A,

m))) for suitable polynomials poly and poly’ defined below.

We argue that this is an upper bound on the runtime of M,. The case £ =0
is trivial. For £ € N, the Turing machine M, first checks whether 7" € T and
whether = T,.(x1, ..., x,). These checks can be performed in time polynomial in
|T|+ |z1] 4 - - - + || which is, by definition of an admissible transformation, also
polynomial in |z|. The check that ¢; > ¢ can be done in time O(log¢) C O(log B)
and this check is done n < |z1| + -+ + |x,| times (since we excluded empty
statements). Thus, all checks except for the SNARK verifications can be done in
time poly(log B, |z|) for a suitable, fixed polynomial poly.

The i-th SNARK verification is only executed if the previous checks passed.
It then takes time polynomial in A, |z;|, log(¥¢;) < B, and log(e, (A, |4])). Since
|;| < poly”(|x|) for a polynomial poly” by Definition 7 and ¢; < ¢ — 1, this can be
upper bounded by poly’ (), |z|,1og(B),log(e—1 (A, |z|))) for a suitable polynomial
poly’.

We prove that 7, for £ € Ny grows asymptotically at most like a polynomial
by induction over £. It follows immediately from the definition of 7 that 79(A, m)
thus grows polynomial in m (and ). Now fix £ € Ny and assume that all 7, for
¢" < ¢ grow asymptotically at most like a polynomial. Then 74 (X, m) < 2)™ if )
is sufficiently large and with this bound we get

74(A,m) = poly(log B, [x]) + Y _ poly’(\, |a], log(B), log(7z, (A, |i])))

i=1
< poly(log B, |z|) + Z poly’ (A, |z;|,log(B), A - m)

i=1
< poly(log B, |z[) +n - poly’ (A, [x1| + - - + [z,[, log(B), X - m).
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Il .CRSGen(1%):
return SNARK.CRSGen(1%)

Iy .Prove(crs, x, w):

7 < SNARK.Prove(crs, (Mo, z, 170 12D) )
return 7’ := (0, )

e Level(n! := (€, 7)):
return ¢

e ZKEval(crs, T = (Tw, Tw), (Ti, 5 = (£, ™)) 1<i<n):

£ = max;cpp) £i + 1

z:=Typ(z1,...,%n)

input: z,w = (T = (Ty, Tw), (%'7772 = (&,m)hgz‘gn))
//Return 0 if witness does not have the right format

if T'¢ T then
Lreturn 0

if © # Ty(x1,...,25) then

Lreturn 0

for i € [n] do

if ¢; > ¢ then

Lreturn 0

if SNARK.Verify(crs, (M, , zi, 7e; (A, |xi])), ) = 0 then
Lreturn 0

return 1

7+ SNARK.Prove(crs, (M, x, 17 1=DY (T, (25, 7/)1<i<n)))
return 7’ := ({, )

My :=

I, Verify(crs, z, 7' = (£,7)):
if £ < B(\) then
| return SNARK Verify(crs, (Mg, z, 7¢(X, |z])), 7)

else
Lreturn 0

Fig. 8. Our malleable NIZK construction Il = (Ilctr.CRSGen, Iler.Prove, I, . Verify,
I ZKEval, I .Level) with counters from a zk-SNARK SNARK = (SNARK.CRSGen,
SNARK.Prove, SNARK.Verify). The construction works for any NP relation R where My
is a Turing machine verifying the NP relation and any set of admissible transformations
7. The time bounds 7, are defined later.
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Since, by definition of an admissible transformation, n grows polynomial in A,
Te(A\, m) grows polynomially in A and m.

Theorem 7 (Completeness). The malleable NIZK Iy, is complete if the
underlying SNARK is complete.

Proof. Let crs < I,.CRSGen(1*). First, we show that proofs generated directly
via Il,.Prove verify. Let (z,w) € R and 7' = (0,7) < Il .Prove(crs,z, w).
Since My is an NP-Verifier for R and halts within 7o(A, |2|) steps, (Mo, z, To(A,
|z])) € Ry Thus, by completeness of the SNARK,

Pr[IT, Verify(crs,z,7') = 1] > 1 — negl()\)

for a negligible function negl.

Next, let T' = (T, Ty,) € T be an n-ary admissible transformation and 7’ :=
(0, m) ¢ He.ZKEval(crs, T = (T, Ty), (@i, 7, = (b4, 7;))1<i<n)- Let us assume
that for all ¢ € [n] Verify(crs, 2;, ;) = 1 holds with overwhelming probability. Then
for w[ = (¢;, ;) we have SNARK.Verify(crs, (My,, x;, e, (A, |24])), m;) = 1 holds for
all 4 € [n] with overwhelming probability. Furthermore, ¢; < £ = max;c,) £; + 1.
This shows (M, z, 17¢M2D) (T (25, 7!)1<i<n) € Ur and thus, by completeness
of the SNARK,

Pr[Il, Verify(crs, Ty (21, ..., x,), ) = 1] > 1 — negl(\)
for a negligible function negl. O

Theorem 8 (Full succinctness). The malleable NIZK Il is fully succinct if
the underlying SNARK is fully succinct.

Proof. A proof ' = (£, ) of Il consists of a proof 7 for the underlying SNARK,
that has a fixed polynomial length, and the counter ¢, that has a fixed logarithmic
length. a

Theorem 9 (Soundness). The malleable NIZK Iy, is controlled-malleable
simulation extractable if the underlying SNARK is simulation extractable.

Proof. Let A be an algorithm that inputs crs, has access to a proving oracle
PROVE(z) that generates simulated proofs for arbitrary statements x and outputs
(z, 7). We recursively show existence of the extractor £. The extractor inputs
crs, A’s randomness 7, and the list of simulated proofs Qsim. If (z, ) € Qsim,
the extractor outputs the explanation F := {(z, L)}. Otherwise, it runs the
extractor for the underlying SNARK for A on its own inputs. If I1,.Level(7) = 0,
this extractor outputs with overwhelming probability a witness w for = and
& also just outputs the explanation E := {(z,w)}. If Il .Level(m) = ¢ € Ny,
this extractor outputs w = (T = (T, Tw), (x4, ™, = (€, m;))1<i<n) such that
My(z,w) = 1. That implies T € T, . = Ty;(z1,...,2,), and for all ¢ € [n] £; < ¢
and SNARK.Verify(crs, (My,, x;, 7o,(\, |25])), 7)) = 1. Now let A; be an algorithm
that proceeds exactly like £ up to this point and then outputs (x;, (¢;, 7;)). For
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each i € [n], we can recursively assume existence of an extractor &; that extracts
an explanation E; for x;. The extractor £ runs all these extractors to compute
E;. The extractor then outputs E := |J;_; E; U{(z, (T, (2;)1<i<n))}-

First, we show that the extractor outputs a valid explanation. In the base case
where the statement is a simulated statement, this is trivial. In the other base
case (where IT..Level(m) = 0), this follows directly from knowledge soundness of
the underlying SNARK. In the recursive step, if all the extractors & output a
valid explanation E; for z;, the explanation £ := J!_, E; U {(z, (T = (T, T\w),
(%:)1<i<n))} is a valid explanation for © = T (21, ..., 2,) since T is an admissible
transformation by the knowledge soundness of the underlying SNARK.

Next, we analyze the runtime of the extractor. The bound on the level B())
is an upper bound on the recursion depth of the extractor and n,,,, is an upper
bound on the number of recursions.

We first focus on the case where ny.x and B(\) are constants. Clearly, the
runtime of each extractor in the base case (where Il .Level(7) = 0) is polynomial.
For the recursive step, the runtime can be expressed as a sum of a constant
number of polynomials (the runtime of the ny.x recursively invoked extractors
plus some polynomial overhead to evaluate the transformations). Since the
maximum number of recursions is also a constant, this results in a polynomial
runtime.

Next, we focus on the case where B (A)nﬁg‘() is a polynomial and the underlying
zk-SNARK offers fast extraction. Therefore, let poly be the polynomial such
that for every PPT adversary A the corresponding extractor £ (and also any
algorithm that runs £ and then deletes some parts of its output) runs in time
Timeg(A) < Time4 () + poly()).

The above construction uses SNARK extractors for adversaries consisting of
the adversary A and then applying the up to B(A) — 1 SNARK extractors to it.
Thus, the maximum runtime of each extractor is Time4(\) + B(A)poly(A). This
leads to a total runtime of

B\)nBXN (Time4(\) + B(A\)poly())),

which is polynomial in X if B()\)nﬁg‘() is a polynomial . O
Theorem 10 (Zero-knowledge). The malleable proof system Iy, is zero-
knowledge, if the underlying SNARK is zero-knowledge.

Proof. The reduction is straightforward: It obtains a CRS for the underlying
SNARK SNARK and forwards it to the zero-knowledge adversary. Whenever the
adversary asks for a proof for a statement x with witness w, the reduction uses
the proof oracle for SNARK to obtain a proof 7 for (z,w) and sends " := (0, 7)
to the adversary. In the end, it outputs the same bit as the adversary.

It is obvious that when the proof oracle returns honest SNARK proofs, the
reduction also returns honest I, proofs and when the proof oracle returns proofs
simulated without the witness, the reduction also returns simulated proofs. O

Theorem 11 (Leveled derivation privacy). The malleable proof system I,
is leveled derivation private, if the underlying SNARK is zero-knowledge.
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Proof. Throughout the proof, let (st, (z;, (¢;, ™)) 1<i<n, T = (Tu,Tw), (z}, (¢},
m))i<i<n, T = (T}, T),)) be the output of the first stage of the adversary.

The security reduction proceeds via a hybrid argument. Let Gy be the real
leveled derivation privacy game for I1,. The first hybrid G; differs from Gg in one
aspect: If b = 0, the game samples the SNARK CRS as crs < SNARK.CRSGen(1*)
(instead of using the simulator).

Lemma 8 (Gg ~» Gy). For every PPT adversary A there exists a PPT adversary
B with

’1:)1'[G64 = 1] - P’I‘[G’i4 = 1” S AdVE;SNARK()\)

Proof. If b =1, the reduction uses the CRS obtained from the zero-knowledge
game for SNARK. The reduction samples everything else by itself, in particular
it does not make use of the PROVE oracle. O

The hybrid Gy is identical to G, except that if 6 = 0 the SNARK CRS is
sampled via (crs,td) < S1(1*) and the adversary gets (£, 7) where 7 < So(crs,
td, Ty (21, ...,2,)) (instead of computing it honestly via SNARK.Prove) and
0= maxX;cpy £ + 1.

Lemma 9 (G; ~ Gg). For every PPT adversary A there exists a PPT adversary
B with

’PI‘[G'{‘ = 1] — })I'[Gé4 = 1” S AdVZBk,SNARK<)\)

The proof is a straightforward reduction to the zero-knowledge property of
SNARK.

The hybrid Gg is identical to Go, except that also if b = 1 the adversary gets
(¢, ) where m < Sa(crs, td, Th (x}, ..., 2},)) (instead of computing it honestly via

n

SNARK.Prove) and ¢’ := max;c[, £; + 1.

Lemma 10 (Gy ~ G3). For every PPT adversary A there exists a PPT adver-
sary B with

|Pr[Gs = 1] — Pr[G4' = 1]| < Advisyark (V)

The proof is a straightforward reduction to the zero-knowledge property of
SNARK.

Lemma 11 (G3).

1
Pr[G} = 1] = 5

Proof. It £ #£ ' or Ty(x1,...,2,) # To(z],...,2)), the adversary violated the
non-trivial win condition and thus wins with probability 1/2 by the definition of
the game. Otherwise, the view of the adversary is statistically independent of b,
and thus they win with probability 1/2. O

Combining Lemmata 8-11 yields Theorem 11. O
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B Reverse Firewalls for NIZKs

In this section, we are interested in a scenario in which the implementation of
honest parties can be subverted by the adversary in an undetectable manner;
this is sometimes known as specious subversion. A cryptographic reverse firewall
(RF) is an external party that can be attached to the honest parties in order to
make sure that a subverted implementation does not compromise security. Below,
we formalize this notion in the setting of non-interactive argument systems. Our
treatment follows closely that of Ganesh et al. [40], which however focus on the
more general setting of interactive arguments.

Let IT = (CRSGen, Prove, Verify) be a non-interactive argument system for
an NP-relation R, as in Definition 1. A RF for [T is a Turing machine W that
takes as input a proof m and outputs a sanitized proof 7; sometimes we refer
to the algorithm ﬁov\e(crs,x,w) = W(Prove(crs, z,w)) as the sanitized prover.
Importantly, W shares no state with Prove, but it is allowed to toss its own coins.

B.1 Completeness Preservation

The most basic requirement is that the RF should not ruin the protocol’s
functionality in case both parties are honest. This requirement is captured by
the definition below.

Definition 18 (Completeness preservation). Let IT = (CRSGen, Prove, Verify)
be a non-interactive arqument system for an NP-relation R. We say that a RF
W for II preserves completeness if the sanitized non-interactive argument system

= (CRSGen, Prove, Verify) satisfies completeness.

A stronger flavor of completeness preservation is to require that sanitized
arguments are computationally indistinguishable from honestly produced ones.
This property is sometimes known as transparency.

Definition 19 (Transparency). Let II = (CRSGen, Prove, Verify) be a non-
interactive argument system for an NP-relation R. We say that a RF'W for II is
transparent if the following two ensembles are computationally indistinguishable:

{m: crs + CRSGen(1*); 7 Prove(crs, z,w) }xeN, (z,w)eR

{T: crs+ CRSGen(l’\); 7 < W(Prove(crs, z,w)) } xeN, (,w)eR -

B.2 Exfiltration Resistance

Intuitively, a RF for a non-interactive argument system preserves security if a
subverted prover’s implementation leaks nothing about the witness. We call this
property exfiltration resistance. For this notion to be feasible, even assuming
RFs, we need to require? the subversion to be specious (a.k.a. functionality
maintaining).

20 As shown in [40], an arbitrarily subverted prover could just output garbage making
it impossible to have a RF that preserves both completeness and zero knowledge for
non-trivial languages.
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Definition 20 (Specious subversion of the prover). Let I = (CRSGen,
Prove, Verify) be a non-interactive argument system for an NP-relation R. We say

that Prove is a specious subversion of the prover if the non-interactive argument
system IT = (CRSGen, Prove, Verify) satisfies completeness.

Definition 21 (Exfiltration resistance). Let IT = (CRSGen, Prove, Verify) be
a non-interactive argument system for an NP-relation R. We say that a RF W

—_—~—

for I is exfiltration resistant if for all PPT specious subversions Prove of the
prover the following two ensembles are computationally indistinguishable:

—~—

{7: crs+ CRSGen(l’\); 7 < W(Prove(crs, ,w)) } xeN, (z,0)eR

{

Discussion. Alternatively, one can define zero knowledge preservation instead of
exfiltration resistance where the latter means that the zero-knowledge property
still holds for all PPT specious subversions of the prover. Similarly to [40], one
can show that the two notions are equivalent (and that both notions become
impossible without assuming the subversion to be specious).

Ganesh et al. [40] also consider (specious) subversion of the verifier, but we
note that this is not very interesting in the setting of non-interactive argument
systems.

=)

Docrs CRSGen(l’\); 7 < W(Prove(crs, z, w)) } xen,(z,w)eR-

B.3 Our Reverse Firewall

In Figure 9 we give a construction of a reverse firewall for the prover of a NIZK
argument system II for any NP-relation R. We require II to satisfy strong
derivation privacy for R and any allowable set of unary transformations T for
R. For our construction we instantiate any allowable transformation T = (T,
Tw) € T to be an identity transformation, i.e., T,(x) = x and T, (w) = w.

Theorem 12. Let II = (CRSGen, Prove, Verify, ZKEval) be a malleable NIZK
argument system for any NP relation R with respect to any unary transformation
T satisfying completeness and strong derivation privacy (see Definition 9). Then
the reverse firewall presented in Figure 9 preserves completeness, is transparent,
and is also ezfiltration-resistant.

Proof. We start by showing that the firewall preserves completeness in the above
protocol.

Completeness Preservation. It is easy to see that the firewall maintains function-
ality of the protocol. If the prover honestly follows the protocol, the completeness
of IT stipulates that the proof 7 verifies with respect to the statement x. Com-
pleteness preservation then follows from the completeness requirement of the
ZKEval algorithm, namely, if Verify(crs, z, m) = 1, then it follows that Verify(crs,
T.(x), ZKEval(crs, T, (z,7))) = 1. In our case, T(x) =T = x.
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Prover(z,w) Reverse Firewall Verifier(z)

Let IT = (CRSGen, Prove, Verify, ZKEval) be a malleable argument system for R (see Section 2.2)
satisfying strong derivation privacy (see Definition 9) for the unary transformation T = (7%, Tw)
€ T ie., Ty(z) = x and Ty (z) = w. We construct the sanitized non-interactive argument system
T = (CRSGen, m,Verify) as shown below. Here Prove = ZKEval(Prove(crs, z, w)), where Prove
is any PPT specious subversion of the prover Prove.

Output a proof 7
(may not be a
honestly computed
proof for z)

(z,7)

————  If Verify(crs, z, m) Z 0, output L
Else, define 7 = T, (z), and compute
7 < ZKEval(crs, T = (T, Tw), (z, 7))

(z,7)

Fig. 9: Reverse Firewall satisfying exfiltration resistance for the prover of a NIZK
argument I7.

Ezfiltration Resistance. First note that, if Verify(crs, z, ) = 0, the firewall outputs
1 and aborts. This is consistent with the real world behaviour of the protocol.

In particular, for any specious subversion of the prover Prove, the proof © with
respect to the statement = should verify with overwhelming probability (since a
specious corruption must satisfy completeness). The exfiltration resistance of the
firewall then follows from the strong derivation privacy and the zero-knowledge
property of the malleable NIZK argument I7. In particular, the strong derivation
privacy (see Definition 9) requires that the proofs generated by ZKEval (for
statement T, (z) = z) be indistinguishable from simulated proofs of the same
statement. Finally, the zero-knowledge property satisfied by IT stipulates that
the simulated proofs (for statement T, (x) = z) are indistinguishable from the
real proofs generated by the prover (by knowing the witness Ty, (w) = w). Since,
the proofs generated by the honest prover do not exfiltrate (by definition), the
proofs generated by the firewall also do not exfiltrate.

Transparency. By a similar argument as above, it is easy to see that, if IT satisfies
strong derivation privacy and the zero-knowledge property, the protocol shown
in Figure 9 is transparent. a

C Rerandomizable RCCA-secure PKE

C.1 Preliminaries

Definition 22 (PKE). A public key encryption (PKE) scheme PKE for mes-
sage space M with ciphertext space C consist of the following three probabilistic
algorithms:

Gen(l)‘): Given a unary encoded security parameter A as input, it outputs a public
key pk and a secret key sk.
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Enc(pk, m): Given a public key pk and a message m € M as input, it outputs a
ciphertext ct € C.

Dec(sk, ct): Given a secret key sk and a ciphertext ct € C as input, it outputs a
message m € M or L (indicating a failure).

We use R to denote the set of all possible random coins for Enc.

We require perfect correctness, that is, for every m € M, all (pk,sk) <«
Gen(1%), and all ct + Enc(pk, m) we have Dec(sk,ct) = m.

We also require that, given the public key, one can efficiently check membership
in C. Note that C can be larger than the range of the Enc(pk, -).

Definition 23 (Rerandomizability). A rerandomizable PKFE is a PKE with
the following additional probabilistic algorithm:

Rerand(pk, ct): Given a public key pk and a ciphertext ct € C as input, it outputs
a ciphertext ct’ € C.

For correctness we additionally require that for every m € M, all n € N,
all (pk,sk) < Gen(1%), and all ct < Enc(pk,m), we have Dec(sk, Rerand™(pk,
ct)) = m, where Rerand” (pk, ct) stands for applying the Rerand algorithm with pk
n times consecutively on ct. If this correctness requirement holds only for n <wu
where u € N is an additional input for the Gen algorithm we say that the scheme
is bounded rerandomizable.

We use R’ to denote the set of random coins for Rerand.

To simplify our construction, we also assume that there exists an efficient
and deterministic algorithm RerandR that inputs random coins r € R and v’ € R’
and satisfies for all pk € PK and all m € M

Rerand(pk, Enc(pk, m;7); ') = Enc(pk, m; RerandR(r, 7”)).

The above definition of rerandomizability is meaningless without an additional
requirement that the output of Rerand(pk,ct) “looks independent” of ct. Two
different versions of such a requirement are defined next.

Definition 24. We say that a rerandomizable PKE is RAND-CPA-secure or
RAND-CCA-secure respectively, if every PPT adversary A has advantage

Vl)rand-cca 1
AT ™ (0 = 2 PrlEsp SR () = 1] 3 < nesl()

for a negligible function negl. The security games are defined in Figure 10.

We next recall the definition of replay-CCA (RCCA) security. This security
notion has been introduced by Canetti et al. [16] as a relaxation of CCA security
that can be achieved by rerandomizable encryption schemes.

Definition 25. We say that a PKE PKE is IND-RCCA-secure if every PPT
adversary A has advantage

. . 1
AV (V) 1= 2| PHEXPRSRE (V) = 1) — 5| < negl()

for a negligible function negl. The IND-RCCA game is defined in Figure 11.
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E rand-cpa resp. ) CHAL(ct € C): //only one query
Xp.A,PKE:(Gen,Enc,Dec,Rerand)( ) mt)
(pk, sk) < Gen(1*) if m= 1 then
b <& {0,1} Lreturn L
, CHAL(-), if b =0 then
Ve A ) (k) | ct’ < Rerand(pk, ct)
return b = b’ else
| ct’ < Enc(pk, m)
DEc(ct): return ct’
return Dec(sk, ct)

The boxed code segments are only executed in the RAND-CCA game.

Expiz\cj;licEa:(Gen,Enc,Dec) ()‘) DEC(Ct):
(pk, sk) < Gen(1*) m ¢ Dec(sk, ct)
b <& {0,1} if m € Chal then
Chal 2 0 | return o
b ACIIAL(<,<),DEC(»)( k else

pk) Lreturn m

return b — b’
CHAL(mg € M, m1 € M): //only one query
Chal := {mo,m: }

return Enc(pk, m;)

Fig. 11. The game for IND-RCCA security.

The standard security notion IND-CPA for PKE is defined like IND-RCCA-security,
except that the adversary does not get access to the decryption oracle.

C.2 Naor—Yung transformation for rerandomizable PKE

We present a generic transformation — reminiscent to the Naor—Yung transfor-
mation [59, 32] — from IND-CPA-secure rerandomizable encryption schemes to
IND-RCCA secure rerandomizable encryption schemes using a malleable NIZK
for the NP relation

R”Y = {((pkla cty, pk2? Ct2)7 (ma 1, TQ)) | cty = Enc(pkla mj Tl)/\CtQ = Enc(pk2, m; TQ)}
and the set of transformations

. o /
7:1y = {Tr’l,r; = (Tx,r’l,r’zaTw,TLr;) | ri,To € R } where
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Gen’(17,): Dec’(sk’, ct’ = (ct1, cta, m)):

(pk,,ski) < Gen(1%) parse (pky, pko, ski,crs) := sk’

(pky, skz)  Gen(1%) if Verify(crs, (pky, ct1, pky, cta, ) 1

crs + CRSGen(1%) then

return (pk’ := (pk,,pky,crs),sk’ = | return Dec(ski, ct;)

(Pky, pky, sk, crs)) else
Lreturn |

Enc’(pk’ = (pky, pky,crs), m):

ct; < Enc(pk,, m; 1) Rerand(pk’, ct’ := (cti, cte, m)):

ctz < Enc(pky, m;r2) parse (pk,, pky,ski,crs) := sk’

m < Prove(crs, (pky, ct1, pky, cta), (m, 71, | ct; « Rerand(pk,, cti;7})

T2)) Cty < Rerand(pk,, cta; 5)

return ct’ := (cty, cta, ) T ¢« ZKEval(crs, Ty b, ((Pky, cti, pky,
Ct?)vﬁ))

return (cty, cty, 7))

Fig. 12. The Naor—Yung transformation that turns a rerandomizable RAND-CPA
and IND-CPA-secure PKE PKE = (Gen, Enc, Dec, Rerand) and a malleable NIZK IT =
(CRSGen, Prove, Verify) into a rerandomizable RAND-CCA and IND-CCA-secure PKE
PKE’'[PKE, IT] = (Gen’, Enc’, Dec’, Rerand’).

Tyt (PK X 0)? = (PK x C)?
(pky,cty, pky, cta) — (pky, Rerand(pky, cty; 7)), pky, Rerand(pky, cto; 75))
Twrr vy 0 (M XRXR) = (M xR xR)
(m,r1,r2) — (m,RerandR(ry,r]), RerandR(ra, 75)).

The definition of RerandR implies that 7y, is an admissible set of transformations.

A similar result is shown in [23]. However, they use a malleable NIZKPoK
where an explanation of a statement can be extracted using a trapdoor for
the CRS. We do not know how to achieve such an extraction property for our
SNARK-based construction. The generic transformation of a NIZK to a NIZKPoK
by encrypting the witness under a public key stored in the CRS [64] does not
generalize to malleable NIZKs (unless one assumes that the encryption scheme
is homomorphic for the transformations applied to the witness). Our malleable
NIZK constructions only achieves a different variant of controlled malleable
simulation extractability where the extractor can depend on the adversary, but
does not get a trapdoor. Moreover, the extractor is not a fast extractor, even if
the underlying SNARK had a fast extractor. To answer many decryption queries,
we would have to nest these extractors which would lead to an exponential
run-time. Therefore, we prove our results here using the classical variant of
Naor—Yung with two ciphertexts and a simulation sound NIZK that does not
need any extractability. The transformation is given in Figure 12.

Clearly, the resulting PKE'[PKE, I1] is correct, if PKE is correct and IT is
complete.
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Theorem 13 (RCCA-security). If PKE is perfectly?* correct and IND-CPA-
secure, and II is zero-knowledge and controlled-malleable simulation sound, then
PKE'[PKE, IT] is IND-RCCA-secure. More precisely, for every PPT adversary A
against the IND-RCCA security of PKE'[PKE, IT], there exist PPT adversaries B,
C, and D

Advi?\(,jl_;lzcE%[PKE,H](A) < QAdViBntiﬁ&pé()\) + AdVék,H(A) + AdvE 7 (A).

Proof. The proof proceeds via a hybrid argument. The game Gy is the real
IND-RCCA game for PKE'[PKE, IT]. Let (S1, S2) be the zero-knowledge simulator
for IT. The game G; is identical to G, except that crs is generated via (crs,
td) « S1(1*) (instead of crs + CRSGen(1%*)). Furthermore, the proof returned
by the CHAL oracle is computed as Sy(crs, td, (pky, ct1, pky, ctz)) (instead of
Prove(crs, (pky, ct1, pky, cta), (Mp, 71,72))).

Lemma 12 (Gg ~ Gy). For every PPT adversary A there exists a PPT
adversary B such that

[Pr(Gy = 1] — Pr[Gf = 1]| < Adv ().

Proof. The reduction is straightforward: It obtains crs from the zero-knowledge
challenger and computes all components belonging to PKE itself. To compute
the proof in A’s CHAL query, the reduction uses the Prove oracle from the zero-
knowledge challenger which will either return an honest proof or a simulated
proof. a

In the next hybrid, Go, the challenge ciphertext is changed as follows: The
component cty is always an encryption of mg (instead of my).

Lemma 13 (G; ~ G3). For every PPT adversary A there exists a PPT
adversary B such that

[Pr[Gf = 1] — Pr[Gs' = 1]| < Adviihife.

Proof. Note that in G; and Gz, we never use sky. The reduction is thus straight-
forward: It uses the public key it gets from the IND-CPA-security game for PKE
as pky. In the challenge query, the reduction submits the challenge messages
mgy = mp and mj = mg to its own challenge oracle and uses the resulting ci-
phertext as cto. An adversary that wins with different probability in G; than
in Gy can thus be turned into an adversary against IND-CPA-security game for
PKE. O

The next hybrid Gs answers all DEC queries by decrypting with ske (instead
of Skl).

Lemma 14 (Gy ~ G3). For every PPT adversary A there exists a PPT
adversary B such that

[Pr[Gs' = 1] — Pr[G4 = 1]| < Advi'7T ().

21 For non-perfect correctness, we can use the derandomziation technique of [34] to get
a similar result.
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Proof. The reduction proceeds as follows: It receives crs from the controlled-
malleable simulation soundness game and computes the simulated proof for the
challenge query using the PROVE oracle. If the adversary makes a DEC query on
(cty, cte, m) where Verify(crs, (pky, ct1, pky, cte), m) = 1, it computes my <— Dec(sk,
ct;) and my < Dec(sk, cta). By perfect correctness, the messages m; and mo
are the same messages used during encryption for ct; and cte. If m; # ms
and {m;,my} Z Chal, the reduction outputs ((pky,cty, pky, cte), 7) and wins the
controlled-malleable simulation soundness experiment. To see this, note that all
allowed transformations keep the messages inside ct; and cto intact. The relation
only allows ciphertexts which encrypt the same message and the reduction asked
for a simulated proof where ct; encrypts my and cty encrypts mg. Thus, a valid
proof for a ciphertext pair that encrypts two different messages and at least one
of them is not mg or m; will win the controlled-malleable simulation soundness
game.
If the adversary does not make such a DEC query that makes the reduction
win, the games G, and Gj are identical in its view, because
— DEC queries where the proof does not verify are answered with | in both
games,
— DEC queries where ct; and cty encrypt the same message are answered
identical, and
— DEC queries where ct; and cts both encrypt a message from Chal are answered
with ¢ and thus identical.
|
In the final game G4 in the challenge query ct; is always an encryption of mg
(instead of my).

Lemma 15 (G3 ~ Gy). For every PPT adversary A there exists a PPT adver-
sary B such that

|Pr[Gg' = 1] — Pr[Gf' = 1]| < Advigpife.
Since in G3/Gy skj is never used, the reduction is analogous to Lemma 13.

Lemma 16 (Gy).
1
Pr[Glt = 1] = =.

2
Proof. In G4, the adversaries view is statistically independent of the challenge
bit b. 0
Combining Lemmata 12-16 yields Theorem 13. ad

Theorem 14 (Rand-CCA-security). If PKE is perfectly correct and RAND-
CPA-secure, and II is derivation private, zero-knowledge and controlled-malleable
simulation sound, then PKE'[PKE, IT] is RAND-CCA-secure. More precisely, for
every PPT adversary A against the RAND-CCA security of PKE'[PKE, IT], there
exist PPT adversaries B, C, D, and F such that

= 1 Z| 1 Ccm-Ss
Advj?g_KcI?[PKE,H] (\) < 2Adv2,nngC£a (A)+ EAdVCk,H()‘) + iAdVg?n(/\) +AdVE 7 (A).
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Proof. The proof proceeds via a hybrid argument. The game Gy is the real RAND-
CCA game for PKE'[PKE, IT]. Let (S, S2) be the zero-knowledge simulator for I7.
The game G; is identical to G, except that crs is generated via (crs, td) < Sp(1*)
(instead of crs <~ CRSGen(1*)). Furthermore, the proof returned by the CHAL in
the b =1 case is computed as Sa(crs, td, (pky, ct], pky, cth)) (instead of Prove(crs,

(pkla Ctla pk27Ct2)a (m,Tl,Tg)))-

Lemma 17 (Gg ~ G;). For every PPT adversary A there exists a PPT
adversary B such that

|Pr[Gg' = 1] — Pr[Gft = 1]| < AdvE ().

DN =

Proof. The reduction is straightforward: It obtains crs from the zero-knowledge
challenger and computes all components belonging to PKE itself. To compute the
proof in A’s CHAL query if b = 1, the reduction uses the Prove oracle from the
zero-knowledge challenger which will either return an honest proof or a simulated
proof. If b = 0, which happens with probability %, the games are identical. O
The next hybrid Gs is identical to Gp, except that in the CHAL query in the
b = 0 case the proof is computed as So(crs, td, (pky, ct], pky,cth)) (instead of
ZKEval(crs, s 11, ((pky, ct1, pky, cta), ))).

Lemma 18 (G; ~ G3). For every PPT adversary A there exists a PPT
adversary B such that

Pr[Gf = 1] — Pr[Gs' = 1]| < ZAdvish; (M.

DN | =

Proof. The reduction is straightforward: It obtains crs from the derivation-privacy
challenger and computes all components belonging to PKE itself. To compute
the proof in A’s CHAL query if b = 0, the reduction uses the Prove oracle from
the derivation privacy challenger which will either return a proof obtained via
ZKEval or a simulated proof. If b = 1, which happens with probability %, the
games are identical. ]

In the next hybrid, Gz, the challenge ciphertext is changed as follows: The com-
ponent ct} is always a fresh encryption of m (instead of being a fresh encryption
of m or a rerandomization of cts, depending on the challenge bit).

Lemma 19 (Gy ~ G3z). For every PPT adversary A there exists a PPT
adversary B such that

|Pr[Gs' = 1] — Pr[Gg' = 1]| < AdviSTs?.

Proof. Note that in Go and Gz, we never use sky. The reduction is thus straight-
forward: It uses the public key it gets from the RAND-CPA-security game for PKE
as pky,. When the adversary makes its challenge query on (cty, cto, w) and this
ciphertexts decrypts to m # L, the reduction answers if b = 1 with a ciphertext
where ct}, is a fresh encryption of m. If b = 0, it submits cty to its own challenge
oracle and uses the resulting ciphertext as ctj. An adversary that wins with
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different probability in Go than in Gz can thus be turned into an adversary
against RAND-CPA-security game for PKE. a

The next hybrid G4 answers all DEC queries by decrypting with ske (instead
of Skl).

Lemma 20 (G3 ~ Gy). For every PPT adversary A there exists a PPT adver-
sary B such that

|Pr[G = 1] — Pr[Gf = 1]] < Advi)iT ().

Proof. The reduction proceeds as follows: It receives crs from the controlled-
malleable simulation soundness game and computes the simulated proof for
the challenge query using the PROVE oracle. If the adversary makes a DEC
query on (cty,cty, ) where Verify(crs, (pkq, cty, pky, cta), ) = 1, it computes
my < Dec(sk, ct;) and my < Dec(sk, ctz). By perfect correctness, the messages
m; and ms are the same messages used during encryption for ct; and cty. If
m; # my, the reduction outputs ((pky, cty, pky, cta), 7) and wins the controlled-
malleable simulation soundness experiment. To see this, note that all allowed
transformations keep the messages inside ct; and cty intact. The relation only
allows ciphertexts which encrypt the same message and the reduction also asks
only for a simulated proof where ct; and cts encrypt the same message. Thus, a
valid proof for a ciphertext pair that encrypts two different messages will win
the controlled-malleable simulation soundness game.

If the adversary does not make such a DEC query that makes the reduction
win, the games Gz and G4 are identical in its view, because DEC queries where
the proof does not verify are answered with 1 in both games and DEC queries
where ct; and cts encrypt the same message are answered identical. ad

In the final game G5 in the challenge query ct; is always an encryption of mg
(instead of my).

Lemma 21 (G4 ~ Gs). For every PPT adversary A there exists a PPT
adversary B such that

|Pr[G = 1] — Pr[G = 1]| < Advigpie.
Since in G4/Gs sk; is never used, the reduction is analogous to Lemma 19.

Lemma 22 (Gs).

1

Pr[Glt = 1] = =.

2
Proof. In Gg, the adversaries view is statistically independent of the challenge
bit b. O
Combining Lemmata 17-22 yields Theorem 14. a

On lattice-based instantiations. In lattice-based encryptions schemes like Regev
[65] and dual Regev [41], the size of the noise increases with each rerandomization.
Therefore, these schemes do not fit directly in the malleable NIZK framework
where applying a transformation (rerandomizing a ciphertext) has to result in
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a statement in the initial relation (a ciphertext with the initial noise level).
Nevertheless, we can relax the notion for admissible transformations to allow
transformations as follows: A directly generate proof shows that a statement is in
a relation R and each transformation guarantees that when the transformation
is applied to a statement in R;, the resulting statement is in R;;. For lattice-
based RCCA-secure Rerandomizable PKE, the relations Rg, R1, ... would allow
increasingly larger noise levels.

We also need to ensure that the noise level does not become too large, other-
wise the ciphertexts would no longer decrypt correctly. Lattice-based encryption
schemes with polynomial modulus-to-noise ratio can support only a fixed poly-
nomial number of rerandomizations. When combined with a bounded malleable
NIZK like our counter-based construction in Appendix A, this is ensured. Since
this malleable NIZK is only leveled derivation private, it also achieves only a
leveled variant of RAND-CCA security where the number of rerandomizations
is leaked. When a super-polynomial modulus-to-noise ratio is used, we can get
schemes that can (hypothetically) tolerate a super-polynomial number of reradom-
izations and therefore in particular any polynomial number of rerandomizations
(without an a priori fixed bound). In this setting, we can use any simulation
extractable, malleable NIZK (like our AOWF-based construction in Section 3).
The simulation extractability game guarantees that any statement with proof
the adversary outputs is obtained by applying only polynomially many transfor-
mations to an initial (or simulated) statement, since the extractor in this game
has to output an explanation (that grows with every applied transformation) for
every statement with proof in polynomial time.

D RCCA-Secure Updatable Encryption

We define randomized RCCA-secure updatable encryption (UE) by adapting
the recent IND-CPA UE model from [68] which itself implies the randomized
IND-CPA model used in [60, 39, 56]. Currently, randomized RCCA-secure UE
schemes are absent in such a strong model.

UE schemes consists of the commonly known algorithms (Gen, Enc, Dec) for
key generation, encryption and decryption, but adapted to discrete epochs 1,2,
3,... where Gen outputs an initial secret key K; (for epoch 1). Additionally, the
UE scheme has a PPT algorithm RotKey which takes a key K. and outputs a
next-epoch key K.y; along with a update token A, ;. This update token can
be used by a third party to update ciphertexts under key K. for epoch e to
ciphertexts for epoch e + 1 under key K41 via an algorithm Update. We recap
from [68]:

Definition 26. A UE scheme UE with message space M consist of the PPT

algorithms (Gen, RotKey, Enc, Update, Dec):

Gen(l)‘): on input security parameter \, key generation outputs an initial (sym-
metric) key Ki.

RotKey(K.): on input key K., key rotation outputs an updated key Key1 for the
next epoch together with an update token Aqyq.
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Enc(Ke, m, eexp): on input key K., a message m € M, and expiry epoch eexp,
encryption outputs a ciphertert ctee,, or L.

Update(AeH,cte,eexp): on input an update token A.1q and a ciphertext Cte,eeps
update outputs an updated ciphertezt Cteqq,e,, or L.

Dec(Ke, cte,e,,): on input key K. and a ciphertest cte.,,, decryption outputs
me MU{L}.

Correctness essentially guarantees that the decryption of updated ciphertexts
with a rotated key yield the desired encrypted message. Concretely:

Correctness. For all A € N, for all e € [|poly(\)]], for K; < Gen(1%), for
all i € {1,... e}, for all (Kjy1,A;41) < RotKey(K;), for all m € M, for all
eexp €N, forall j € {1,...,e+ 1}, for all ctj., < Enc(K;, m, eesp), we require
that m = Dec(K;, ctj,,,) holds if een > j. Moreover, for all j € {1,... e}, for

all ctje,,, < Enc(Kj,m, eex), for all i € {j,... e}, for ct}, —:= ctje,,, for all
Ctiy1e,, ¢ Update(A;q,ct], ), we require that m = Dec(Keqr,cteyy ) holds

if eexp > €+ 1.
The following security definition is taken from [68] and adapted to yield
chosen ciphertext security next.

Definition 27. A UE scheme UE is ee-IND-UE-CPA-secure iff for any PPT

adversary A, the advantage function
AdVEET P () = | Pr[Expld P () = 1] - 172

ee-ind-ue-cpa

is negligible in A, where EXpgg 4 is defined as in Figure 13.

To achieve chosen ciphertext security, we adapt the security model from [68]
and add two additional oracles, namely, one for decryption and one for arbitrary
ciphertext updates. As an intuition, the adversary is now capable of querying
decryption of chosen ciphertexts as well as updates of chosen ciphertexts. Since
we deal with randomized updates, we only allow decryptions and updates of
ciphertexts which do not correspond to the challenge messages (i.e., randomized
chosen-ciphertext security or RCCA). We define:

Definition 28. A UE scheme UE is ee-IND-UE-RCCA-secure iff for any PPT
adversary A, the advantage function

Advaeéi,rj-ue-rcca ()\) — ‘ Pr [Expaeéi,rj-ue-rcca ()\) — 1} _ 1/2 ‘

ee-ind-ue-rcca

is negligible in A, where Expyg 4 s defined as in Figure 13.

Rerandomization properties. Similarly to the randomized PKE construction
above, we require a deterministic PPT algorithm RerandR’ in the UE setting
that on input random coins 7 € R and ' € R/, for all K; < Gen(1?*), for all
€, eexp € N, for all (Keq1, Acy1) < RotKey(K,), and for all m € M, the algorithm
satisfies

Update(Act1, Enc(Ke, M, €exp; 7);7’) = Enc(Ket1, M, €exp; RerandR' (1, 77)).
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ee-ind-ue-cpa resp. ()\)

Experiments Exp; 4
Ki < Gen(A),phase =0,e =1,¢=0,4; = L
M =0, :=0,C* =0, :=0,D" :=0,b+ {0,1}

Enc’,RotKey’ ,Update’ ,Corrupt,Chall,GetUpdct™ ,| ArbUpdate,Dec’
b A ’ ’ ’ (1"

if A is not valid, then return b” + {0,1}
if b= b, then return 1 else return 0

Oracles

Enc’(m, eexp) © TUD Cte ey, < Enc(Ke, M, €exp) and set £* := L*U{(c, e, m, Cte,ee) }s
¢ =c+ 1. Return cte e, -

RotKey' : run (Key1,Acr1) < RotKey(K.). If phase = 1, run ct] ,, <
Update(Aet1,cty ;). Set e = e+ 1.

Update'(cteflyeexp) Cif (e —1,m, cte 1 e,,) & L7, for some m € M, return L. Run
Cle,eqq < Update(Ae, cte—1 e,,,) and set L™ := L U (c,e,m,Ctee,,,),c=c+ L.
Return Cte,eep-

ArbUpdate(cte—1,e,,) : | if phase = 0 and (-,e —1,-,cte—1,e,,) & L*, return L.

Run m := Dec(Ke—1, Cte—1,e,,) and cte e,,, < Update(Ac,cte_1,e,,,). If phase =
1 and m € M™, set C* := C" U {e}, else set L™ := L* U {(c,e,m,ctecy,)}
c=c+ 1. Return cte e, -

Corrupt(inp,e’) : if ¢ > e, return L. If inp = key, set £* = K* U {¢'} and return
K. If inp = token, set D* = D* U {¢'} and return A..

Chall(mo,cte—1,¢,) : if phase = 1, return 1. Set phase = 1. If
(he—1,mi,cte_1e,,) ¢ L, for some m; € M, return L. If b = 0, set
ctl o < Enc(Ke, mo, eexp), else ctf 1 < Update(Ae, cte_1 e, ). Set M™ := {my,
mi}, C* =C" U {e}, € = ¢, ey = €exp, and return ct; ;.

GetUpdct™ : If phase = 0, return L. Set C* := C" U {e} and return ct; ;.

Dec’(ct) : | Run m = Dec(K., ct). If phase = 1 and m € M*, return L. Return m.

A is valid iff:

1) For all ¢’ € K*, €’ ¢ C* holds. (No trivial win via retrieved keys.)

2) For all ¢’ € K* with e* <€’ <el,ande —1€C*, ¢ —1 ¢ D* holds. (No
trivial win via retrieved update token.)

Fig.13. The EE-IND-UE-CPA resp. RCCA security notions for UE schemes with
expiry epochs.

Naor—Yung Transformation for UE. We show how to apply the Naor—Yung
paradigm [59, 32] for UE adapting the above IND-CPA-secure to IND-RCCA-
secure transformation for rerandomizable PKE schemes using a malleable NIZK
for the NP relation

Rny = {((Kl, C'El7 K27Ct2), (m,rl,rg)) ‘ ct; = Enc(Kl, m, eexp;rl)A
cty = Enc(Ka, m, eexp; 72) }
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Gen'(1*): Update' (A, cte e, ):
Kiq Gen(l)‘) (Ac1, Acyz,crs) = AL
Ki,2 < Gen(1%) (Cleeexp,15 Cle,eap,2s Te) 1= Cte ey
crs < CRSGen(1%) 1,75 — R
return Kj := (Ky,1,Kj 2,crs) Ctet1,cop,1 < Update(Ae, 1, Cte,cep,1371)
Clet1eop,2 < Update(Ac o, Cte e,y 25 75)
RotKey' (K. = (Ke,1, Ke,2,crs)): Tet1  ZKEval(crs, Tr;m;’ (Ac,1, Cte,cep,1s
(Ket1,1, Aet1,1) < RotKey(Ke,1) Ac2,Cle g2, Te))
(Ket1,2, Act1,2) < RotKey(Ke 2) return = Cteig ., = (Cteticop 1,
return (Ko 1= (Ket1,1,Ket1,2,€r8), | et eep,2, Tet1)
:3+1 = (Ae+171, Ae+172, crs))
Dec’ (KL, Cte e, ):
Enc’ (K. = (Ke,1,Ke,2,€rs), m, €ep): (Ke.1, Keoo, crs) i= K.
T1,T2 < R (Cte,eexp,hCte,eexp,277re) = Ct/e,eexp
Cle,cexp,t < ENC(Ke,1, M, €exp;T1) if Verify(crs, (Ke,1, Cte,eap,15 Ke 2, Cle eap.25
Cle,eenp,2 EnC(Ke,Q, m, €exp; T2)

?
€exp, Te)) = 1 then
me < Prove(crs, (Ke 1, Cte cp,1, Kej2, | 150 )

return Dec(K, 1,ct
Cte,eexp,2)7 (m7 Tla 1"2)) ‘ ( ob Eveexlﬁl)

, ) else
return ct ., = (Cteco,1,Cle,cap,2; Lreturn |
Te)

Fig. 14. Given an EE-IND-UE-CPA-secure UE UE = (Gen, RotKey, Enc, Update, Dec)
and a malleable NIZK IT = (CRSGen, Prove, Verify), we construct an EE-IND-UE-
RCCA-secure UE UE’[UE, IT] = (Gen’, RotKey’, Enc’, Update’, Dec’) via the Naor—Yung
transformation applied to UE. The resulting UE'[UE, I1] is correct, if UE is correct and
IT is complete.
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and the set of transformations
7IJE,ny = {Tri,ré = (Tz,r’l,réaTw,ri,rg) | Tlla Té € m/} where
. 2 2
Twﬂ'iv"é : (’C X C) — (lC X C)
(Ke,h Cte,la Ke,27 Cte,2) — (Ke+1,17 Update(AeJrl,la Cte,l? r/l)a Ke+1,27 Update(AeJrl,Qa Cte,Z; 71/2))
with (K6+171,Ae+171) — RotKey(Ke,l), (KC+1,2, Ae_._LQ) < RotKey(K&Q)
Twﬂ'/u’“é : (M xfﬁxiﬁ) — (M X Eﬁxiﬁ)
(m,71,72) = (m,RerandR(r1, 7)), RerandR(rz, r5)).
TUE,ny is an admissible set of transformations due to the definitions of RerandR.

Theorem 15 (RCCA-security). If UE is ee-IND-UE-CPA-secure and II is
zero-knowledge and controlled-malleable simulation sound, then UE'[UE, IT] is
ee-IND-UE-RCCA-secure. More precisely, for every PPT adversary A against the
ee-IND-UE-RCCA security of UE'[UE, IT], there exist PPT adversaries B, C, D,
and €

1
AV BLUE BEEA(3) < 2. AdVEE P VESPA ) + L A
1 1
5 AV (V) + 5 AdVETE(V),
where qgec 18 the number of decryption queries A makes.

Proof. The proof proceeds along the lines of the proof for RAND-CCA security for
PKE. Analogously, the game Gy is the real ee-IND-UE-RCCA game for UE'[UE, I1].
Let (S, S2) be the zero-knowledge simulator for IT. The game G; is identical to G,
except that crs is generated via (crs, td) « S1(1*) instead of crs +— CRSGen(1*)
and the proof during Enc in Chall for the case b = 0 is computed as Ss(crs, td,
(Ke,1s Cte,cop, 15 Ke 2, Cte ey, 2)) instead of Prove(crs, (Ke 1, Cte ey,,15 Ke,2, Cle,eey,2),
(mo7 r1, 7“2)).

Lemma 23 (Gy ~» Gy). For every PPT adversary A there exists a PPT
adversary B such that

|Pr(G = 1] — Pr[Gf = 1]| < = - Advig ;(N).

DN | =

Proof. Analogously to Lemma 12, but for the case b = 0 in the UE-Chall oracle.
Concretely, B obtains crs from the zero-knowledge challenger and computes all
components belonging to UE. To compute the proof in A’s Chall query if b = 0,
the reduction uses the Prove oracle from the zero-knowledge challenger which
will either return an honest proof or a simulated proof. If b = 1, which happens
with probability 1, the games are identical. O
The next hybrid G, is identical to Gp, except that during Update in Chall in
the case for b = 1, the proof is computed as Sa(crs, td, (Ke 1, Cte—1,¢,,1, Ke,2,
Cte_1,e,,,2)) instead of ZKEval(crs, T vt ((Ac,1,Ctem1,e0p,1> Aey2, Cle—1,e00,2), Te)))-
See that the keys (K1, Ke 2) are already available since those are generated to-
gether with (Ac 1, Ae2).
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Lemma 24 (G; ~ Gg). For every PPT adversary A there exists a PPT adver-
sary B such that

Pr[Gf = 1] — Pr[Gs' = 1]| < - Advig; ().

Proof. Analogously to Lemma 18, but for the case b = 1 in the UE-Chall oracle.
Concretely, B obtains crs from the strong derivation-privacy challenger and
computes all components belonging to UE. To compute the proof in A4’s Chall
query if b = 1, the reduction uses the Prove oracle from the strong derivation-
privacy challenger which will either return a proof obtained via ZKEval or a
simulated proof. If b = 0, which happens with probability %, the games are
identical. O

In the next hybrid Gs, the challenge ciphertext is changed as follows. The
ciphertext component cte e,,, 2 is always a fresh encryption of mg instead of being
a fresh encryption of m; or an update of cte_1 c,,, 2 depending on the challenge
bit.

Lemma 25 (G ~» G3). For every PPT adversary A there exists a PPT
adversary C such that

|Pr[G4' = 1] — Pr[G§' = 1]| < Advgrgg> VE P~

Proof. Analogously to Lemma 19. Note that in Gy and Gg, we never use K¢« 2. C
is not allowed to query the key from its ee-IND-UE-CPA-security challenger. When
the adversary makes its challenge query on its ciphertext part with (cte_1,e,,,1,
Cle—1,eep,25 Te— 1) and this ciphertexts decrypts to my # L, the reduction answers
if b = 0 with a ciphertext where ctf, , is a fresh encryption of m;. If b =1, it
submits cte—1 e, 2 to its own challenge oracle and uses the resulting c1phertext
as cty 5. An adversary that wins with different probability in G than in Gg
can thus be turned into an adversary against ee-IND-UE-CPA-security game for
UE. a

The next hybrid G4 answers all Dec’ queries by decrypting with K.« o instead
of Ke= 1.

Lemma 26 (Gs ~ Gy). For every PPT adversary A there exists a PPT adver-
sary D such that

|1:’1P[G§,)4 = 1] - Pr[G} = 1| < AdVE7F ().

Proof. D receives crs from the controlled-malleable simulation soundness game
and computes the simulated proof for the challenge query using the PROVE
oracle. If the adversary makes a Dec’ query on (Cte—l,eexp,laCte—l7eexp7277re—1)
where Verify(crs, (Ke_171, Cle—1,e0p,1> Ke_l,g, Cte—l,eexp,2)7ﬂ'e—1) = 1, it computes
my < Dec(Ke_1,cte1,e,,,1) and my < Dec(Kc_1,Cte_1c,,,2). Due to perfect
correctness, no corrrectness error occurred in either of these decryptions (over
all Dec’ queries). If m; # ma, the reduction outputs ((Ke—1,1,Cte—1,e0,15 Ke—1,2,
Cte—1,2), me) and wins the controlled-malleable simulation soundness experiment.
The argumentation is analogously to Lemma 14. O
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*

In game Gs, the challenge ciphertext component ctf_; .

encryption of mg instead of my.

1 is always an

Lemma 27 (G4 ~ Gs). For every PPT adversary A there exists a PPT adver-
sary B such that

’PY[GZA =1] - Pr[G“S4 = 1]| < Adv%e:L'J'\éD—UE-CPA.

The proof is analogous to Lemma 21; note that K.« ; is not allowed to be queried.

Lemma 28 (Gs).

1
Proof. Gs is statistically independent of the challenge bit b. a
Taking all Lemmata 23—28 together, shows Theorem 15. a

E Targeted homomorphic encryption

In this section we present a transformation to achieve the notion of unlinkability
and targeted malleability for homomorphic encryption by [14]. This result requires
a stronger, non-standard variant of (simulation sound) extractability that gives
the adversary and the extractor the same auxiliary input (common auxiliary input
model). Looking forward, in the construction this auxiliary input will contain a
public key and a ciphertext for the underlying homomorphic encryption scheme.

We emphasize that this security notion is not achievable for arbitrary auxiliary
input (assuming iO exists), as shown in [9], and therefore this transformation is
not generic. Whether this assumption is reasonable therefore has to be decided
for each combination of homomorphic encryption and SNARK (or assumption
the SNARK is based on) separately.

The proof in [14] claims to achieve the notion of targeted malleability without
such auxiliary inputs. However, their proof contains several gaps that we explain
below in more detail. The only way we see to repair their proof is to assume
simulation extractability in the common auxiliary input model.

E.1 Preliminaries

Definition 29 (Controlled-malleable simulation extractability in the
common auxiliary input model). A malleable non-interactive zero-knowledge
argument system II = (CRSGen, Prove, Verify) for an NP relation R and an
admissible set of transformations T is controlled-malleable simulation extractable
in the common auxiliary input model for auziliary input distribution Z if for
every PPT adversary A there exists a PPT extractor € such that

AVTEE () = [PrExpeZ 11 (A) = 1]| < negl(})

for a negligible function negl where the cm-sse experiment is defined in Figure 15.
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Expin,_gs,sez,H:(CRSGen,Prove,Verify) ()\) ChGCkEXpIanation(aj, E)

Qsim =10 if (z,_) € Qsim then

(crs, td) « Si(1%) Lreturn 1

L&z if Jw : (z,w) € EA (z,w) € R then
APROVEC) (1A ) Lreturn 1

(z,m) £ (1% crs, (25 7) if 3T = (To,Tw), 21, ... @0 ¢ (2, (T, 21,

.E‘<—g(1 7CFS7Q.sim, Z,T‘) ...,xn))GEthen

l‘frgzle;(;l;Egplanatlon(x, E) =1 then if T€TAx=Ts(ei,...,x,) then

else E' = E\{(z,w) € E}

Lreturn 1 return /\"_, checkExplanation(z;, E")

return 0

PROVE(z):

m < Sa(crs, td, x)

Qsim = Qsim U {(33, 77)}

return 7

Fig. 15. The simulation extractability experiment for a malleable NIZK IT = (CRSGen,
Prove, Verify) for NP-relation R and set of transformations 7 with zero-knowledge
simulator S = (S1,.52) in the common auxiliary input model. Differences to the game
in Figure 4 are highlighted gray.

Next, we recall the definition of homomorphic encryption and the desired
properties. For definitions of PKE and IND-CPA security, see Section C.1.

Definition 30 (Homorphic encryption). A homorphic encryption (HE) scheme
for circuit class € is a PKE with the following additional algorithm:

— Eval inputs a public key pk, a list of ciphertext cty,...,ct, and a circuit
C € € computing a function fc : M™ — M and outputs a new ciphertext
ct’.

Let R be the randomness space for Enc and $3’ the randomness space for
Eval. To simplify our construction, we also assume that there exists an efficient
and deterministic algorithm EvalR that inputs random coins ry,...,r, € R and
r’ € R’ and satisfies for all pk € P, all my,...,m, € M, and all C € €

Eval(pk, Enc(pk, m1;71), ..., Enc(pk, m,;r,);7")
= Enc(pk, fo(m1,...,m,);EvalR(ry, ..., 7y, 7).

We always require the following two properties to hold for an HE scheme.

Definition 31 (Correctness). An HE scheme HE = (Gen, Enc, Eval, Dec) is
correct if we have

| Pr[Vm € M : Dec(sk, ct) = m | (pk,sk) < Gen(1%),ct < Enc(pk, m)]| > 1—negl()\)
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EXpt?\:(C;all,':Zj) eV EXPtsn:Zscf ?;;T,D,HE (V)
(pk, sk) < Gen(1*) (Cam, 1%, st1, st2) & S1(17)
(Cat, 1%, st1, sta) & A0 (pk) for i € [s] do
for i € [s] do | mi < Ca()
mi <= Ca() (z1,...,2q)  S2(st2)
| ct; < Enc(pk,m;) for j € [¢] do
(cti,...,cty) < Aa(cty,...,cty,sta) copy; if z; = copy;
for j € [g] do flma, ..o ome,my, . my)
_ fcopy, if et = ct; d; = if 25 = (f,mh,..,m))
7 {Dec(sk7 ct;) otherwise A valid(.f)
I;turn D(st1,m1,...,Mr,d1,...,dq) i otherwise
return D(st1,m1,..., My, d1,...,dq)
DEC(ct):
return Dec(sk, ct)

Fig. 16. The security experiments for TNM-CCA1 security for a homomorphic encryp-
tion scheme HE = (Gen, Enc, Eval, Dec). In the experiment, Cxq is a circuit that samples
messages.

and

Pr[Vcty,...,ct, € CVC € €: (Vi € [n] : Dec(sk,ct;) = m; # L)
— Dec(sk, Eval(pk, cty,...,ct,, C)) = fo(my,...,m,) | (pk,sk) < Gen(1})]|
> 1 — negl(A).

Next, we recall the definition of TNM-CCA1 security by [14], adapted to
functions of arbitrary arity. For this definition, we say that a function f is valid,
denoted by valid(f), if f can be described by a composition of (polynomially
many) functions computed by circuits in € (possibly ignoring parts of its input).
We simplified the game by having the simulator Ss directly output messages, not
ciphertexts that are then decrypted.

Definition 32 (TNM-CCA1 security). An HE scheme HE for function class
¢ is TNM-CCA1 secure iff for every two-stage PPT algorithm (the adversary)
A = (A, As) there exists a two-stage PPT algorithm (the simulator) S = (S1,S2)
such that for every PPT algorithm (the distinguisher) D.

AV e (A) = 2[Pr[Exp BT " () = 1] — Pr[ExpS 52 "™ () = 1]| < negl())

for a negligible function negl. The corresponding experiments are given in Fig-
ure 16.

Finally, we recall the definition of unlinkability by [62].
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EXpSX!EE(A): CHAL(cty,...,ct,,C € €):  //only one
(pk, sk) & Gen(lA) query
b {0,1} for i € [n] do
b A,CHAL(-,-),DEC(»(pk) m; < Dec(sk, ct;)
return b =0’ if m; = | then return |
if b =0 then
DEc(ct): | return ct* < Eval(pk,cty, ..., cty, C)
m < Dec(sk,ct) ke
return m | return ct* < Enc(pk, fo(mi,...,my))

Fig.17. The security experiments for unlinkability for a homomorphic encryption
scheme HE = (Gen, Enc, Eval, Dec) for function class €.

Definition 33 (Unlinkability). An HE scheme HE for function class € is
unlinkable iff for all PPT adversaries A

. . 1
AdVIIHE(V) = [PrBxpIHE(N) = 1] — 5| < negl(})

for a negligible function negl. The experiment is given in Figure 17.

We present the Naor—Yung transform for HE in Figure 18. The transformation
uses a malleable NIZK for the NP relation

Ry = {((pky. ct1, py,cta), (m, r1,72)) | cti = Enc(pky, m: ) Acts = Enc(pky, mi )}

and the set of transformations

Toy = {Tore = (Tacron Twcrr) | € € Crr €W} where

Tx,r,'r’,C : ((PIC X C)Q)n — (PIC X 0)2

(pky, Eval(pky, (ct; 199,,0;?), pk, EvaI(Pk’l, (ct})1<i<n, C;1"))
(pki, ct;, pk;7Ct2)1§i§n = if pky = -+ = pk, Apky =--- = pk,
1 otherwise
Tw,7-7,,»/,c : (M X R X ER)” — (M x R x m)
(miy 7,7 )1<i<n — (fo(mi,...,my),EvalR(r1, ..., rn,7), EvalR(ry, ..., 70, 7")).

Clearly, the resulting HE'[HE, IT] is correct, if HE is correct and IT is complete.

Theorem 16 (TNM-CCA1l-security). If HE is perfectly** correct and IND-
CPA-secure, and II is zero-knowledge and controlled-malleable simulation ex-
tractable in the common auziliary input model for a distribution Z explained below,

22 For non-perfect correctness, we can use the derandomization technique of [34] to get
a similar result.
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Gen’(17,): Dec’(sk’, ct’ = (ct1, cta, m)):
(pk,,ski) < Gen(1%) parse (pk;, pko,ski,crs) := sk’
(pky, ska) <= Gen(1%) if Verify(crs, (pky, ct1, pky, cta, ) 1
crs + CRSGen(1%) then
return (pk’ := (pk;,pky,crs),sk’ := | | return Dec(skz,ct;)
(pky, Pk, sk, crs)) else
Lreturn |
Enc’(pk’ = (pk,  pky, crs), m):
ct1 + Enc(pk,, m;m1) Eval(pk’, (ct} := (cti,1, Cti,2, m))1<i<n, O):
cty <= Enc(pky, m;72) parse (pk;, pky,crs) := pk’
T 4= PI‘OVE(CFS, (pkh cty, pk27 Ct?)a (m7 T1, | Ccty < EV3|(pk1, (Cti,l)lgigna C; T)
TQ)) Cty < Eval(pkg, (Ctiyz)lgign, C; 7”,)
return ct’ := (cty, cta, ) T <+ ZKEval(crs, Ty ¢, (pky, Cti 1, pKo,

Cti,2,7ri)l§_i\§n/)_\
return (cty, cta, 7))

Fig. 18. The Naor—Yung transformation that turns a HE HE = (Gen, Enc, Eval, Dec)
and a malleable NIZK II = (CRSGen, Prove, Verify) into a TNM-CCA1 secure and
unlinkable HE HE'[HE, IT] = (Gen’, Enc’, Eval’, Dec’).

then HE'[HE, IT] is TNM-CCA1l-secure. More precisely, for every two-stage PPT
adversary A = (A1, As) against the TNM-CCAL security of HE'[HE, IT], there
exists a two-stage simulator S = (S1,82) such that for every PPT distinguisher
D there exist PPT adversaries B, C, and H such that for all PPT extractors €

ANV S e e, m (N) < 25AdVETE? (M) + AdvE 7 (A) + (2507 + 2)AdvTE (M),

where s is the number of challenge ciphertexts that Ay requested and q is the
number of ciphertexts that As outputs.

The proof uses ideas of [14], who in turn build upon [6, 31].

Proof. We start by describing the algorithm S = (81, Ss). Therefore let S = (51,
S2) be the zero-knowledge simulator for IT.

The algorithm S; samples (pk’,sk’) = ((pky, pko,crs), (ski,sks)) via (pky,
sk1), (pky,ska) < Gen(1*;71) and (crs,td) < S1(1%;7r9). It then simulates
A?EC(')(pk'; r3) and answers all DEC(-) queries with sk;. When 4; outputs (Ca,
1%, sty, sta), S outputs (Caq, 1%, sty, sth := (Caq, 1,71, 72,73, pk, pk’, sk’, sta)).

The algorithm S, inputs st} := (Caq,71, 72,73, pk, pk’, sk’, st)) and samples
for all i € [r] a message m] < Cyq and encrypts it as cty = (ct], ctf,, 7;) with
ctyy < Enc(pky,m}), ctiy < Enc(pky, m}) and 7} < Sa(crs, td, (pky, ct}, pko,
thQ)). It then runs As(ctf, ..., ct},sta) to obtain (cty,...,ct;) with ct] = (ct; 1,
Cti_yg, ’/Ti).

Now let AEROVE be the algorithm that inputs 1* and crs’ and then simulates
the behavior of Sj, except that it replaces the crs in pk’ = (pky, pky, crs) with
its own input and computing the simulated proofs 7} with its PROVE oracle. It
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then simulates Ss up to the point described so far, samples a random index j €
[q] and outputs ((pky,ct; 1, pky,ct;2), ;). The controlled-malleable simulation
extractability game for IT guarantees the existence of a PPT extractor £ with
Advi>% | r(A) < negl(N).

Next, we define for each j € [g] the adversary A; that works like A, except
that it uses the fixed value j instead of sampling it at random. Now consider
the extractor £; that inputs crs and a random tape r for A;. & runs E (crs, '),
where r’ is a random tape that is identical to 7, except for filling in random coins
at the appropriate positions that make & (crs,7’) choose j as the random index.
The union bound now guarantees

AV 2 m(A) < AV 2 (M.

This construction guarantees that all extractors £; have the same runtime and
success probability bound. This is necessary to ensure that running all of them
is still in polynomial time and that all of them succeed with overwhelming
probability.

The simulator So now proceeds by concatenating r1||72||7s with the random
coins that So has used so far and removing all coins that where used to generate
simulated proofs, we obtain a random tape r for .A;. The simulation extractability
of the SNARK guarantees the existence of an extractor &; for A; that inputs
1*, crs and 7 and outputs an explanation E;. The simulator runs for all j € [q]
Ej + &;j(1* crs,0,7). Sy then outputs w1, . .., x, where

— z; = 1, if F; is not a valid explanation

— xj = copy,, if i € [s] : ctj = ctf

- Tj = m if Jw = (m, 7‘1,7‘2) : ((pkl,ctjvl, pk2,ctj72),w) S Ej

— z; = (f,m},...,m ) otherwise.
In the last case, the explanation F; explains recursively how the ciphertext was
computed by allowed homomorphic operations. The function f is obtained by
concatenating these operations. For leafs that contain a ciphertext ct}, we use
the i-th input of f. For leafs that contain a different ciphertext with witness
(m,r1,72), we add m to the list of additional inputs and use this as input for f.

Next, we show via a hybrid argument that the distribution Gy produced by
the adversary in the real game is computationally indistinguishable from the
distribution G5 s produced by the simulator in the simulated game.

Therefore, let us define the distribution G; as the distribution that is sampled
as in the game Gy, except that crs is sampled via (crs,td) < S;(1%), where
(S1,52) is the zero-knowledge simulator for II. Moreover, for all i € [s] we
generate in i-th challenge ciphertext (ctf = (ct},),ct,, m;) the proof 7} via
mr <% Sa(crs, td, @ = (pky, ctf ), pkq, ctyy)).

Lemma 29. There exists a PPT adversary C such that

Pr [D(z) = 1] — Pr [D(z) = 1]| < Adv¥;()\)
Z(igg Z(igl ’
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Proof. The reduction embeds the crs it receives in pk’, and computes the proofs
for all the challenge ciphertexts with the PROVE oracle of the zero-knowledge
game (which either returns a real or a simulated proof). O

The distribution G, is identical to G, except that the values d; for new
ciphertext (i.e. where d; # copy;) are computed via SSE extractors of the
underlying malleable SNARK instead of using decryption. To compute d;, we run
the extractor £; we defined in the definition of Sy on crs and the random coins
used to generate pk, pk;, m;, cty for all ¢ € [r] and to simulate the adversary to
obtain an explanation E;. The value d; is then computed from E; as described
for the simulator Ss.

Lemma 30. There exists a PPT adversary H such that for all PPT extractors €

Pr [D(z) = 1] — Pr [D(z) = 1]| < PAdVE5(N)
Z(ig1 Z(igz Y

Proof. In Gy, we run the g II-SSE extractors &1, ..., &, for the underlying mal-
leable NIZKs. In each of these runs we use an honestly sampled witness and
uniformly random coins, thus each extractor will return a valid explanation
except with probability at most qAdvy;"¢°r () if the proof 7; was a valid proof
for the statement (pky, ct; 1, pky, ct; 2). If the proof was not valid, we have d; = L
in both Gy and G; We need to argue that if the run of the extractor &; yields
a valid explanation E; for the statement (pk,ct; 1, pksy,ctj2), than the value
d; is distributed as in Go. The language R,y and the set of transformation 7y,
guarantee that ct;; and ct; » are encryptions of the same message m and obtained

by encryption and homomorphic evaluation operations. By perfect correctness of

HE, we have d; = m in both cases. a
The next distribution Gs ; for ¢ € [0, s] is identical to Go, except that for 7 € [i]
we sample m} < Cpq (in addition to the messages mq,..., my <= Cpq) and we

compute the i-th challenge ciphertext ct; = (ct;,ct] 5, 77) as cty; < Enc(pky, m})
(in Go this was done as ct}; < Enc(pky, m;)), cti 5 < Enc(pky, m;) (unchanged),
and 77 via a call to PROVE (unchanged).

Clearly, the distributions G, and G3 ¢ are identical.

Lemma 31. There exist PPT adversaries B and H such that for all PPT
extractors € and for all i € [s]

Pr [D(z)=1]— Pr [D(z)=1]| < AdVEEP(\) + s> AdvSTES 1 (N).
Z&ga,i—l Z&gs,i BHE T

Proof. Before we describe the reduction we construct an extractor for the SNARK
that uses the auxiliary input.

Therefore, we define algorithm ALRVE which will serve as the adversary for
the simulation extractability in the common auxiliary input model for IT as
follows. The algorithm gets as input a crs crs and the auxiliary input z = (pky,
ct*). The algorithm then samples a public key (pk,,sks) + Gen(1*) and runs

(Cat, 1%, sty,5ta) A?EC(')(pk’ = (pkq, pko, crs)). Note that ALEOVE can answer
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the decryption queries with just knowing sky. It then samples a random index
i* <% [s]. For all i € [#*] it samples m;, m; <= Caq, ctf; < Enc(pk;, m}), except
when 7 = ¢*. In this case it sets ct. ; := ct*. For all i € [i* + 1, 5] it samples
ctyy < Enc(pky, m;). It continues to sample for all i € [s] values ct;, <* Enc(pks,
m;), mf <& PROVE(crs, (pky,cty, pky,cty,)), and stores cty := (ctj,cty,, 7))
Next, it runs (cty, ..., cty)  Aa(ct}, ..., ct},sta). Finally, it samples a random
J € [q] and outputs ct;.

Now let Z be the distribution that samples pk, < Gen(1*), m < Cyq and
ct* < Enc(pk, m).

The controlled-malleable simulation extractable in the common auxiliary
input model of IT now guarantees the existence of an extractor £, that inputs
crs and a random tape 7 for AL, with Adv ™%, = () < negl(A).

Next, we define the adversary A;« ; that Works like AL, except that it uses
the fixed values ¢* and j instead of samphng them at random. Now consider the
extractor &« ; that inputs crs and a random tape 7 for A;~ ;. The extractor runs
Ele(crs, "), where r’ is a random tape that is identical to r, except for filling in
random coins at the appropriate positions that make £ (crs, ') choose i* and j
as the random indices. The union bound now guarantees

AV e oz (A) < seAVYTE 2 (M)

Next, we can describe the reduction to IND-CPA security of HE. The reduction
receives a public key pk; which is used to compute pk’ = (pky, pky, crs) ((pky, sko)
and crs are sampled as in the game). The security reduction then continues to
simulate the game by running (Ca4, 1%, st1, sta) .ADEC( (pk’), hereby simulating
the DEC(:) queries with sky, and sampling my,...,ms,m},...m; < Cpq. The
reduction then makes its challenge query as ct* + CHAL(m;, m}) and embeds
the resulting ciphertext in the challenge ciphertexts for the TNM-CCA1 game
as Al: For all i € [*} it samples ctf; <> Enc(pk;, m}), except when 7 = ¢*. In
this case it sets ctj. ; := ct*. For all 7 G [i* + 1, s] it samples ct* < Enc(pky, ml).
It continues to sample for all 7 € [s] cty 5 <& Enc(pk27 m;), mF PROVE(crs (pky,
ctj 1, pko, cti,)) and stores cty := (cti*717cti*727 *)

‘Next, it runs (cty,...,cty) « Ag(cty, ..., cth,sty). Now, both Gs ;1 and Gs;
would use for all j € [¢] the extractor &; to extract an explanation for the proof
contained in ct;. However, the reduction is unable to do so, because it does not
know the randomness used to generate pk; and ct*. However, the extractor &;
requires this randomness as input.

Therefore, the reduction uses the extractor &; ; with auxiliary input z = (pkq,
ct*). For this extractor, it can compute a random tape by taking its own random
tape and removing the random coins used to generate the crs and the simulated
proofs (The extractor is not expecting random coins for these values, because
Al gets the crs as input and generates the simulated proofs with its oracle.)
The reduction then runs for each j € [s] the extractors &; ; and computes the
output value d; from the explanation, like the simulator does.

It remains to show that the usage of the extractor &; ; (instead of &;) does
not change the values d; given to the distinguisher. Assume that proof in the
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ciphertext ct; is valid and both &; (on its respective input, which include the
random coins used to sample pk and ct*) and &; ; output both a valid explanation
for the statement.

Therefore, we argue that d; is equivalently computed by performing the same
homomorphic operations as As(ct}, . . ., ctf, sta), but on the plaintexts mq, ..., mg
(even if some ct} encrypt a different message or are invalid). Clearly, this is true
for the base case where the explanation provides a valid witness, due to perfect
correctness of HE and the definition of R,,. This is also true in the base case
where the explanation refers to a simulated proof. In this case, we either have
d; = copy; when the ciphertext was copied without modification or we insert
the message m; at this position, when recursively extracting a ciphertext. For
the recursive case, we can argue that this property is preserved because of the
perfect (homomorphic) correctness of HE and the definition of 7y,. O

The next distribution G4 is identical to Gs s, except that we simulate the
DEc(+) oracle for A; with sk; instead of sko.

Lemma 32. There exists a PPT adversary H such that for all PPT extractors €

Pr [D(z) = 1] — Pr [D(z) = 1]| < Advy e (M)
Z&QS,S =%, w

Proof. For this argument, we only need the proof system to be controlled-
malleable simulation sound (c.f. Definition 11) without any simulated proof
queries.

If the adversary A; submits to its DEC oracle a ciphertext ct’ = (cty, cto, 7)
such that 7 verifies for the statement x = (pky, ct1, pko,cta), but = ¢ Lz, . Then
we can use A; to win the controlled-malleable simulation soundness game. If
this even does not occur, the answer of DEC are identical in both games due to
perfect correctness of HE. a

The next distribution Gs; for i € [0, s] is identical to G4, except that we
introduce the same changes as with G3; but in the second instance of the
underlying HE. More precisely, for i € [s] we sample m;, m} <= Cpq and we
compute for all for i € [i] the i-th challenge ciphertext cty = (ct} |, cty,, 77) as
cty, < Enc(pky, m;) (unchanged), ctf, < Enc(pky, m}) (unchanged)(in G this

3 3
was done as ct}, <= Enc(pky, m;)), and 77 via a call to PROVE (unchanged).

Lemma 33. There exist PPT adversaries B and H such that for all PPT
extractors € and for all i € [s]

Pr [D(z)=1]— Pr [D(z) = 1]| < AdVELP (V) + s¢?AdvSTES ().
Z&gs,ifl Z&gs,i ' T

The proof of the this lemma proceeds identical to Lemma 31, except for swapping
the roles of the two instances of the underlying HE.

The game distribution Gs 5 is identical to the simulators distribution. Thus
by combing Lemmata 29-33 Theorem 16 follows. ad
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Gaps in [14]. The work [14] claim to prove a very similar result, but only for a
bounded number of homomorphic operations and without achieving unlinkability
(which we prove next) with a proof system that is similar to our counter-based
construction. However, there proof contains several gaps:

1. They do not include the randomness that the first stage of the simulator used
in the state for the second stage of the simulator. Without this randomness
the second stage of the simulator cannot run the extractors.

2. In the TNM-CPA variant of their proof, the simulator uses an externally
given public key instead of generating it itself. This way, the simulator does
not have the random coins used to generate the public key and thus cannot
run the extractors. The TNM-CCA1 security variant is not affected by this
problem, since there the simulator generates the public key.

3. They perform reductions to the IND-CPA security of the underlying encryp-
tion scheme while using extractors without auxiliary inputs. In these steps,
the reduction does not have access to the random coins used to generate the
public key and the challenge ciphertext (and with these random coins, it
could trivially break IND-CPA security), and without these random coins
it cannot run the extractors. We solve this problem by assuming controlled-
malleable simulation extractability in the common auxiliary input model for
an auxiliary input that provides the public key and challenge ciphertext. We
are not aware of any solutions to this problem that do not require stronger
assumptions.

4. Their simulator (and several reductions) run polynomially many extractors
that might have different polynomial runtime bounds. Since in general the sum
of polynomially many polynomials is no longer a polynomial, their simulation
is not guaranteed to run in polynomial time. A similar problem exists when
summing up their failure probability, which is in general not negligible even
when every single adversary has a negligible failure probability. We solve this
problem by carefully constructing the extractors in such a way that they all
have the same polynomial runtime bound and the same negligible function
bounding their advantage.

Theorem 17 (Unlinkability). If HE is unlinkable, and II is zero-knowledge
and relaved derivation private, then HE'[HE, IT] is unlinkable. More precisely, for
every PPT adversary A there exists PPT adversaries B, C and D with

) ) 1 .
AV (i, (V) < AdVETE () + AdVE 7 (M) + AV ().

Proof. The proof proceeds with a hybrid argument. Let Gy be the real unlink-
ability game. Let (S1,S2) be the zero-knowledge simulator for IT. The game
G; is defined identically, except that the crs, which is part of the public key, is
generated with (crs, td) < S1(1*) (instead of crs <~ CRSGen(1%)). Moreover, if
b = 1, the proof in the ciphertext ct* = (cty,cts, 7*) that is returned by the
CHAL oracle is generated as m* < Sa(crs, td, (pky, ct}, pky, cty)) (instead of via
Prove).
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Lemma 34 (Gy ~ Gy). For every PPT adversary A there exists a PPT
adversary B such that

|Pr[Gy' = 1] — Pr[Gf = 1]| < Advi (M)

Proof. The reduction embeds the crs it gets as input in pk and generates every-
thing else itself. If b = 1, the reduction generates the proof for ct’ via its PROVE
oracle.

If the zero-knowledge experiment is played with b = 0, the reduction simulates
Gy and otherwise Gj. a

The next game G, is identical to Gi, except that if b = 0 in the ciphertext
ct* = (ct}, cty, 7*) that is used to answer the CHAL oracle query, the proof is
generated as 7 < Sa(crs, td, (pky, cty, pky, ct3)) (instead of via ZKEval)

Lemma 35 (G; ~ Gg). For every PPT adversary A there exists a PPT adver-
sary D such that

1
|Pr[Gf = 1] - Pr[G4 = 1]| < §Advgf’n(>\).

Proof. If b =1, the games are identical. If b = 0, which happens with probability
1/2, the reduction computes everything as in Gy, except that it uses the crs it got
as input for pk and generates the proof and in the CHAL query for input (cty,
..., Cty, C) with ct; = (ct;1,Ct; 2, 7m;) it computes the proof 7* for the challenge
ciphertext ct* by submitting (z;, m;)1<i<n With z; = (pky, ct; 1, pke, cti2) and a
transformation T = (T, T,,) describing the homomorphic evaluation of C' to the
relaxed derivation privacy game and using the resulting proof. a

The next hybrid Gz is identical to Gy except that, if b = 0, in the challenge
ciphertext ct* = (ct}, cty, 7*) the component ct} is generated as a fresh encryption
cty < Enc(pkq, fo(my,...,my)) (instead of being computed via Eval).

Lemma 36 (Gy ~» G3). For every PPT adversary A there exists a PPT
adversary B such that

1 .
|Pr[G4' = 1] — Pr[G4 = 1]| < §Adv%n,||'4n|;k(/\).

Proof. If b = 1, the games are identical. If b = 0, which happens with probability
1/2, the reduction uses its input public key as pk; and computes in the CHAL
query for input (cty,...,ct,, C) with ct; = (ct; 1, ct; 2, m;) the first component
ctf of the challenge ciphertext by making a CHAL on (cty 1,...,cty 1, C). If the
relaxed derivation privacy game for HE is played with b = 0, the reduction
simulates G, and otherwise Gs. O

The final hybrid G4 is identical to Gs except that, if b = 0, in the challenge
ciphertext ct* = (cty, cty, 7*) the component ct} is generated as a fresh encryption
cty « Enc(pky, fo(my,...,my)) (instead of being computed via Eval).

Lemma 37 (Gs ~ Gy). For every PPT adversary A there exists a PPT adver-
sary B such that

‘PY[G? = 1] — PI‘[GZ4 = 1]| < AdV;gr:m;(A).

DN =
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The proof of this Lemma proceeds identical to Lemma 36, except for swapping
the roles of the two instances of the underlying HE.

Lemma 38 (Gy).
Pr[Gl = 1] = %

Proof. In G4, the adversaries view is statistically independent of the challenge
bit b, because the CHAL oracle always generates ct] and ctj as fresh encryptions
and 7* via the zero-knowledge simulator. ad

Combining Lemmata 34—38 yields Theorem 17. O

F Separating AOWPFs from falsifiable assumptions

We recall the notion of a falsifiable assumption. Falsifiable assumptions where
first defined in [58] to classify cryptographic assumptions. We use the (more
inclusive) definition of [42], that they used to separate SNARGs from falsifiable
assumptions.

Definition 34 (Falsifiable assumption). 4 falsifiable assumption (C, c) consist
of an interactive PPT algorithm, the challenger C, and a threshold ¢ € [0,1). The
challenger inputs 1%, interacts with an interactive PPT adversary A(1*) and
outputs a bit b € {0,1}, indicating whether the adversary has won the game. We
use (C(1*) 2 A(1Y)) to denote the random variable representing the output of
C(1*) when interacting with A(1*).

The assumption (C,c) holds if for all PPT adversaries A we have

Pr[(C(1*) = A(1Y)) = 1] < ¢+ negl()\)

for a negligible function negl, where the probability is taken over the random coins

of C and A.

We consider the following black-box variant for two-stage adversaries, where
the reduction has no access to to the state st of the two adversaries. Whenever
the reduction calls the second stage, it has to provide an index of the first stage
run that is supposed to be used. The reduction also gets access to the exact
runtime of the first stage, to be able to simulate the security game for adversarial
one-way functions. For the second stage, there is no run-time restriction.

Definition 35 (Black-box reduction). Let (A;, As) be an adversary, where
Ay is PPT and As can be unbounded, for the security game for AOWFGen. With
this, we define the following oracles:
— O1(,-) inputs 1* and pp, runs (y, st) L A1 (1%, pp), outputs y and the run-
time t and stores on its i-th call y; :=y and st; := st.
— Os(-) inputs an index i € [n] where n is the number of calls to the oracle Ay
so far and outputs x < As(y;,st;).
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A black-box reduction for an adversarial one-way function generator AOWFGen
to a falsifiable assumption (C,c) is an algorithm R with access to the oracles O (-,
) and Oz(-) such that whenever (A, Az) wins the security game for AOWFGen,
then RO1():020) wins the game C with probability ¢ + £(\) where £(\) is non-
negligible.

We show that our impossibility results holds even if we restrict ourselves
to AOWTF for arity 1. Moreover, since we do not require unlinkability, we omit
the random input. In this simplified setting, a bad but valid explanation can be
described by x with ff,’ét) (x) = y, because the graph obtained by applying f,p
p(t) to x will either contain p(t) nodes with distinct labels or two nodes with the
same label, which can be turned into an explanation graph with a cycle.

Theorem 18. If AOWFGen is an adversarial one-way function generator and
assume for every sufficiently large polynomial p there exists distributions Cpo(pp)
and Cp.1(pp) on Xy such that we can sample from Cp1(pp) in time t and

Cp1(pP) ~e fP(Cp0(pP)).

Then the security of AOWFGen cannot be black-box reduced (as defined in Defini-
tion 35) to any non-false falsifiable assumption (C,c).

Proof. Consider the following adversary, where the second stage is inefficient and
that wins the security game for AOWFGen with probability 1:
— A;(1*, pp) returns (y,st = ) where y < Cp.1(pp)
— As(y, st =€) samples z < Cp, o(pp) until f,fp(t)(x) =y, where ¢ is the runtime
of A;. If such a sample is found, it returns z.
If RO1(+):02() ig a black-box reduction for AOWFGen, where @ and O, are
defined as in Definition 35 for the adversary here, RO(+):02() wins the game C
with probability ¢ 4 () for non-negligible (\).
Next, we give an efficient simulation of this adversary:
— A}(1*, pp) samples = < C,(pp), computes y := fP()(x) (where ¢ is the
runtime of A;) and returns (y, st = z).
— A, (y, st = ) returns x.
Now let O} and O} be defined as in Definition 35 for the adversary (A},.A%),
except that O} still returns the run-time of A;(1*, pp). The behavior of the
oracles (O}, 0%) and (07, 0%) is computationally indistinguishable, because
— the distribution of y is computationally indistinguishable by assumption
— the distribution of x is in both cases a sample from C, o(pp) conditioned on
fP®(z) = y and thus identical.
Thus, RO1(:):92() wins the game C with probability ¢ + &'(\) for non-negligible
¢’(A\). However, since the oracles O] and O} can be efficiently computed, we also
have a PPT adversary that wins C with this advantage. Thus the assumption
(C,c) is false. O
Note that the additional requirement we pose on the adversarial one-way
function is very mild. For example, if fj, is a permutation on a set S C &, and
we can efficiently draw uniform samples from S, it is satisfied.
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