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Tangram: Encryption-friendly SNARK framework
under Pedersen committed engines

Gweonho Jeong∗, Myeongkyun Moon∗, Geonho Yoon∗, Hyunok Oh∗, and Jihye Kim†

Abstract—SNARKs are frequently used to prove encryption,
yet the circuit size often becomes large due to the intricate
operations inherent in encryption. It entails considerable compu-
tational overhead for a prover and can also lead to an increase
in the size of the public parameters (e.g., evaluation key). We
propose an encryption-friendly SNARK framework, Tangram,
which allows anyone to construct a system by using their desired
encryption and proof system. Our approach revises existing en-
cryption schemes to produce Pedersen-like ciphertext, including
identity-based, hierarchical identity-based, and attribute-based
encryption. Afterward, to prove the knowledge of the encryption,
we utilize a modular manner of commit-and-prove SNARKs,
which uses commitment as a ‘bridge’. With our framework, one
can prove encryption significantly faster than proving the whole
encryption within the circuit. We implement various Tangram
gadgets and evaluate their performance. Our results show 12x -
3500x times better performance than encryption-in-the-circuit.

Index Terms—zk-SNARKs, Pedersen commitment, Encryp-
tions, CP-SNARK

I. INTRODUCTION

ECRYPTION is a fundamental cryptographic primitive
extensively used across diverse applications to ensure

data privacy and confidentiality. As the importance of personal
privacy gains prominence, numerous applications, including
blockchain, digital credentials, and the IoT, rely heavily on
encryption to safeguard transactional data and sensitive infor-
mation. In these contexts, there is a need to combine encryp-
tion with proof systems to verify encrypted data meets certain
publicly defined properties without compromising the data’s
confidentiality. For example, Central Bank Digital Currency
(CBDC) systems and privacy-preserving blockchain platforms
employ encryption to regulate and audit user activities effec-
tively [1, 2, 3, 4].

Utilizing zk-SNARKs [5, 6, 7, 8, 9], which allow for
proving the properties of encrypted data without revealing
the underlying information, addresses the growing need for
privacy-preserving technologies. While zk-SNARKs offer ef-
ficient verification and compact proof sizes, they present
significant challenges for the prover, particularly when dealing
with encryption schemes involving group operations. These
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challenges include high computational overhead for the prover
and the requirement for large public parameters, which re-
stricts the use of encryption to only simplified and basic
forms. Moreover, integrating more sophisticated encryption
schemes combined with access control [10, 11, 12] which
often includes pairing operations, becomes almost impossible
due to the extreme overhead incurred in the SNARK circuit.
To effectively integrate zk-SNARKs into practical privacy-
preserving services, it is essential to develop methods for
efficiently proving these complex encryption schemes.

There exist studies [13, 14, 15, 16, 17] to address the issues
mentioned above. Typically, these schemes perform large com-
putations outside the circuit and then connect computed results
with identical values. One notable work is Saver [17], which
addresses the inefficiency of proving encryption within the
circuit by designing a SNARK-friendly verifiable encryption
scheme based on a specific proof system [5]. Saver generates
ciphertexts outside the circuit and integrates them directly into
the proof system, thus improving proof generation time for
encryption. However, Saver is limited to ElGamal encryption
and cannot be used with encryption schemes that support
additional properties, such as granting access to encrypted data
only to individuals with specific identifying information or
users who satisfy certain attributes or conditions. Moreover,
the encryption key is circuit-dependent, as it is derived from
a common reference string.

Another notable example is LegoSNARK [16], which
presents the general commit-and-prove SNARK framework.
This framework facilitates the connection of proof systems
using commitments as a ‘bridge’. LegoSNARK also intro-
duces a limited version of commit-and-prove SNARK, called
commit-carrying SNARK (SNARKcc), in which a generated
commitment is proof-dependent as the commitment scheme
is bound to the relation. LegoSNARK can efficiently prove
the circuit of Pedersen computation using SNARKcc and a
linkable proof system. In this structure, the linkable proof
system proves the equality of the messages in two different
Pedersen commitments. However, since advanced encryption
schemes such as [10, 11, 12] output ciphertexts that differ from
the format of Pedersen commitments, LegoSNARK cannot be
used to efficiently prove these ciphertexts.

To address these issues while mitigating their limitations, we
investigate and revise existing encryption schemes to output
ciphertexts in a compatible group format, utilizing the benefits
of zk-SNARK proof systems and linkable proof systems.
Our goal is to ensure efficient proof generation time when
proving encryption, ranging from simple to advanced, using
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zk-SNARKs under Pedersen committed engines.1

A. Technical Overview

In this section, we describe a high-level technical overview
of our scheme. Consider an arbitrary relation R constructed
as follows:

R := REnc ∧RProp = {ct← Enc(m) ∧ Prop(m)}

where Prop denotes an additional property. Our rough tech-
nique to gain fast prover time for encryption consists of two
parts: 1) take out the encryption partREnc of the entire relation
R and 2) show connectivity between the outer encryption and
the remaining relation RProp by leveraging a linking proof
system.

Our main idea starts with defining a variant of encryp-
tion, termed as commit-carrying encryption, which yields a
ciphertext resembling the form of commitment. In particular,
we aim for encryption outputting a Pedersen-like ciphertext
(ct ≈ Ped.Com(m)). Fortunately, some encryption schemes,
like additively-homomorphic ElGamal encryption, fulfill this
property. However, many schemes fail to meet this condition.
For example, some schemes produce ciphertexts comprising
different group elements, such as (G1 and G2). Moreover, even
if an encryption scheme produces a Pedersen-like ciphertext,
it often has a large domain size, like GT , posing challenges
for directly plugging into the proof system.

To solve the problem, our approach is to revise the ci-
phertext format to Pedersen-like format while retaining the
properties of the original encryption scheme. For example,
in identity-based encryption (IBE) [18], the ciphertext for a
message m is constructed as

ct = (ct0, ct1, ct2) =
(
e(□,□)t ·m,□t,□t

)
where t is random, e is a pairing, and □ represents arbi-
trary group elements. While ct1 and ct2 can be viewed as
commitments to a zero message, ct0 is constructed differently
and does not match a Pedersen-like commitment. However we
observe it can be revised by domain adjustment and restructur-
ing to form an additively-homomorphic ElGamal ciphertext.
Then, if we show that the revised scheme is secure under
cryptographic assumption, the modified encryption scheme can
be regarded as a commit-carrying IBE encryption. Based on
this approach, we propose instantiations of various commit-
carrying encryption schemes, including advanced encryption
ones like hierarchical-identity-based encryption (HIBE) [11]
and attribute-based encryption (ABE) [12].

By leveraging commit-carrying encryption, we can generate
a ciphertext regarded as a Pedersen commitment for a message
m. In parallel, with the identical message m, we can prove
the remaining relation RProp using commit-carrying SNARK
introduced by LegoSNARK. When proving the knowledge

1Pedersen committed engines mean that the witness of the proof sys-
tem is committed using Pedersen commitments. Since commit-and-prove
SNARKs [16] leverage Pedersen commitments to enable the combination of
different proof systems, our proposed framework, as an extension of commit-
and-prove SNARKs, focuses on Pedersen-committed engines to enhance
modularity and interoperability.

through it, the prover P requires a witness w = (u, ω) and
an instance x as input, and then generates a proof π along
with a commitment cm where u is a committed witness. If
cm ← Com(ck, u) ≈ Ped.Com(ck, u), the commit-carrying
SNARK is viewed as the proof system runs under Pedersen
engine. Through this, we can achieve the separation of the
REnc that we intend in the first part.

Several types of zk-SNARKs can meet the requirement
for a Pedersen committed engine. For example, Gro16 [5]
uses a common key about an arbitrary relation R to create a
proof through linear encoding. It can transform into a commit-
carrying SNARK, illustrated in LegoSNARK [16]. Meanwhile,
Plonk [6] uses a polynomial commitment scheme (PCS) to
encode the witness-encoded polynomial w(X) for a proof,
resulting in cm = PCS.Com(w(X)). The polynomial can be
split into two components: wcm(X) and waux(X), where
wcm(X) is to represent the committed part (i.e. u) of the
witness, while waux(X) is the non-committed part. It means
that w(X) can be expressed as the composition of wcm(X)
and waux(X). If Plonk utilizes KZG commitment [19] and
a blind factor is added to the wcm(X) side to output a
commitment to u, it can be seen as the commit-carrying
SNARK.

When using the two components mentioned above, we can
obtain two commitments to the same message: one is gener-
ated outside the circuit from the commit-carrying encryption,
and the other is internally created from the commit-carrying
SNARK. All that remains is assigning connectivity between
these two components. This connection is facilitated by a proof
system, which can prove they used the same message in their
Pedersen commitments to different keys. We name the proof
system Linker. There are many systems to prove the relation,
such as NIZK for linear subspace [20], and compressed Σ-
protocol [21, 22].

B. Our Contributions

Design of commit-carrying encryption. We define commit-
carrying encryption (cc-Enc) in which an encryptor encrypts
a message while committing to a value within the ciphertext.
We instantiate specific commit-carrying encryption schemes
that produce Pedersen commitment-like ciphertexts. These can
easily connect to different combinations of SNARKs, making
them versatile.

Encryption-friendly SNARK framework. We propose the
first encryption-friendly SNARK framework under Peder-
sen committed engines with efficient prover time, coined
Tangram. There are three main recipes required to build the
Tangram framework: commit-carrying encryption (cc-Enc),
commit-carrying SNARK (SNARKcc), and commitment-linking
protocol (Linker), all based on the Pedersen committed engine.
This modularity allows for bespoke Tangram constructions.
As an illustration, by combining these components, one can
create a variety of frameworks, such as a trusted setup frame-
work with a small proof size for identity-based encryption or
a framework with universal SNARK properties for attributed-
based encryption.
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Implementation and evaluation. To evaluate the performance
of the Tangram framework, we implement several gadgets.
Using these, we construct different versions of the Tangram
framework and evaluate them against standard methods like
encryption-in-the-circuit on Groth16 [5] and PLONK [6].
Our experiments show that Tangram improves at least 12x
in proving time depending on the chosen commit-carrying
encryption. In the context of key size, there is a significant
improvement. For instance, in the case of ElGamal using
Groth16, public parameters (e.g., evaluation key, verification
key) are approximately 60x larger, measuring around 1.5 MB,
in contrast to about 24.8 KB for applying our framework.
Although a drawback of Tangram is larger proof/ciphertext
size and slower decryption time, yet it shows a reasonable
level of speed/size for use: decryption time takes ≈ 17ms (vs
0.5 ms), proof size is ≈ 0.3KB (vs 288B), and ciphertext size
is ≈ 3.3KB (vs 64B).

C. Related works

After zero-knowledge proofs were introduced in [23], there
has been significant progress in efficient ZKP protocols and
systems. We can classify ZKP systems based on underlying
techniques; there exist systems based on bilinear maps [24, 5,
25, 9, 6, 8, 26], interactive proofs [27, 28], discrete logarithm
[29, 30, 7, 31], interactive oracle proofs (IOP) [32, 33, 34],
MPC-in-the-head [35, 36] and lattices [37, 38].

Commit-and-prove SNARK. Among the diverse research
areas mentioned above, the idea of combining two distinct
NIZKs has been explored by various research streams with
the aim of mitigating the overhead faced by the prover
due to extensive computations in a circuit, as seen in prior
work [13, 14, 15, 16]. In the case of LegoSNARK [16],
the paper proposes a general framework for constructing
SNARKcp in a modular manner. Numerous SNARKcps exist,
some of which can be compiled into SNARKcp [24, 13, 17],
and those inherently SNARKcp [39, 13, 40, 41, 27, 42, 7]. It
describes a compiler that transforms SNARKcc into SNARKcp

using the NIZK scheme to prove that two distinct Pedersen-
like commitments open to the same vector. Another work, Lu-
nar [43], builds SNARKcp with a universal and updatable SRS
and introduces proof systems linking committed inputs to the
polynomial commitments employed in Algebraic Holographic
Proofs (AHP)-based arguments. The recent work, Eclipse [44],
proposes a compiler that turns an AHP-based proof system into
SNARKcp and instantiates SNARKcps for Plonk [6], Sonic [9],
and Marlin [8] with logarithmic proof size using compressed
Σ-protocol. However, we contend that it is feasible to extend
the ideas presented in previous papers beyond commit schemes
to also encompass encryption.

Verifiable encryption based on SNARK. A work closely re-
lated to ours is SAVER [17]. It constructs a verifiable encryp-
tion scheme tailored to use in voting schemes as it is additively
homomorphic and supports rerandomization. Concretely, the
scheme of SAVER utilizes that Gro16 is constructed as group
linear encoding in which it is possible to extend the statement
as an ElGamal ciphertext. Nonetheless, this construction is

tightly coupled with the specific proof system and encryption
method, making it difficult to be flexibly modified to suit
the preferences of applications. Nick et al. [45] proposed a
construction that can encrypt a discrete logarithm in an elliptic
curve group using a specialized PRF called Purify. The scheme
offers the capability to encrypt an ECDSA private key without
requiring any trusted setup assumption, owing to the usage
of Bulletproofs. However, the encryption must be performed
using public key encryption like ElGamal. Notably, the proof
system and encryption approach are tightly coupled, making
modifying the scheme according to the users’ requirements
challenging.

II. PRELIMINARIES

A. Notations

We use a or {ai} for the list of elements. We denote by λ
a security parameter and by ϵ(·) a negligible function. Let F
denote a finite field and G denote a group. A bilinear group
generator BG takes a security parameter as input in unary
and returns a bilinear group (p,G1,G2,GT , e) consisting of
cyclic groups G1, G2, GT of prime order p and a bilinear
map e : G1 × G2 → GT . Given the security parameter 1λ,
a relation generator RG returns a polynomial time decidable
relation R ← RG(1λ). For (x,w) ∈ R we say w is a witness
to the statement x being in the relation.

B. Public key encryption

A public key encryption scheme consists of a tuple of
three algorithm ΠPKE = (KeyGen, Enc, Dec). Let Dm be a
message domain and Dr be a domain from which randomness
is sampled.
• KeyGen(1λ): takes a security parameter 1λ as input, and

KeyGen outputs a key pair (pk, sk)
• Enc(pk,m): takes a public key pk and a message m ∈
Dm as inputs, and Enc outputs a ciphertext ct.

• Dec(sk, ct): takes a secret key sk and a ciphertext ct as
inputs, and Dec outputs the plaintext m.

Definition 1. PKE provides indistinguishable (IND-CPA) se-
curity if for any PPT adversary the following probability is
negligible,∥∥∥∥Pr [(pk, sk)← KeyGen(1λ); (m0,m1)← A(pk)

b
$← {0, 1} ; ct← Enc(pk,mb); b

′ ← A(ct)
: b = b′

]
− 1

2

∥∥∥∥
C. Pedersen vector commitment

Pedersen vector commitment for vector w of size n can be
expressed succinctly with the following algorithms:

• Ped.Setup(1λ): chooses g $← G, h $← Gn from a domain
D. It outputs a commitment key ck := (g,h).

• Ped.Com(ck,w): chooses an opening o
$← Zq and returns

(cm, o) := ((o,w)⊤ · ck, o).
• Ped.VerCom(ck, cm,w, o) : returns true if cm = (o,w⊤)
· ck. Otherwise, false.

The Pedersen vector commitment is perfectly hiding and
computationally binding if the discrete logarithm assumption
holds.
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D. Succinct Non-interactive arguments of knowledge

Definition 2. A succinct non-interactive arguments of knowl-
edge (SNARK) for R is a tuple of algorithms Πsnark =(Setup,
Prove, Verify) working as follows:
• crs := (ek, vk) ← Setup(R): takes a relation R ←
RG(1λ) as input and returns a common reference string
crs consisting of an evaluation key ek and a verification
key vk.

• π ← Prove(ek,x;w): takes an evaluation key ek, a
statement x, and a witness w as inputs, and returns a
proof π.

• true/false← Verify(vk,x, π): takes a verification key vk,
a statement x, and a proof π as inputs and returns false
(reject) or true (accept).

It satisfies completeness, knowledge soundness, and suc-
cinctness

A SNARK may also satisfy zero-knowledge. Zero-
knowledge states that the system does not leak any information
besides the truth of the statement. This is modelled by a
simulator that does not know the witness (but has some
trapdoor information that enables it to simulate proofs). We
refer to it as a zk-SNARK in this scenario.

E. Commit-and-Prove SNARK

The commit-and-prove SNARK (SNARKcp) is a variant of
a SNARK, which combines the proof systems using their
commitments as a ‘bridge’. LegoSNARK [16] defines a frame-
work for SNARKcp that provides general composition tools
for modularly building new SNARKcp from proof gadgets. To
explain further, a SNARKcp for the relation R(x;w) is a type
of SNARK that can prove knowledge of w = (u, ω, o) for a
given commitment cm, where cm = Com(u; o) andR(x;u, ω)
is true. We can regard ω as a non-committed part of the witness
w. In SNARKcp, the verifier’s inputs consist of the proof, as
well as the values of x and cm. In short, SNARKcp is a tuple
of algorithms Πcp as defined below.
• crs ← KeyGen(ck,R) : takes a commitment key ck, a

relation R as inputs, and outputs a common reference
string crs := (ek, vk).

• π ← Prove(ek,x; (ui)i∈[l], (oi)i∈[l], ω) : takes an evalu-
ation key ek, a statement x = (x, (cmi)i∈[l]), messages
ui, randomnesses oi, non-committed witnesses w, and
outputs a proof π.

• 0/1 ← Verify(vk,x, π) : takes a verification key vk, a
statement x = (x, (cmi)i∈[l]), and a proof π. It rejects or
accepts the proof.

1) Commit-carrying SNARK: There exists a variant
of SNARKcp, referred to as a commit-carrying SNARK
(SNARKcc), which is a SNARK whose proof includes a
commitment to a portion of the witnesses. It also satisfies
completeness, succinctness, knowledge soundness, and bind-
ing. SNARKcc consists of a set of algorithms Πcc as follows.
• (ck, ek, vk)← KeyGen(R) : takes a relation R as inputs,

and outputs a common reference string which includes
a commitment key ck, an evaluation key ek, and a
verification key vk.

• (cm, π; o) ← Prove(ek,x;w) : takes an evaluation key
ek, a statement x and a witness w := (u, ω) such
that the relation R holds on the inputs, and outputs a
proof π, a commitment cm and an opening o such that
VerCom(ck, cm, u, o) = true.

• true/false ← Verify(vk,x, cm, π) : takes a verification
key vk, a statement x, a commitment cm, a proof π
as inputs, and outputs true if (x, cm, π) ∈ R, or false
otherwise.

• true/false← VerCom(ck, cm, u, o) : takes a commitment
key ck, a commitment cm, a message u and an opening
o as inputs, and outputs true if the commitment and
opening is correct, or false otherwise.

III. COMMIT-CARRYING ENCRYPTION

Intuitively, given ΠPKE = (KeyGen,Enc,Dec), if a gener-
ated ciphertext ct can be seen as a Pedersen commitment cm,
then encryption can be thought of as a commitment scheme
where the ciphertext serves as a commitment to the plaintext.
Similar definitions exist as committing encryption and research
introducing the concept in [46, 17, 47]. We re-formalize the
encryption scheme to better suit our construction and then
define a notion called commit-carrying encryption, which
outputs a ciphertext that simultaneously performs the role
of a commitment constructed with an encryption-dependent
commitment key.

Definition 3. Commit-Carrying Encryption (cc-Enc) A
commit-carrying encryption is a tuple of algorithms Πcc-Enc
= (KeyGen, Enc, Dec, VerEnc) that works as defined below.

• (pp, aux)← Setup(1λ): takes the security parameter λ as
input, and outputs a public parameter pp and an auxiliary
value.

• (ck, pk, sk) ← KeyGen(pp, aux): takes the public pa-
rameter and auxiliary value as inputs, and outputs a
commitment key ck, a public key pk and a secret key
sk.

• (ct; r) ← Enc(pp, pk,m) : takes a public parameter pp,
a public key pk, and messages m as inputs, and outputs
the ciphertext ct and a randomness r.

• m ← Dec(pp, sk, ct) : takes a public parameter pp, a
secret key sk and the ciphertext ct as inputs, and outputs
original messages m.

• true/false ← VerEnc(ck, ct, r,m) : takes a commitment
key ck, a ciphertext ct, a randomness r and a message
m, and outputs accepts true, or false otherwise.

In the case of advanced encryption, as opposed to simple
public key encryption, additional properties may require the
inclusion of an auxiliary input denoted as aux. For instance, in
identity-based encryption, elements related to the identity and
the master key are needed, while in attribute-based encryption,
the access structure is required. Due to the diverse forms of
encryption, generalization becomes challenging; hence, we use
aux to represent the varying auxiliary input for each algorithm.

Lemma 1. If cc-Enc is perfect correct and IND-CPA secure,
then cc-Enc is binding and hiding.
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Proof. We prove that cc-Enc satisfies the aforementioned
security properties.

Binding. It is satisfied by perfect correctness. Consider the
scenario in which there exists an adversary that outputs
a tuple (m0, r0,m1, r1, ct) s.t., m0 ̸= m1, (ct; r0) ←
Enc(pp, pk,m0), and (ct; r1) ← Enc(pp, pk,m1). It breaks
binding with non-negligible probability. Given such an ef-
ficient adversary A against the binding game, we construct
another adversary B that uses A to break perfect correctness.
The adversary B takes (pk, sk) as inputs, and then sends it to
A. When A outputs (m0, r0,m1, r1, ct) such that (ct, r0) =
Enc(pp, pk,m0), (ct, r1) = Enc(pp, pk,m1) and m0 ̸= m1,
B decrypts the ciphertext as m = Dec(pp, sk, ct) and then
outputs as follows.{

(ct,m0, r0), if m ̸= m0

(ct,m1, r1), if m ̸= m1

Since m0 ̸= m1, one of them must occur with certainty.
Hence, if the adversary A can non-negligibly break binding,
then B can also break perfect correctness with the same
probability.

Hiding. It is satisfied by IND-CPA. If a PPT distin-
guisher exists for commitment (ct; r) = Com(ck,m) ≈
PKE.Enc(pk,m), an IND-CPA distinguisher can be con-
structed. To break the IND-CPA game, the reduction first
receives two messages (m0,m1) from the hiding adversary A.
The reduction forwards (m0,m1) to the IND-CPA challenger
to obtain the challenge ciphertext ctb, which can also be
considered a challenge commitment in the hiding game. If
the hiding adversary A can distinguish whether ctb is a
commitment to m0 or m1 with an advantage of ϵhide(λ), then
the reduction can also distinguish whether ctb encrypts m0 or
m1 with an advantage of at most ϵIND-CPA(λ) by definition.

IV. INSTANTIATIONS

This section describes several instantiations suitable for
encryption schemes whose encryption algorithm can be
represented as a Pedersen commitment computed from a
multi-exponentiation operation. One existing candidate is
an additively-homomorphic ElGamal encryption as (ct =
{□r ·□m,□r}). The decryption requires finding the discrete
log of gm, which restricts the message space to be short
enough. Therefore, we split a large message M into short
message spaces as M = (m1|| . . . ||ml), and encrypt each
block mi in the form of pkr ·gmi . The decryptor, by removing
the the blinding factor, can obtain mi through simple brute-
forcing. Since not all encryption schemes involve group multi-
exponentiation, we cannot claim that ciphertexts from most
encryption schemes can be compatible with Pedersen commit-
ment; only group-based encryption families satisfy the condi-
tion. Therefore, we describe a method that becomes Pedersen
cc-Enc by modifying well-known group-based encryption such
as identity-, hierarchical identity-, and attribute-based encryp-
tion. Additionally, we formally provide the security proof for
each scheme.

A. Identity based Encryption

Identity-Based Encryption (IBE) is a type of public key
encryption that allows a user to encrypt and decrypt messages
using a public key, which is derived from their identity
information (id). The advantage lies in the simplification of
the public key, eliminating the need for sharing a complex
public key between users, as required in traditional public-
key cryptography. There are several well-known Identity-
Based Encryption (IBE) schemes, such as the Boneh-Boyen
scheme [10] and the Waters scheme [18].

Our cc-EncIBE based on [18]. In this part, we describe
the process of transforming Waters’ identity-based encryption
scheme into cc-EncIBE. The scheme employs type-1 pairing
and is designed based on the computational Diffie-Hellman
assumption. Our ultimate objective is to modify the scheme
into a format that can be used to Linker and made usable in
the Tangram framework.

Guide for setup. In order to substitute type-1 pairing for type-
3 pairing and shift the domain a ciphertext, we extend id
related elements of pp (i.e. ū and U ). By adjusting these
elements to have the same exponent across different groups,
additional elements are generated, leading to an increase in
the size of the public parameter pp. Additionally, to transform
the existing ciphertexts into a Pedersen-like form, an extra
element is required. As a result, the size increases by 1 G1

and l + 1 G2.

Guide for key generation. It is identical to the original algo-
rithm except for shifting the elements to G2 and yielding a
commitment key ck.

Guide for encryption. Recall that the form of the ciphertext
ct1 is represented as:

ct1 = e(g1, h)
t ·m

We shift each ciphertext to the domain G1 and convert ct1
into a Pedersen-like commitment. So, the original ciphertext
ct1 is modified as follows.

ct1 := gt2 · gm1

In addition, we can see ct2 and ct3 as the Pedersen commit-
ment to the zero message.

Guide for decryption. It is similar to the original scheme, but
the plaintext can be obtained by solving the discrete log (for
small domain)2.

In Fig.1, we describe our identity-based commit-carrying
encryption scheme based on [18].

Security of our cc-EncIBE. The security of our cc-EncIBE
scheme, which stems from modifying the Waters’ scheme, can
be proven to be similar. We omit the detailed security proof
for Waters’ scheme and focus on providing the security proof
specifically for our scheme. Before describing that our scheme
is cc-Enc, we show that our scheme is secure compared
to Waters’ scheme [18]. We use weak-EXDH (wEXDH)

2If we use the preprocessed table, the decryption time is more better.
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ΠccIBE.Setup(1
λ)→ (pp,mk)

(g, h)
$← G1 × G2

α, β, γ
$← F

g1 ← g
α
, g2 ← g

αβ

u = {ui}ni=1

$← Fn

ū← g
γ
, v̄ ← h

γ

U ← g
u ∈ Gn

1 ,V ← h
u ∈ Gn

2

pp := (g, h, g1, g2, ū,U , v̄,V )

mk := h
αβ

Return (pp,mk)

ΠccIBE.KeyGen(1
λ, pp, id,mk)→ (ck, pk, sk)

parse pp as (g, h, g1, g2, ū,U , v̄,V )

parse id as (id1, . . . , idn)

r
$← F

X ← ū ·
∏
i∈S

Ui, W ← v̄ ·
∏
i∈S

Vi

// S := ∀i: idi=1

ck := (g, g1, g2, X)

pk := id

sk := (h
r
,mk ·W r

)

Return (ck, pk, sk)

ΠccIBE.Enc(pp, pk,m)→ (ct; t)

parse pp as (g, h, g1, g2, ū,U , v̄,V )

parse pk as (id1, . . . , idn)

t
$← F

ct1 ← g
t
2 · g

m
1 , ct2 ← g

t

ct3 ←

ū ·
∑
i∈S

Ui

t

// S := ∀i: idi=1

ct := (ct1, ct2, ct3)

Return (ct; t)

ΠccIBE.Dec(pp, sk, ct)→ m

parse pp as (g, h, g1, g2, ū,U , v̄,V )

parse sk as (sk1, sk2)

parse ct as (ct1, ct2, ct3)

e(ct1, h) ·
e(ct3, sk1)

e(ct2, sk2)
= e(g1, h)

m

// Compute a discrete log to obtain m

Return m

ΠccIBE.VerEnc(ck, ct, t,m)→ true/false

parse ck as (g, g1, g2, X)

parse ct as (ct1, ct2, ct3)

return ct1
?
= g

t
2 · g

m
1 ∧ ct2

?
= g

t ∧ ct3
?
= X

t

Figure 1: Our cc-EncIBE based on [18]

assumption for an asymmetric paring e : G1 × G2 → Gt

is stated in [48, 49].

Definition 4 (wEXDH Assumption). Given (g, gα, gαβ , gγ) ∈
G4

1 and (h, hα, hβ) ∈ G3
2, along with gz ∈ G1, it is hard to

distinguish whether z = α · β · γ or z is random except for
advantage ϵ.

Theorem 1. The construction in figure 1 is IND-CPA secure
if wEXDH assumption holds.

Proof. Assume that there exists an adversary, denoted as A,
with an advantage ϵ attacking the IND-CPA security within our
proposed scheme. Our aim is to construct that an adversary,
with equivalent advantage ϵ, could feasibly exist within the
framework of the wEXDH assumption. We first define a
simulator Sim to play the wEXDH game. This simulator is
presented with an wEXDH challenge defined by the tuple
(g, g1 = gα, g2 = gαβ , g3 = gγ , h, h1 = hα, h2 = hβ , gz).
Sim outputs 1 if z = αβγ, otherwise 0. The simulator runs A
that works as below.

Setup phase. Sim chooses a random integer m and k from the
set {0, · · · , n} such that p > mn. The simulator then chooses
random elements x′ from {0, · · · ,m− 1}, y′ from the group
Zp. Additionally, Sim generates two random vectors, {xi}ni=1

and {yi}ni=1, each of length n, with their elements randomly
chosen from {0, · · · ,m−1} and the group Zp. After choosing
these values, Sim constructs the public parameters, which are
sent to the adversary A. The public parameters, denoted as
pp, are constructed as follows:

pp =

 g, h, g1 = gα, g2 = gαβ ,

ū = gp−km+x′

1 gy
′
, v̄ = hp−km+x′

1 hy′
,

U = {gxi
1 gyi}ni=1,V = {hxi

1 hyi}ni=1

 .

We will define some additional functions to simplify the
representation of ū, v̄, U and V . Let V ⊆ {1, · · · , n} be the
set of all i for which νi = 1 for an identity ν. We define
two functions X(ν) = p − km + x′ +

∑
i∈V xi and Y (ν) =

y′ +
∑

i∈V yi that represent the linear combination of each
exponent. Additionally, we will define a binary function K(ν)
as

K(ν) =

{
0, if x′ +

∑
i∈V xi = 0 mod m

1, otherwise

Phase 1. A will issue secret key query for an identity ν. Sim
chooses a random r ∈ Zp and constructs the secret key d using
the technique in [10]

d = (d0, d1) =

(
h
− Y (ν)

X(ν)

2

(
v̄
∏
i∈V

Vi

)r

, h
− 1

X(ν)

2 hr

)
.

Let r̃ = r − β
X(ν) . Then we have

d0 = h
− Y (ν)

X(ν)
2

v̄
∏
i∈V

Vi

r

= h
− Y (ν)

X(ν)
2 (h

X(ν)
1 h

Y (ν)
)
r

= h
β
1 (h

X(ν)
1 h

Y (ν)
)
− β

X(ν) (h
X(ν)
1 h

Y (ν)
)
r
= h

β
1

v̄
∏
i∈V

Vi

r̃

,

d1 = h
− 1

X(ν)
2 h

r
= h

r− β
X(ν) = h

r̃
.

Sim can computes the above if and only if X(ν) ̸= 0 mod p. If
K(ν) = 1, x′+

∑
i∈V xi ̸= 0 mod m, which is x′+

∑
i∈V xi−

km ̸= 0 for all k ∈ {0, · · · , n}. Thus, we have X(ν) =
p−km+x′+

∑
i∈V xi = p+(x′+

∑
i∈V xi−km) ̸= 0 mod p,

the simulator will not abort in a sufficient condition where
K(ν) = 1.

Challenge phase. A will send two messages M0,M1 ∈ Zp

and an identity ν∗. If x′ +
∑

i∈V∗ xi ̸= km, X(ν∗) ̸=
0 mod p and Sim cannot construct ct. Thus, Sim will abort
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and guess the random for wEXDH challenge. Otherwise,
Sim will flip a public coin b and construct the ciphertext
as ct = (ZgMb

1 , C, CY (ν∗)) where Z = gz and C = g3. If
Z = gαβγ , then we have

ct =
(
gαβγgMb

1 , gγ , gγY (ν∗)
)
=

(
gγ2 g

Mb
1 , gγ ,

(
ū
∏
i∈V∗

Ui

)γ)
.

Under these conditions, ct is a valid ciphertext of Mb. If it
does not hold, it implies that Z is a random element of G1.
This means that ct does not leak any information about the
simulator’s choice of b.

Phase 2. A repeats the same method to issue private key.

Guess. Finally, A outputs a guess b′ of b. If b = b′ then Sim
outputs 1, that is equivalent to Z being gαβγ . Otherwise,
Sim outputs 0, implying that Z is a random element within Zp.

The event that Sim does not abort is (
∧q

i=1 K(νi) = 1)∧x′+∑
i∈V∗ xi = km for q key queries in Phase 1 and Phase 2. In

other words, there does not exist νi such that K(νi) = 0 for
q key queries, and it must satisfy K(ν∗) = 0, in other words,
there exists k ∈ {0, · · · , n} such that x′ +

∑
i∈V∗ xi = km.

The probability that the above event occurs is

Pr

( q∧
i=1

K(νi) = 1

)
∧ x

′
+
∑

i∈V∗
xi = km


=

(
1− Pr

[
q∨

i=1

K(νi) = 0

])
Pr

x′
+
∑

i∈V∗
xi = km|

q∧
i=1

K(νi) = 1


≥
(
1−

q∑
i=1

Pr[K(νi) = 0]

)
Pr

x′
+
∑

i∈V∗
xi = km|

q∧
i=1

K(νi) = 1


=

(
1−

q

m

)
Pr

x′
+
∑

i∈V∗
xi = km|

q∧
i=1

K(νi) = 1


=

(
1−

q

m

)
1

n + 1
Pr

[
K(ν

∗
) = 0

∣∣∣∣∣
q∧

i=1

K(νi) = 1

]

=

(
1−

q

m

)
1

n + 1

Pr[K(ν∗) = 0]

Pr[
∧q

i=1 K(νi) = 1]
Pr

[
q∧

i=1

K(νi) = 1|K(ν
∗
) = 0

]

≥
(
1−

q

m

)
1

(n + 1)m
Pr

[
q∧

i=1

K(νi) = 1

∣∣∣∣∣K(ν
∗
) = 0

]

=

(
1−

q

m

)
1

(n + 1)m

(
1− Pr

[
q∨

i=1

K(νi) = 0|K(ν
∗
) = 0

])

≥
(
1−

q

m

)
1

(n + 1)m

(
1−

q∑
i=1

Pr[K(νi) = 0|K(ν
∗
) = 0]

)

=

(
1−

q

m

)2 1

(n + 1)m
≥
(
1−

2q

m

)
1

(n + 1)m
.

After the abortion, we can now see A’s view where the
input tuple is sampled from. If the input tuple is sampled from
where z = αβγ, the A’s view is equivalent to a real attack
game. In this case, A must satisfy |Pr[b = b′] − 1

2 | ≥ ϵ.
On the other hands, the input tuple sampled from where z is
uniformly random means that Pr[b = b′] = 1

2 . Therefore, with
uniformly chosen α, β, γ ∈ Zp, g ∈ G1, and h ∈ G2, we have
that

|Pr
[
Sim(g, h, gα, gαβ , gγ , hα, hβ , gαβγ) = 0

]
−Pr

[
Sim(g, h, gα, gαβ , gγ , hα, hβ , gz) = 0

]
|

≥
∣∣∣∣12 + ϵ− 1

2

∣∣∣∣ = ϵ

It means that Sim can distinguish gz with the advantage ϵ
where ϵ is the same as A’s advantage.

B. Hierarchical identity based Encryption

Hierarchical Identity-Based Encryption (HIBE) is a type
of IBE that allows users to encrypt and decrypt messages
using their hierarchical identity information. In HIBE, each
user is associated with a hierarchical identity, which consists
of a set of attributes that represent different levels of au-
thority. The advantage of HIBE is that it provides a flexible
way of controlling access to encrypted data based on the
hierarchical structure of an organization. There are several
well-known HIBE schemes, such as [11, 50]. The security
of HIBE schemes is typically based on the computational DH
assumption or the bilinear DH assumption.

Our cc-EncHIBE based on [11]. In this part, we describe
the process of transforming Boneh-Boyen HIBE scheme into
cc-EncHIBE. Similar to the previous IBE scheme, this scheme
employs type-1 pairing and is designed based on the decisional
Diffie-Hellman assumption. Therefore, our ultimate objective
is the same as in cc-EncIBE. As mentioned before, the part ct1
can be transformed into an additively-homomorphic ElGamal-
like ciphertext, while the parts (ct2, ct3) can be linked to
Linker. Likewise, we extend this scheme to cc-EncHIBE using
type-3 pairing.

Guide for setup. As with cc-EncIBE, we extend id related
elements of pp to use type-3 pairing. The elements in G2 are
generated by having the same exponent about id (i.e. v̄ and
V ). We additionally require an extra element to modify the
ciphertexts to resemble a Pedersen commitment. As the result
of the added elements, the size of pp increases by 1 G1 and
ℓ+ 1 G2.

Guide for key generation. It follows the original algorithm ex-
cept for shifting the elements to G2 and yielding a commitment
key ck.

Guide for encryption. The ciphertext ct1 in [11] is composed
of

ct1 = e(gα, h)t ·m.

We shift the ciphertext to the domain G3
1 and modify the

ciphertext into a Pedersen commitment. The ciphertext ct1 is
modified as follows.

ct1 := gα2 · gm1

Guide for decryption. It is similar to the original scheme, but
because we modify the ciphertext into a Pedersen-like com-
mitment, we have to compute one more pairing for decryption.
Additionally it is required to solve the small domain discrete
log problem to obtain the plaintext.

In Fig.2, we describe our hierarchical identity-based commit-
carrying encryption scheme based on [11].

Security of our cc-EncHIBE. To prove the property
of cc-EncHIBE, we use a slightly stronger assumption
ℓ-wEXDH [49] extended from wEXDH [48].
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ΠccHIBE.Setup(1
λ, ℓ)→ (pp,mk)

(g, h)
$← G1 × G2

α, β, γ
$← F

u = {ui}ℓi=1

$← Fℓ
, ū← g

γ
, v̄ ← h

γ

U ← g
u ∈ Gℓ

1,V ← h
u ∈ Gℓ

2

pp := (g, h, g
α
, g

αβ
,U ,V , ū, v̄)

mk := h
αβ

Return (pp,mk)

ΠccHIBE.KeyGen(pp,mk, IDk)→ (ck, pk, sk)

parse pp as (g, h, g1, g2,U ,V , ū, v̄)

parse IDk as (id1, . . . , idk)

r
$← F

X ← ū ·
∏
i∈k

U
idi
i ,W ← v̄ ·

∏
i∈k

V
idi
i

ck := (g, g1, g2, X)

pk := IDk

sk := (h
r
,mk ·W r

, V
r
k+1, . . . , V

r
ℓ )

Return (ck, pk, sk)

ΠccHIBE.Enc(pp, pk,m)→ (ct; t)

parse pp as (g, h, g1, g2,U ,V , ū, v̄)

parse pk as (id1, . . . , idk)

t
$← F

ct1 ← g
t
2 · g

m
1 , ct2 ← g

t

ct3 ←

ū ·
∏
i∈k

U
idi
i

t

ct := (ct1, ct2, ct3)

Return (ct; t)

ΠccHIBE.Dec(pp, sk, ct)→ m

parse pp as (g, h, g1, g2,U ,V , ū, v̄)

parse sk as (sk1, sk2)

parse ct as (ct1, ct2, ct3)

e(ct1, h) ·
e(ct3, sk1)

e(ct2, sk2)
= e(g1, h)

m// Compute a discrete log to obtain m

Return m

ΠccHIBE.VerEnc(ck, ct, t,m)→ true/false

parse ck as (g, g1, g2, X)

parse ct as (ct1, ct2, ct3)

return ct1
?
= g

t
2 · g

m
1 ∧ ct2

?
= g

t ∧ ct3
?
= X

t

Figure 2: Our cc-EncHIBE based on [11]

Definition 5 (ℓ-wEXDH Assumption). Given (g, gα,. . . ,gα
ℓ+1

, gβ , gz) ∈ Gℓ+4
1 and (h, hα,. . . , hαℓ

) ∈ Gℓ+1
2 , it is hard to

distinguish whether z = αℓ+1 · β or z is random.

The reduction between wEXDH assumption and ℓ-wEXDH
assumption is tight as in [49]. For asserting security within a
hierarchy of depth ℓ, we lean on the ℓ-wEXDH assumption.
Note that the ℓ-wEXDH assumption was formerly presented
with an alternate label in [49], referred to as the Pℓ-BDH
assumption.

Theorem 2. Let G1,G2,GT be a bilinear group of prime
order p. Suppose the (Decision) (t, ϵ, ℓ)-wEXDH assumption
holds in G1,G2,GT , which means that there is no t-time algo-
rithm with the advantage ϵ in solving the (Decision) ℓ-wEXDH
problem. Then, our ℓ-cc-EncHIBE is (t, qID, ℓ)-selective iden-
tity, chosen plaintext (IND-sID-CPA) secure for arbitrary ℓ and
qID private key queries.

Proof. We describe a formal security proof of our cc-EncHIBE,
which is similar to the method of [11]. Assume that an
adversary A has advantage ϵ in attacking the ℓ-cc-EncHIBE
system in which A uses an algorithm B that solves the
ℓ-wEXDH problem.

Consider yi = gα
i ∈ G1 and ŷi = hαi ∈ G2 where g is

a generator of G1, h is a generator of G2, and both α and β
are in Z∗p. The algorithm B receives as input random tuples
(g, y1, . . . , yℓ+1, g

β , gz) and (h, ŷ1, . . . , ŷℓ). These tuples can
be sampled from where z = αℓ+1 · β or from where z is
random. The objective of B is to return 1 if the input tuples
correspond to the condition z = αℓ+1 · β, and to return 0 if
not. The strategy of B involves interaction with A through a
selective identity game as detailed:

Initialization. In the selective identity game, A starts by
specifying a target identity ID∗ = (I∗1, . . . , I

∗
m) ∈ (Z∗p)m,

intending to attack this identity with a constraint that m ≤ ℓ.
If m < ℓ, B appends ℓ−m zeros at the tail of ID∗, effectively
transforming it into a ℓ-length vector. Henceforth, we regard
ID∗ as a ℓ-element vector.

Setup. For setting up the public parameter, B randomly selects
a random β ∈ Zp and sets g1 = y1 and g2 = yβℓ+1 = gα

ℓ+1·β ,
simultaneously setting h1 = ŷβℓ = hαℓ·β . Then, B randomly
picks γ1, . . . , γℓ ∈ Zp and sets Ui = gγi/yℓ−i+1, similarly
setting Vi = hγi/ŷℓ−i+1 for i = 1, . . . , ℓ. B also chooses
an arbitrary random δ ∈ Zp and sets ū = gδ ·

∏ℓ
i=1 y

I∗i
ℓ−i+1

and v̄ = hδ ·
∏ℓ

i=1 ŷ
I∗i
ℓ−i+1. Ultimately, the public parameter

pp = (g, h, g1, g2, ū, v̄,U1, . . . ,Uℓ,V1, . . . ,Vℓ) is sent to A.
The master key tied to this public parameter is hα

1 = hαℓ+1·β ,
but this cannot be computed by B.

Phase 1. Consider a query for the private key query associated
with ID = (I1, . . . , Iu) ∈ (Z∗p)u where u ≤ ℓ. It is imperative
that ID is neither identical to ID∗ nor a prefix thereof. This
precondition guarantees a distinct k ∈ {1, . . . , u} where Ik ̸=
I∗k. If this is not the case, ID would serve as a prefix of ID∗.
The index k is recognized as the lowest index meeting the
precondition. To address the query, B first deduces a private
key corresponding to the identity (I1, . . . , Ik). Subsequently,
it constructs the private key related to the inquired identity
ID = (I1, . . . , Ik, . . . , Iu).

For the creation of the private key associated with identity
(I1, . . . , Ik), B commences by randomly choosing a random
r̃ ∈ Zp. The randomness r is defined as

r =

(
αk

(Ik − I∗k)
+ r̃

)
· β ∈ Zp.

Following this, B proceeds to construct the private key,



9

(
hr, hα

1 · (v̄V
I1
1 · · ·V

Ik
k )r,Vk+1

r, . . . ,Vℓ
r
)
, (1)

that is tailored to match the private key corresponding to the
identity (I1, . . . , Ik). We demonstrate that using the values at
its disposal, B can successfully compute each element of this
private key. To deduce the initial part of the private key, it’s
observed that (v̄V I1

1 · · ·V
Ik
k )r is equal to(

hδ+
∑k

i=1 Iiγi ·
k−1∏
i=1

ŷ
I∗i−Ii
ℓ−i+1 · ŷ

I∗k−Ik
ℓ−k+1 ·

ℓ∏
i=k+1

ŷ
I∗i
ℓ−i+1

)r

. (2)

As in [11], let Z denote the product of the first, second, and
fourth terms. More precisely,

Z =

hδ+
∑k

i=1 Iiγi ·
k−1∏
i=1

ŷ
I∗i−Ii
ℓ−i+1︸ ︷︷ ︸

=1

·
ℓ∏

i=k+1

ŷ
I∗i
ℓ−i+1


r

.

Because the second term in Z equals 1, Z can be calculated
using the values that B has. So what is left is third term in Eq
(3), namely ŷ

r(I∗k−Ik)
ℓ−k+1 , simplifies to

ŷ
r(I∗k−Ik)
ℓ−k+1 =

(
ŷ
r̃(I∗k−Ik)
ℓ−k+1 · ŷ

(I∗k−Ik) αk

Ik−I∗
k

ℓ−k+1

)β

=
(
ŷ
r̃(I∗k−Ik)
ℓ−k+1 /ŷℓ+1

)β
.

Consequently, the second component in the private key (2)
becomes:

h
α
1 · (v̄V

I1
1 · · ·V

Ik
k )

r
= ŷ

β
ℓ+1 · Z ·

(
ŷ
r̃(I∗k−Ik)

ℓ−k+1 /ŷℓ+1

)β

= Z · ŷ
r̃(I∗k−Ik)β

ℓ−k+1

Given that ŷℓ+1 is nullified in the equation, every term in
the mentioned expression is known to B. Therefore, B can
calculate the first component of the private key.

The first component, which is denoted by hr, it can be

calculated as
(
ŷ
1/(Ik−I∗k)
k · hr̃

)β
. In a similar way, the subse-

quent components, namely Vk+1
r, . . . ,Vℓ

r, can be calculated
by B. As a result, B can compute a legitimate private key
corresponding to identity (I1, . . . , Ik). B leverages the derived
private key to compute corresponding for the descendant
identity ID and gives A the key.

Challenge phase. After the completion of Phase 1, A outputs
two messages M0,M1. In response, B randomly determines
a bit b ∈ {0, 1} and outputs the challenge ciphertext, denoted
as:

CT =
(
gzγ · g1Mb , gγ , (gγ)δ+

∑k
i=1 I∗i γi

)
.

The terms gγ and gz are directly from the tuple that was
previously presented to B. And

(gγ)δ+
∑k

i=1 I∗i γi =

(
ℓ∏

i=1

(gγi/yℓ−i+1)
I∗i · (gδ

ℓ∏
i=1

yℓ−i+1)
I∗i )

)γ

= (ūU
I∗1
1 · · ·U

I∗ℓ
ℓ )γ ,

gα
ℓ+1βγ = g2

γ .

Given the premise that z = αℓ+1·β , the challenge ciphertext
is a legitimate encryption of Mb with respect to the identity
ID∗ = (I∗1, . . . , I

∗
m) that was selected by A, since

CT =
(
g2

γ · g1Mb , gγ , (U
I∗1
1 · · ·U

I∗m
m · · ·U I∗ℓ

ℓ )γ
)

=
(
g2

γ · g1Mb , gγ , (U
I∗1
1 · · ·U

I∗m
m )γ

)
Otherwise, when z is uniformly random, CT is independent

of b in the A’s view.

Phase 2. A issues up to qID queries not issued in Phase 1. B
responds in the same manner as previously.

Guess. A outputs a guess b′ ∈ {0, 1}. With this guess in hand,
B concludes its own game based on the following criteria:
If b = b′ then B outputs 1. This output indicates that z
corresponds to αℓ+1 · β. On the contrary, if b ̸= b′ then B
outputs 0. This implies that z is a random element within Zp.

When the input tuple is sampled from where z = αℓ+1 ·
β, the perspective of A is aligns with its perspective in a
real attack game. As a result, A meets |Pr[b = b′] − 1

2 | ≥
ϵ. Conversely, if the input tuple is sampled from where z is
random, then Pr[b = b′] = 1

2 . Given that g and h are uniformly
distributed in G1 and G2 respectively, and α, β and z are
uniformly distributed in Zp, it follows that the difference in
probabilities:

|Pr[B(g, h,yℓ+1, ŷℓ, g
β , gα

ℓ+1β) = 0]

−Pr[B(g, h,yℓ+1, ŷℓ, g
β , gz) = 0]| ≥ ϵ.

This outcome aligns with the desired result, thereby finalizing
the proof of the theorem.

C. Attribute Based Encryption

Intuitively, Attribute-Based Encryption (ABE) is a type of
encryption that enables access control to encrypted data based
on attributes or policies associated with the data. In ABE,
data is encrypted using an access policy that specifies a
set of attributes. The attributes can be anything from user
roles to personal identifiers such as age or location, or even
arbitrary strings. It ensures that only users who possess the
necessary attributes can decrypt the data, based on the access
policy specified by the data owner. There are many types of
ABE schemes such as ciphertext-policy ABE and key-policy
ABE. One distinguishing factor between these schemes is the
location where the access policy is embedded. We focus on the
ciphertext-policy variant of ABE and extend it to cc-EncABE.

Our cc-EncABE based on [12]. We redefine the hash function
H : {0, 1}∗ → F, since our scheme uses type-3 pairing. We
denote a hash table as HT, which is a collection of group
elements computed using the generators g and h, where each
element is the result of applying the hash function H to
attr(x)x∈ATree. Hence, each element is constructed as a tuple
(H1(attr(x)), H2(attr(x))) := (gH(attr(x)), hH(attr(x))).

Guide for setup. In a circuit, it is hard to check all the number
of nodes in the access tree. For this reason, we extend ATree
of pp to the hash table HT. In addition, we need to shift the
domain of some elements to G2 for using type-3 pairing. As
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a result, the size of pp increases by the size of the access tree
and by one G1 element for the Pedersen commitment.

Guide for encryption. Since we use the hash table HT rather
than checking all the nodes in the access tree, we can easily
find H1(attr(x)) in HT. We also modify ct2 to the Pedersen
commitment as follows:

ct2 := gs2g
m
3

Guide for key generation. It follows the original scheme except
for shifting the elements to G2 and yielding a commitment key
ck.

Guide for decryption. It is similar to the original scheme, but
the difference is that we obtain the plaintext by solving the
small domain discrete logarithm.

In Fig.3, we illustrate our commit-carrying attribute-based
encryption scheme based on [12].

Security of our cc-EncABE. We show that no efficient adver-
sary working generically on the groups underlying our scheme
can break the security of our scheme with non-negligible
probability. We use the generic bilinear group model and the
random oracle model to prove this case. The generic group
model (GGM) was introduced to reason about lower bounds
for computing the family of discrete logarithm problems. After
that, GGM has been used for analyzing various assumptions
and constructions. Boneh, Boyen, and Goh [11] introduced
master theorems for bilinear groups.

Generic bilinear group model (GBGM). There exist three
random encoding functions: Γ1,Γ2,ΓT of the additive group
Fp, which are injective maps Γ1,Γ2,ΓT : F→ {0, 1}m, where
m > 3 log p. For i = 1, 2, T , Gi can be expressed as
Γi(x) : x ∈ Fp. We are given oracles to compute the induced
group action on G1,G2,GT , and an oracle to compute a non-
degenerate bilinear map e : G1×G2 → GT . Additionally, we
are given a random oracle for the hash function H.

Theorem 3. In GBGM, for any adversary A, let q be a bound
on the total number of group elements it receives from its
queries to the oracles for the hash function, groups G1,G2, and
GT , as well as the bilinear map e, and its communication with
the cc-EncABE security game. Then we have that the advantage
of the adversary in the cc-EncABE security game is O(q2/p).

Proof. We begin by noting the following standard observation,
which can be derived through a straightforward hybrid argu-
ment. It is similar to the security proof in [12]. Informally, if
we were to define the security game for our scheme in gen-
eral, it would be distinguishing between challenge ciphertexts
corresponding to two different messages. The ciphertext has a
component ct1 which is randomly either gαsgm0 or gαsgm1 .
Instead, we can consider a modified game in which ct1 is
either gαs or gθ, where θ is uniformly at random from Fp.
Considering two hybrids: 1) gαsgm0 and gθgm0 , 2) gαsgm1

and gθgm1 , it is straightforward to observe that any adversary
with advantage ϵ in the CP-ABE game can be reduced to an
adversary with at least ϵ/2 in the modified CP-ABE game. So,

ΠccABE.Setup(1
λ,ATree)→ (pp,mk)

α, β, γ ←$ Zp

(g, h)←$ G1 × G2

Compute a hash table HT

pp := (g, h, g
β
, g

α
, g

γ
, h

1/β
,HT)

mk := (β, h
α
)

Return (pp,mk)

ΠccABE.Enc(pp, pk,m)→ (ct; s)

parse pp as (g, h, g1, g2, g3, g4,HT)

parse pk as ATree

s←$ Zp

ct :=

(
ATree, gs

1, g
s
2 · g

m
3{

gpx(0), H1(attr(x))
px(0)

}
x∈L

)
Return ct

ΠccABE.KeyGen(pp,mk,S)→ (ck, pk, sk)

parse pp as (g, h, g1, g2, g3, g4,HT),parse mk as (β, h
α
)

r, t←$ F× F|S|

ck :=
(
g1, g2, g3, {H1(attr(x))}x∈L

)
pk := ATree sk :=

(
h(α+r)β−1

,{
hr ·H2(i)

ti , hti
}
i∈S

)
Return (ck, pk, sk)

ΠccABE.Dec(pp, ct, sk)→ m

parse pp as (g, h, g1, g2, g3, g4,HT)

parse ct as

(
ATree, ct1, ct2,{
ct3,x, ct

′
3,x

}
x∈L

)
,parse sk as (sk1,

{
sk2,i, sk

′
2,i

}
i∈S

)

Ort = e(g, h)
rs ← DecNode(ct, sk, rt)

// Compute Ort similar to the original DecNode except for
e(ct3,x, sk2,i)

e(ct′3,x, sk
′
2,i)

e(ct2, h) ·
Ort

e(ct1, sk1)
= e(g3, h)

m// Compute a discrete log to obtain m

Return m

ΠccABE.VerEnc(ck, ct, (s,D),m)→ true/false

parse ck as (g1, g2, g3, {ckx}x∈L)

parse ct as

(
ATree, ct1, ct2,{
ct3,x, ct

′
3,x

}
x∈L

)
parse D as (dleaf , . . . , drt) // D denotes the points chosen in ΠccABE.Enc

return ct1
?
= g

s
1 ∧ ct2

?
= g

s
2 · g

m
3

∧
{
ct3,x

?
= g

px(0)
, ct′3,x

?
= ckpx(0)

x

}
x∈L

Figure 3: Our cc-EncABE based on [12]

we aim to explain the adversary’s advantage using the modified
game. Now we describe the simulation of the modified CP-
ABE game. Let Sim be a simulator for CP-ABE game and Hi

be a hash function for i = {1, 2}.

Setup phase. Sim chooses α, β at random from Fp. If
β = 0, then Sim aborts. However, the probability of this
event occurring is 1/p. Sim constructs public parameter pp
as (g, h, g1 = gβ , g2 = gα, h1/β), and then sends pp to the
adversary.
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Hash query phase. When the adversary requests the eval-
uation of H on a specific string attrj , a random value aj
is uniformly chosen from Fp. Sim then responds to the
queries H1(attrj) and H2(attrj) by providing gaj and haj

respectively.

Key query phase. Upon receiving the i-th key generation
query from the adversary for the attribute set Si, Sim generates
a random ri uniformly chosen from Fp. For each attribute attrj
in Si, a random value ri,j is selected from Fp. Subsequently,
Sim computes the values as follows: D = h(α+ri)/β , Dj =

hri+ajr
i,j

, and D′ = hri,j . These values are then presented to
the adversary.

Challenge phase. Upon receiving a challenge from the ad-
versary consisting of two different messages m0,m1 ∈ Fp,
accompanied by the access tree ATree, Sim proceeds as fol-
lows. Initially, a random s is chosen from Fp. The linear secret
sharing scheme associated with ATree is used to generate
shares λj of s for each attribute attrj . It is crucial to emphasize
that the λj values are uniformly and independently chosen
at random from Fp, while adhering to the linear constraints
imposed by the secret sharing scheme. Specifically, the λj can
be simulated by randomly selecting ℓ values δ1, . . . , δℓ from
Fp. Then, λj can be expressed as a linear combination of
δk and s. Lastly, Sim chooses a random value θ from Fp. It
constructs the encryption components as follows: ct1 = gθ and
ct2 = gs1. For each attribute attrj , Sim computes ct3,j = gλj

and ct′3,j = gajλj . These values are then provided to the
adversary. It is important to note that if the adversary requests
a decryption key for a valid attribute set S (i.e., it passes the
challenge access tree), Sim does not provide the key. Similarly,
if the adversary requests a challenge access tree in which one
of the previously issued keys passes the access tree, Sim aborts
and outputs a random guess.

We prove that the advantage of A is at most O(q2/p).
The configuration of the A’s oracle query is as follows: 1)
A can only query values that it receives from the Sim or
intermediate values obtained through the oracle. 2) there are p
distinct values in the space of Γ1,Γ2,ΓT . The oracle query can
be represented as a rational function f composed of various
variables used in the scheme(i.e., α, β, etc). If the values
of two different queries (f, f ′) are the same, we denote it
as a Collision, which occurs only if the non-zero polynomial
f − f ′ evaluates to zero. By the Schwartz-Zippel lemma, the
probability of a Collision is O(1/p). Therefore, the probability
of any such collision happening is at most O(q2/p) by a union
bound.

In the generic group model, the adversary can only perceive
the difference of only θ = αs if there are two distinct queries
f, f ′ such that f ̸= f ′ but f |θ=αs = f ′|θ=αs. As θ only occurs
in the form gθ or e(g, h)θ, which belongs to G1 and GT , f
or f ′ can only be dependent on θ through additive terms of
the form cθ, where c is a constant. Thus, we show that the
adversary cannot construct an oracle query for cαs.

Case 0. We can consider a query f−f ′+cθ = cαs where c is
a non-zero. However, the adversary cannot construct a query
for gcαs or e(g, h)cαs, leading to a contradiction and proving

the theorem. Notice that the possibility of querying gαs over
G1 only exists in this case; we will describe the following
cases solely for queries over GT .

Case 1. Note that i is the index of a secret key query,
and j and j′ are possible attribute strings. The adversary
can only construct a term including αs by pairing βs with
(α+ ri)/β to obtain the term αs+ sri. Further, the adversary
could create a linear combination with constants c, csri for
some set S (i.e., cαs +

∑
i∈S csrisri). Since the adversary

obtains a query polynomial of the form cαs, the adversary
must add ancillary linear combinations to remove the terms∑

i∈S csrisri. Observe that the only other term involving
monomials sri are obtained by pairing ri + ajri,j with some
λj′ , since the λj′ terms are linear combinations of s and the
µk’s. Hence, the adversary can make a query polynomial as
follows, where Ai is an attribute string set for i-th key query
and aux is an auxiliary term:

cαs +
∑
i∈S

csrisri +
∑

(j,j′)∈Ai

cλ
j′ri+λ

j′ajri,j
(λj′ri + λj′ajri,j)

+ aux

There are two sub-cases: a) there exists some i ∈ S such that
the set of secret shares Li = {λj′ : ∃j : (j, j′) ∈ Ai} do not
allow for the rebuilding of s, b) For all i ∈ S, the set of
secret shares Li = {λj′ : ∃j : (j, j′) ∈ Ai} do allow for the
rebuilding of s.

Case 1.a. The adversary’s query cannot be of the form cαs
since the term sri is not removed.

Case 1.b. By the assumption that no requested key should pass
the challenge access structure and the properties of the secret
sharing scheme, we know that the set L′i = {λj : j ∈ Si}
cannot allow for the rebuilding of s. In other words, one
share λj′ in Li should be different such that λj′ is linearly
independent of L′i. As a result, the adversary’s query remains
a term of the form λj′ajr

i,j for some j ∈ Si. By removing
the λj′ajr

i,j term, the adversary may construct a query
polynomial for cαs. However, since there is no query for
the term λj′ajr

i,j , the adversary cannot construct a query
polynomial for cαs, and hence, the possibility of cαs query
is not feasible.

V. Tangram FRAMEWORK

A. Link cc-Enc to SNARKcc

A ciphertext ct can be seen as a commitment if it is
generated from cc-Enc. However, the prover time still needs to
be improved due to proving the commitment within a SNARK
circuit. Our idea to reduce proving time uses a proof-dependent
commitment from commit-carrying SNARK and then makes a
bridge between the commitment cm and external ciphertext ct
using a linkable proof system. This approach is similar to the
works [17, 16, 43, 44].

Given a common reference string crs := (ek, vk) generated
by Πsnark.Setup, there exists a SNARK whose proof compu-
tation is generated by linear encoding with an evaluation key
ek. This proof, computed with a statement x and a witness
w playing roles similar to the message, can be viewed as a
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Tangram.Setup(1λ)→ (pp, aux, ck, pk, sk)

(pp, aux)← Πcc-Enc.Setup(1λ)
(ck, pk, sk)← Πcc-Enc.KeyGen(pp, aux)
Return (pp, aux, ck, pk, sk)

Tangram.KeyGen(ck,R)→ (ek, vk)

(ckcc, ekcc, vkcc)← Πcc.Setup(R)
Build Rlink

eq from (pk, ckcc,Dlink
u ,Dlink

r ,Dlink
o )

(eklink, vklink)← ΠLS.KeyGen(ck,Rlink
eq )

Return ((ckcc, ekcc, eklink), (vkcc, vklink))

Tangram.Enc(pp, pk,mi)→ (cti; ri)

(cti; ri)← Πcc-Enc.Enc(pp, pk,mi)

return (cti; ri)

Tangram.Prove(ek, u, (cti)i∈[l]; (mi)i∈[l], (ri)i∈[l], w)→ π

(πcc, cmcc; occ)← Πcc.Prove(ekcc, u; (mi)i∈[l], w)

πlink ← ΠLS.Prove(eklink, cmcc, (cti)i∈[l], (mi)i∈[l], (ri)i∈[l], occ)

Return π := (πcc, πlink, cmcc)

Tangram.Verify(vk, u, (cti)i∈[l], π)→ true/false

Parse π := (πcc, πlink, cmcc)

Return ΠLS.Verify(vklink, cmcc, (cti)i∈[l], πlink) ∧
Πcc.Verify(vkcc, πcc, u, cmcc)

Figure 4: Generic construction of Tangram from Linker and SNARKcc. Setup and Enc parts are an external area, which means
an offline phase. The dotted box represents the part responsible for generating cc-Enc ciphertexts, which denotes that repeated
operations are possible for multiple messages using the same key.

Pedersen-like commitment in which the proving key ek can be
seen as the commitment key ck. The consistency of Pedersen
commitment can be rephrased as a statement about the knowl-
edge of linear encoding, which can be expressed in algebraic
language. Thus, we now need a proof system that proves that
the ciphertext generated through commit-carrying encryption
and the commitment from commit-carrying SNARK both use
the same message internally. Additionally, if the used proof
system efficiently proves the relation of Pedersen commit-
ments, we can achieve our desired goal: fast prover time.

Connectivity provider(Linker). We need to define a relation
Rlink

eq for linking, similar to that described in Legosnark [16]
and Eclipse [44], as follows.

Rlink
eq =


((g,h,G,H, d, d1, d2, l),

(C,D1, . . . , Dl),

(m,o, r1, . . . , rl))

:

C = g
o
h

m
, Di = G

riH
mi

g,h ∈ Gd1 × Gld
,

G,H ∈ Gd2 × Gd
,

m = {mi}li=1 ,mi ∈ Zd
p

o ∈ Zd1
p , ri ∈ Zd2

p ,


On a high level, the objective guaranteed by the relation Rlink

eq

is that the entire input messages mi of externally generated
ciphertexts and the large message m of proof-dependent
commitment generated via SNARK are correctly identical. To
elaborate further, when the extractors ESNARKcc and Ecc-Enc are
provided, both extractors should produce the same knowledge
when applied to each commitment and ciphertext.

Many NIZKAoK proof systems can prove that two dif-
ferent Pedersen-like commitments open to the same vector
under distinct commitment keys. We leverage them to gain
connectivity between a commitment cm and a ciphertext ct
since ct ← cc-Enc.Enc(m) ≈ cm ← Ped.Com(m). For
legibility, we denote these systems as Linker, which is executed
by a prover. Attempting to generalize the format of a Linker
appears to be a cumbersome task, given the range of available
options. However, to enhance readability, we define a concise
description of Linker, denoted as ΠLS, as follows.
• ΠLS.KeyGen(ck,R): takes a commitment key ck and a

relation as inputs, and outputs an evaluation key eklink
and a verification key vklink.

• ΠLS.Prove(eklink, cm, (ĉmi)i∈[l], (mi)i∈[l], (ri)i∈[l],
(oi)i∈[d1]): takes an evaluation key eklink, a commitment
cm, l commitments (ĉmi)i∈[l], l messages (mi)i∈[l], l
randomnesses (ri)i∈[l] and openings (oi)i∈[d1] as inputs,
and outputs πlink.

• ΠLS.Verify(vklink, cm, (ĉmi)i∈[l], πlink): takes a verifi-
cation key vklink, a commitment cm, l commitments
(ĉmi)i∈[l] and πlink, and accepts (true) or rejects (false)
the proof.

B. Our construction

We design an encryption-friendly SNARK framework under
Pedersen committed engines using three components: cc-Enc,
SNARKcc, and Linker. This framework is denoted as Tangram.
Intuitively, a foundational requirement for constructing our
framework is the cc-Enc, which generates a key pair (pk, sk)
and a commitment key ck. The generated commitment key
ck is utilized as an input to the KeyGen of Tangram, and
its properties depend on the chosen cc-Enc scheme. In other
words, the feature of Tangram may vary based on the specific
cc-Enc used. The remaining two components are designed to
operate as follows. In the case of SNARKcc, one generates a
commitment cmcc under the same message as used in cc-Enc
along with a proof πcc. The other component, Linker, serves
to connect the external cc-Enc and SNARKcc used in the
framework. The overall design of the framework follows a
generic construction described in Fig.4.

Theorem 4. If Πcc is a zk-SNARKcc over a relation R, the
Linker is a NIZKAoK over the relation Rlink

eq and used PKE is
a cc-Enc, then the framework Tangram satisfies correctness,
knowledge soundness, and zero-knowledge.

Proof. Correctness. The correctness of Tangram can be de-
rived from the correctness of the two constituent schemes,
Πcc and Linker.

Knowledge soundness. Suppose there is an adversary ATangram

against Tangram that achieves non-negligible probability of
violating the knowledge soundness of Tangram. Assume
that the public key pk is generated honestly. Let Acc and
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ALinker be the adversaries against SNARKcc and Linker re-
spectively that simulate ATangram’s queries to SNARKcc and
Linker in the games GKScc and GKSLinker. ATangram runs in
the game GKSTangram and outputs a tuple (u, (cti)i∈[l], π) s.t.,
Tangram.Verify(vk, u, (cti)i∈[l], π) = 1. Also, let ETangram be
the extractor corresponding to adversary ATangram from Ecc
and ELinker. The extractor ETangram outputs a tuple ((cti)i∈[l],
(mi)i∈[l], (ri)i∈[l]). We prove that the following probability is
negligible.

Pr
[
(x,w)← GKSTangram,ATangram,ETangram : (x,w) /∈ R

]
(3)

Recall that ATangram’s output is composed of x :=
(u, (cti)i∈[l], π), where π is a tuple consisting of (πcc, cmcc;
occ). ETangram’s output is of the from w := ((cti)i∈[l], (mi)i∈[l],
(ri)i∈[l]). If the probability (3) is not negligible, it is equivalent
to saying that either the knowledge soundness of Πcc, the
knowledge soundness of Linker, or the IND-CPA of cc-Enc
has been broken. Therefore, we can conclude that Tangram is
knowledge sound.

Zero-knowledge. Likewise to the correctness, the zero-
knowledge of Tangram can be derived from the zero-
knowledge of the two constituent schemes (Πcc, Linker) and
the hiding property of PKE.

The Linker must satisfy at least NIZKAoK, but if the used
Linker has succinctness, then the scheme Tangram can satisfy
succinctness based on the linker’s performance. Thus, the
succinctness of Tangram follows by that of the two scheme
Πcc and Linker.

VI. EVALUATION AND IMPLEMENTATION

Table I: Comparison of SNARKcc instantiations. m denotes
the number of total wires, n represents the number of multi-
plication gates, and a denotes the number of addition gates.
In addition, Exp refers to exponentiation, P denotes pairing,
and n-FFT represents n-size fast Fourier transforms.

crs P V |π|

ccGro16
m+2n+
2 G1,
n G2

m + 3n G1Exp,
n G2Exp

3 P 3 G1, G2

ccPlonk n+a G1,
G2

10(n+ a) G1Exp,
≈ 55 n-FFT 2 P, 18G1Exp 10G1, 7 F

Table II: Comparison of Linker instantiations. We denote by m
the number of witness, l the number of input commitments (or
ciphertexts), and by d the size of each committed vector

crs P V |π|

LinkerLS
m+ l+1 G1,
(l + 2) G2

m +
l G1Exp

l + 1 P 1 G1

LinkerΣ ld G1

≈
4 log2 ld+
6ld G1Exp

≈
4 log2 ld +
2ld G1Exp

4⌈log2 ld⌉G1,
2F

We implement various Tangram frameworks based on top of
Arkworks library. Concretely, we leverage the useful libraries,
such as finite field and elliptic curve. When encrypting the
message on cc-Enc, we split it into chunks of 8 bits and
perform encryption on each piece individually. Message length
is fixed at 256 bits, and we assume no non-committed instances

(i.e., empty ω). Additionally, we adopted the size for the
compressed type. Our implemented gadgets for encryption are
ccEl, ccIBE, ccHIBE, and ccABE.

SNARKcc instantiations. We describe the performance for
our instantiated SNARKcc schemes: ccGro16 [5, 16] and
ccPlonk [6]. Table I shows the theoretical costs for our
instantiated SNARKcc. In ccGro16, two additional elements
are added to G1 in crs, and the prover work increases due to
l G1Exp. Further, the proof size increases, but the verifier work
decreases accordingly. In ccPlonk, we use a KZG polynomial
commitment scheme. Although there is no variation in the
public parameter, the prover work incurs an additional cost
of (n + a)G1Exp due to generating a commitment. The
proof size increases by one element in G1 and F due to the
aforementioned task.

Linker instantiations. As shown in Table II, we illustrate
the performance of two Linker instantiations: LinkerLS [20]
and LinkerΣ [21, 22, 44]. These schemes are more formally
described in the Appendix A. We denote by l the number of
input commitments (or ciphertexts) and by d the size of each
committed vector. LinkerLS shows significantly better results
compared to LinkerΣ; however, LinkerLS suffers from the issue
of trapdoor generation during Setup. Both schemes have ver-
ifier work proportional to l, but the operations differ between
LinkerLS and LinkerΣ. LinkerLS involves pairing operations,
while LinkerΣ performs multiple group scalar multiplications.
In terms of proof size, LinkerLS remains constant, while
LinkerΣ has a length of O(log ld).

Setup Prove Verify
0

50

100

150

(a) cc-EncEl

Setup Prove Verify
0

50

100

150

ccGro16 + LinkerLS

ccGro16 + LinkerΣ

ccPlonk + LinkerLS

ccPlonk + LinkerΣ

(b) cc-EncIBE

Setup Prove Verify
0

50

100

150

(c) cc-EncHIBE

Setup Prove Verify
0

100

200

(d) cc-EncABE

Figure 5: Performance of the execution time across various
Tangram frameworks, with the y-axis representing the execu-
tion time in milliseconds (ms) for each algorithm.
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A. Evaluation

Each experiment was executed on M1 pro with 10 cores
and 32GB of RAM, and we performed 100 runs of each
experiment and filled in their average. When encrypting the
message on cc-Enc, we split it into chunks of 8 bits and
perform encryption on each piece individually. We adopted
BLS12-381, a pairing-friendly elliptic curve.

Execution time. We present the performance measured for
various Tangram frameworks in figure 5. The execution time
is proportional to the size of the message. When splitting a
256-bit message into 8-bit chunks, the proving time shows
performance in tens of milliseconds. However, the decryption
process, which relies on brute-forcing algorithms, is the main
drawback of our scheme and takes the longest time compared
to other operations. We observe that performance varies de-
pending on the combination chosen for the intended purpose.
For example, if one desires efficient execution time while
recognizing the drawback of trusted setup, opting for ccGro16
and LinkerLS is reasonable. On the contrary, if the goal is to
achieve verifiability for encryption using a universal CRS after
running a trusted setup at once, adopting ccPlonk and LinkerΣ
is a proper choice.

Size. We measure the size of three major parts within the
Tangram framework: public parameter (pp), proof (π), and
ciphertext (ct) in Table III. pp can be divided into three main
parts: encryption (cc-Enc), SNARK (SNARKcc), and linker
(Linker). The size of pp is determined by combining the
sizes of all three parts. Similarly, the proof size is obtained
by adding the proof sizes of the components SNARKcc and
Linker. In the case of ct, general encryption schemes encrypt
one message at a time. However, in our scheme, since we
only use the short message space, multiple split ciphertexts
are generated as output, resulting in a larger size.

Table III: Measurement of the sizes: public parameter, proof,
and ciphertext

Microbenchmarks
SNARKcc Linker cc-Enc |pp|(KB) |π|(KB) |ct|(KB)

ccGro16

LinkerLS

El 24.8

0.3

3.3
IBE 64 4.6
HIBE 32.9 4.6
ABE 48.1 13.6

LinkerΣ

El 19.6 1.3 3.3
IBE 56.8 1.4 4.6
HIBE 24.6 1.4 4.6
ABE 20.1 1.5 13.6

ccPlonk

LinkerLS

El 292.3

1.2

3.3
IBE 332.5 4.6
HIBE 300.4 4.6
ABE 315.6 13.6

LinkerΣ

El 287.1 2.3 3.3
IBE 324.2 2.4 4.6
HIBE 292.1 2.4 4.6
ABE 287.6 2.5 13.6

Comparisons. We evaluate the performance for the conven-
tional approach (i.e., encrypt-in-the-circuit) to compare the
performance with Tangram. 3 We measured the performance

3For schemes that originally used type-1 pairings, we applied modifications
to switch to type-3 pairings.

Table IV: The performance of Gro16 for varying encryption
schemes

Gro16 Setup(s) Prove(s) Verify(ms) |pp|(MB)
ElGamal 0.14 0.12 1.3 1.5
IBEWater 37.13 35.4 7.88 359.6
HIBEBBG 7.81 7.25 6.31 57.8
ABEBSW 6.382 5.823 6.382 53.4

of the additively-homomorphic ElGamal encryption scheme
on the JubJub curve, which is a twisted Edwards curve
built over the BLS12-381 scalar field. However, for advanced
encryption schemes such as IBE, HIBE, and ABE, we choose
the BLS12-377 curve for operations such as pairing. As a
result, the outer curve used in SNARK is the BW6-761
curve, which has a scalar field equal to the base field of
BLS12-377. Performance measurements are conducted based
on the BW6-761 curve, and the comparative experiments
are specifically carried out for Gro16. For each encryption
scheme, we configured the IBE to use the same scalar field
bit length as the length of the id. In the case of HIBE, we
set the depth d to 32. We set up the system with a policy
requiring three attributes for attribute-based encryption and
conducted experiments based on this configuration. Although
the Tangram framework has some drawbacks regarding proof
and ciphertext size and the decryption process compared to
traditional methods, it shows exceptional efficiency in setup,
proving time, and public parameter size. In fact, for a 256-bit
message, the prover time in Tangram is approximately 12x
(10.02ms vs. 120ms) - 3500x (10.24ms vs. 35.4s) times faster
than the orthodox approach.

B. Implementation

Our framework enables the prover to efficiently prove the
knowledge of encryption using zk-SNARKs, making it ap-
plicable in scenarios such as digital currency and identity and
access management. We experimentally implement our scheme
to be plugged into the blockchain. Assume that the encryption
scheme can be switched to the cc-Enc and each transaction
includes the ciphertext and Tangram proof. Transparency and
traceability are ensured through the blockchain’s characteristic,
while privacy is maintained through the encryption.

Simple scenario. In a blockchain-based system, our frame-
work can be performed as follows: transactions involving the
system by individuals encrypt the transaction amount with
the central bank’s public key, utilizing a commit-carrying
encryption. To prove the correctness of the encryption, the
user generates a Tangram proof for the generated ciphertext.
Subsequently, the user broadcasts a transaction, comprising
the ciphertext and proof, to the blockchain-based system.
Smart contracts within this system conduct verification of the
Tangram proof. Upon successful verification, the transaction
is recorded on the blockchain, ensuring the integrity of the
transaction.

Contract. In the above scenario, we evaluate the gas consump-
tion performance of the smart contract using the Tangram
framework. When constructing a contract, it is imperative
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Table V: Gas consumption of cc-EncEl

Function Gas Cost
Deploy 6,519,891

ccGro16.Verify 218,457
Linker.Verify 3,219,491

Total 3,437,948

to incorporate a verifying key within the constructor for the
purpose of verifying a Tangram proof. The performance of
this verification varies depending on the specific SNARKcc

and Linker. We measure the performance in the context of
cc-EncEl, ccGro16 and LinkerLS. We adopted the BN254
curve, and the contract is deployed on the Ethereum testnet.

Gas consumption. The gas consumption depends on the size
of the message blocks because it is closely associated with
the verification performance, such as the number of pairing
and the size of the verifying key. For 32-block ciphertext, the
deployment consumes 6,519,891 gas. The verification cost on
ccGro16 is approximately 218,457 gas, while for LinkerLS,
it rises to about 3,219,491 gas. In the verification process of
LinkerLS, the operations become increasingly costly due to
the O(l) pairing operations, which scale with the number of
ciphertexts.

VII. CONCLUSION

We propose Tangram, an encryption-friendly SNARK
framework under Pedersen committed engines, and have de-
signed various commit-carrying encryptions for use in the
framework. With our framework, proof generation can be per-
formed significantly faster than the folklore SNARK approach
for encryption. Additionally, due to its versatility in achieving
composition results of desired features, it can be valuable for
a wide range of applications.
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APPENDIX A
INSTANTIATIONS OF Linker

A. Linear Subspace SNARK (LinkerLS)

Briefly,Rlink
eq can also be expressed as the linear subspace re-

lation RLine(M ,x,w) for a committed vector M ∈ G(l+1)×t,
a public vector [x]1 ∈ Gl+1

1 , and a witness vector w ∈ Zt
q such

that:

RLine(M ,x,w) ⇐⇒ [x]1 = [M ]1 ·w, where w ∈ Zt
q

Namely, given a fixed public matrix M , and a public vector
x, one can prove knowledge of a vector w.


D1

...
Dl

C


︸ ︷︷ ︸

[x]1∈Gl+1
1

=


G 0 · · · 0 0 H 0 · · · 0
0 G · · · 0 0 0 H · · · 0

...
...

. . .
...

...
...

...
. . .

...
0 0 · · · G 0 0 0 · · · H
0 0 · · · 0 g h1 h2 · · · hl︸ ︷︷ ︸

[M ]1∈G(l+1)×t
1

 ·


r1

...
rl

o
m1

...
ml


︸ ︷︷ ︸
w∈Zt

q

If the ciphertext ct is generated by cc-Enc, then by considering
Di as the ciphertext ct of cc-Enc and C as the proof-
dependent commitment cm of SNARKcc, the connectivity
between the ciphertext ct and the commitment cm can be
proven by CPlink. For Rlink

eq , we can quite straightforward to
build (M ,x,w). Kiltz-Wee QA-NIZK [20] can prove the
pre-mentioned relation. In LegoSNARK [16], this system is
introduced by CPlink. We simplify CPlink for legibility; it can
be represented as follows.
• (ek, vk) ← CPlink.KeyGen(M ∈ G(l+1)×t

1 ,Rlink
eq ) : Sam-

ple k
$← Zl+1

q , a
$← Zq , and output ek := (M⊤ ·k) ∈ Gt

1,
vk := (vk1 = [a]2 · k, vk2 = [a]2) ∈ Gl+1

2 ×G2.
• π ← CPlink.Prove(ek,x ∈ Gl+1

1 ,w) : Output π ∈ G1 ←
w⊤ · ek.

• true/false ← CPlink.Verify(vk,x, π) : Verify e(x⊤, vk1)
?
= e(π, vk2).

Hence, we can immediately plug a ciphertext generated from
cc-Enc into CPlink.

B. Compressed Σ-protocol (LinkerΣ)

The protocol Fig.6 for proving equality of committed vec-
tors is described in the Eclipse [44]. The protocol can prove
amortization of multiple commitment equality for a relation
RAmEq, which is identical to our relationRlink

eq , thereby making
our relation easily portable. However, as the proof size is lin-
early dependent on the response vector z ∈ Zl

q . We can reduce
the proof size using Attema and Cramer’s framework [21]
and Attema, Cramer, and Fehr’s framework [22]. Intuitively,
since the transcript elements x,A, Â, c, s, and u are fixed,
it should suffice to prove knowledge of z such that hz ?

=

Y := A · Cc · g−s and Ĥz ?
= Y ′ := Â ·

∏
i∈[l](D

xi

i )c ·G−u
rather than sending z itself. This is where the principles of
compressed Σ-protocol theory come into effect. A compressed
relation RCom

AmEq can be expressed as stated below.

RCom
AmEq =

{(
l, (h, Ĥ), (Y, Y ′), z

)
: Y = hz, Y ′ = Ĥz

}

Protocol. Amortized equality protocol for relation Rlink
eq

P V

V sends randomness x ∈ Zq

Both Compute Ĥ = (H
xi

)i∈[l]

α,β,γ ←$ Zld×d1×d2
q

P sends A = g
β
h

α
, Â = G

γ
Ĥ

α

V sends random challenge c ∈ Zq

z = α + cm, s = β + co,

u = γ + cΣi∈[l]rix
i

Check

g
s · hz ?

= A · Cc

Ĥ
z ·Gu ?

= Â ·
∏
i∈[l]

(D
xi

i )
c

Figure 6: Amortized equality protocol for relation Rlink
eq

Protocol. Compressed Σ-protocol for relation RCom
AmEq

P V
if l = 1 Check

h
z ?
= Y, Ĥ

z ?
= Y

′

L = h
zL
R ,R = h

zR
L ,

L̂ = Ĥ
zL
R , R̂ = Ĥ

zR
L

V sends randomness δ ∈ Zq

z = zL + δ · zR

Y = LY
δ
R

δ2
, Y

′
= L̂(Y

′
)
δ
R̂

δ2

h = h
δ
LhR, Ĥ = Ĥ

δ
LĤR

Repeat the protocol for the instance

(l/2, (h, Ĥ), (Y, Y
′
), z)

Figure 7: Compressed Σ-Protocol for relation RCom
AmEq

One way to reduce to the desired proof size is to cut the
vector in half and merge the cropped vectors using a linear
combination. If we treat the combined vector as exponent, we
can think of it as committing to the vector with size of l/2. Let
us crop the vector as h = (hL,hR), Ĥ = (ĤL, ĤR), z =
(zL, zR) with the size of l/2. We described the compressed
Σ-protocol for RCom

AmEq in Fig.7.
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