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Abstract. Fully Homomorphic Encryption (FHE) enables arbitrary
computation directly on encrypted data. The TFHE scheme supports
encryption of bits or small integers, evaluating any univariate function
via programmable bootstrapping (PBS), which also refreshes ciphertext
noise. Since both linear and nonlinear functions can be expressed with
PBS, arbitrary circuits of unlimited depth can be computed without
accuracy loss, aside from a negligible failure probability. However, a key
limitation of TFHE is that it processes only single encrypted messages
of small size; for larger messages, PBS becomes prohibitively expen-
sive, as its cost grows rapidly with message bit-length. To address this,
Without-Padding PBS (WoPBS) allows evaluation of larger lookup ta-
bles, and is practical up to 28 bits, offering significantly reduced latency
compared to pure PBS. Recent advances in the WoPBS workflow have
further optimized Circuit Bootstrapping (CBS) operations, narrowing
the latency gap to PBS. Still, minimizing the underlying number of PBS
operations remains crucial, as PBS dominates the cost.
In this work, we introduce novel switching algorithms to efficiently con-
vert ciphertexts between the PBS and WoPBS contexts, carefully manag-
ing noise growth while minimizing PBS invocations. We further integrate
a state-of-the-art noise reduction method into the WoPBS workflow, en-
abling more efficient parameter sets. Our optimizations reduce AES tran-
sciphering latency by up to 18% relative to the best prior work purely
through parameter tuning, and deliver a 2× speedup for large lookup
tables by reducing PBS overheads. Notably, our CUDA implementation
of the optimized WoPBS workflow achieves up to 50× speedup for AES
transciphering over single-threaded CPU baselines.

Keywords: Fully Homomorphic Encryption, Programmable Bootstrapping,
TFHE, Circuit Bootstrapping.

1 Introduction

A growing number of applications in today’s digital ecosystem run in the cloud,
spanning domains such as modern machine learning tasks [25] and genomic anal-
ysis in healthcare [27]. By processing sensitive user data in the cloud, these appli-
cations have become prime targets for recent side-channel attacks [39,40] capable
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of exfiltrating private information to adversaries. Thus, clients seek to preserve
the privacy of their data from both attackers and the cloud itself while benefiting
from the computational capabilities provided by these remote services. Although
traditional cryptographic algorithms, such as AES [13], can safeguard users’ data
during storage and transmission, the encrypted data cannot be processed without
accessing the decryption key, leaving it vulnerable to these side-channel threats.

To address these concerns, a promising approach is fully homomorphic en-
cryption (FHE) [18], which enables unlimited and arbitrary computations on
encrypted data without requiring knowledge of the secret key or the underlying
message. Numerous FHE schemes have been proposed in the literature, each
tailored for efficient operations on specific data types, with unique primitives
supporting specialized homomorphic computations. One such scheme that of-
fers the ability for arbitrary computation is TFHE [11], which has undergone
major improvements in recent years [12], [2]. In particular, the TFHE scheme
is suitable for non-linear operations by leveraging the programmable bootstrap
(PBS) operation to compute any univariate function on a ciphertext encrypt-
ing a small integer. TFHE employs much smaller lattice parameters than other
word-wise FHE schemes, making PBS operations highly efficient. Additionally,
FHE programs composed of PBS operations are highly parallelizable and can
achieve much faster evaluation times on specialized hardware such as the GPU
[21].

While PBS is a powerful tool in the realm of encrypted computations, it is
practical only for messages with small precision, typically up to 4 to 6 bits [11].
The execution time of PBS increases exponentially with the number of preci-
sion bits (more than doubling with each additional bit after 4 bits), rendering it
impractical for larger message sizes. Indeed, many early applications of TFHE
focused on encrypting individual bits [10], relying solely on gate bootstrapping
to evaluate arbitrary homomorphic boolean circuits [14,20]. However, this ap-
proach proved impractical in most real-world scenarios, since arbitrary programs
translate into very large binary circuits that quickly become unmanageable for
mid-sized workloads.1 More recent advancements, including AES Transciphering
[33] and TFHE libraries [38], have adopted ciphertexts encrypting small num-
bers; in particular, 4-bit precision is shown to yield optimal execution times
for their respective use cases. These efforts optimize parameters and introduce
highly parallel operations, such as integer addition and multiplication, by repre-
senting large-precision messages in a radix format [2]. This enables much faster
execution of arbitrary circuits, which are now composed of small lookup tables
instead of binary gates, thereby significantly reducing the depth and width of
the circuit.2

Nonetheless, applying arbitrary functions to large messages remains a major
challenge, as it exceeds the practical capabilities of PBS. To address this chal-
lenge, the work in [23] proposed a tree-based method for computing univariate

1 A single 32-bit multiplication takes 32 seconds on 48 CPU cores using the Google
Transpiler [22, Figure 6].

2 The work in [22] reports 33× faster multiplication than the Google Transpiler [20].
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functions on large messages. While this tree-based technique sets a powerful the-
oretical foundation, its main drawback is poor scalability: the required number of
small PBS computations still grows exponentially with the bit size of the larger
message. In addition, expensive public key switching operations are required to
generate intermediate encrypted LUTs.

A new computing paradigm in TFHE, dubbed Without Padding PBS
(WoPBS), has recently emerged [2]. This approach relies on two main oper-
ations, namely Circuit Bootstrapping (CBS) and Vertical Packing (VP), and
provides much stronger computing capabilities than the traditional PBS. The
CBS operation converts LWE ciphertexts to GGSW ciphertexts, while VP uti-
lizes CMUX operations to compute lookup tables on the converted ciphertexts.
CBS uses PBS as one of its operations, which refreshes the noise and makes this
computing paradigm fully homomorphic. With WoPBS, lookup tables up to 28
bits can be computed relatively efficiently. Notably, one major drawback of the
original CBS proposal [11] was its high latency, being nearly 10× slower than a
PBS operation, and was later iteratively improved, with recent refinements [34]
bringing this overhead to less than 2×.

While the improved CBS operation holds significant potential, the WoPBS
workflow still faces several limitations that hinder its widespread adoption in
TFHE-based applications. In this work, we identify key challenges that must be
addressed to enhance the practicality and applicability of WoPBS across a broad
range of use cases:
Inconsistent Message Domain: The CBS operation requires the input LWE
ciphertexts to be in binary format, only containing a single message bit, with no
padding bits. Since the PBS workflow maximizes its efficiency while operating on
small integers (plus a bit of padding), switching from an LWE ciphertext in the
PBS context to LWE ciphertexts encrypting a single bit in the WoPBS context
(required by CBS), and vice versa, becomes expensive and challenging. On top of
that, the WoPBS workflow would improve significantly if it could operate more
efficiently on small integers by utilizing fewer PBS operations, thereby achieving
an efficiency comparable to the standard PBS workflow (since PBS is the most
costly step in CBS).
Large Ciphertext Expansion: The converted GGSW ciphertexts are a few
times larger than their LWE counterparts. The corresponding memory overhead
can be challenging, given that existing parameter sets choose a large decompo-
sition to combat the high noise growth of the CBS and VP operations. Thus,
judiciously defined parameters can help minimize this ciphertext expansion.
Increased Noise Growth and Failure Probability: A crucial step in CBS,
called “PBSmanyLUT” in [12], incurs a high probability of failure due to the large
noise growth of its modulus switching. Reducing its noise growth in conjunc-
tion with choosing appropriate parameters can result in improved performance
targeting the same failure probability.
Incompatibility with Existing Applications: Numerous applications and
operations are already optimized for the classic PBS, so applying it alongside
the WoPBS computation can have major benefits, such as much faster evaluation
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of larger LUTs. Additionally, certain operations are noticeably more efficient in
one context than in the other. For instance, the XOR operation, which is critical
in many applications, including AES Transciphering (e.g., mix-columns can be
computed with only XOR), is computationally expensive in the PBS context since
it requires many PBS and expensive public key switching operations. Conversely,
in the WoPBS context, if the LWE ciphertexts are binary, XOR can be performed
using simple native LWE additions that incur negligible cost compared to a PBS.

To address all these limitations, we optimize and improve the WoPBS work-
flow through new and efficient switching algorithms that convert LWE cipher-
texts seamlessly between the PBS and WoPBS contexts, while minimizing the
required PBS operations for high efficiency. We also adopt a state-of-the-art
noise reduction methodology, called mean compensation [31], to further reduce
the noise growth of the CBS steps in the WoPBS workflow (e.g., PBSmanyLUT), as
well as in our proposed switching algorithms. Our approach enables minimizing
the total PBS operations while lowering the corresponding memory overheads.
Overall, in this work, we claim the following contributions:

– A highly efficient decomposition and recomposition methodology (Alg. 3, 5)
that converts LWE ciphertexts between the PBS and WoPBS context with
the minimum amount of required PBS operations.

– Formulated the mean noise reduction technique into the WoPBS workflow
and our switching algorithms to reduce noise growth in critical core op-
erations, enabling more efficient parameter generation and higher-precision
PBSmanyLUT operations.

– Designed CUDA-friendly core operations of the memory-intensive WoPBS
workflow with minimal memory overhead, which enables 76× faster runtime
in AES transciphering (compared to a CPU baseline).

Roadmap: The rest of the paper is organized as follows: In Section 2, we present
essential background information on fully homomorphic encryption (FHE), the
TFHE scheme, as well as the structure and primitive operations over ciphertexts.
Section 3 introduces our methodology for efficiently converting between the PBS
and WoPBS contexts and describes our novel approach for accelerating various
workflows, including our noise-reduced PBSmanyLUT operation. In Section 4, we
present our experimental evaluation based on AES transciphering on both CPU
and GPU platforms, and report 2× speedup for large LUT evaluation over the
current state-of-the-art. Finally, Section 5 discusses notable prior art, and Section
6 presents our concluding remarks.

2 Background

2.1 Fully Homomorphic Encryption

Fully Homomorphic Encryption (FHE) enables meaningful computations on en-
crypted data without the need for decryption during processing. The security
of modern FHE schemes relies on the concept of noise, which is intentionally
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injected into each ciphertext. With every homomorphic operation, this noise
increases and, when it exceeds a certain threshold, decryption yields incorrect
results. To mitigate this, an operation known as “bootstrapping” is employed.
Bootstrapping homomorphically evaluates the decryption function on a cipher-
text, effectively reducing its noise and enabling continued computation. Most
FHE schemes rely on hard problems, such as the Learning with Errors (LWE)
problem [30] and its ring-based variant (RLWE) [29]. These problems are as-
sumed to be intractable for both classical and quantum algorithms. Furthermore,
all FHE schemes support both addition and multiplication, which allows for the
composition of arbitrary functions in the encrypted domain.

Various FHE schemes have been proposed that support integer operations.
The BFV [16] and BGV [5] are two such schemes where integer values are batched
together into a single RLWE ciphertext, permitting both addition and multipli-
cation on these ciphertexts. The CKKS scheme was also introduced with capabil-
ities similar to BFV and BGV, but it focuses on real numbers [9]. One of the first
bit-wise schemes is FHEW [15], which is based on the LWE and RLWE prob-
lems, and operates on single-bit messages by encrypting each bit in a separate
LWE ciphertext. This design enables low-latency, gate-level logic computations.
FHEW employs a noise-management process called gate bootstrapping, which can
perform logical operations, such as XOR and AND, while simultaneously refreshing
the noise in the ciphertext.

Building on FHEW, the TFHE scheme [11] introduced a more efficient boot-
strapping technique known as programmable bootstrapping (PBS). TFHE em-
ploys binary secret keys and introduces a faster Blind Rotation technique, which
is a core operation for PBS, and can evaluate any univariate function while re-
freshing ciphertext noise. Using standard parameters, TFHE can perform PBS
in roughly 10 milliseconds on a CPU. Additionally, TFHE can encrypt small
integers (i.e., 4-6 bits) by utilizing significantly smaller lattice parameters than
those required in word-wise schemes like CKKS.

2.2 The Transciphering Technique

Transciphering enables secure and efficient homomorphic processing of data
that was originally encrypted under a standard (non-homomorphic) scheme, by
adding a homomorphic encryption layer before “peeling off” the original encryp-
tion. For example, transciphering can convert a ciphertext generated using a
symmetric cipher such as AES [13] into an FHE ciphertext by homomorphi-
cally evaluating the decryption circuit of the underlying symmetric scheme [19].
Following this conversion, FHE operations can be performed directly on the tran-
sciphering output. In this example, the AES secret key needs to be encrypted
under FHE.

This approach is particularly beneficial for resource-restricted clients in sce-
narios where data is initially encrypted using fast symmetric schemes to optimize
storage and transmission efficiency. Since FHE ciphertexts incur a significant
size expansion compared to their plaintext counterparts, transciphering offers
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an effective method to reduce storage and communication costs (before any pro-
cessing), albeit at the expense of additional execution time [22].

2.3 TFHE Ciphertexts

In TFHE, ciphertexts are structured around two fundamental representations
that form the backbone of its homomorphic operations: the standard LWE ci-
phertext and its polynomial counterpart, the GLWE ciphertext. In the following
paragraphs, we detail these representations, starting with the LWE ciphertext,
which serves as a building block for more advanced constructions.

LWE ciphertexts These ciphertexts operate over the finite ring Zq, where a
message µ ∈ Zq is embedded in the MSBs using a scaling factor ∆ ∈ Zq, and
encrypted under a binary secret key s ∈ {0, 1}n. An error e, sampled from a
discretized Gaussian distribution χσ and rounded to an integer, is added to the
LSBs. Concretely, an LWE ciphertext is defined as a pair:

LWEs(µ ·∆) = (a, b = ⟨a, s⟩+ µ ·∆+ e) ∈ Zn
q × Zq,

where:

– q is the ciphertext modulus,
– a ∈ Zn

q is a vector sampled uniformly at random, called the mask,
– b ∈ Zq is the scalar component, called the body,
– e ∈ Zq is an error term sampled from χσ,
– ⟨a, s⟩ denotes the dot product over Zq.

In this case, all operations are performed modulo q. Decryption proceeds by
computing b−⟨a, s⟩ mod q, before rounding to the nearest µ ·∆ value, where µ
is a small integer. The decryption algorithm will return correct results assuming
the following inequality holds: |e| < ∆

2 .

GLWE ciphertexts. The Generalized Learning With Errors (GLWE) scheme
extends LWE to the polynomial ring Zq[X]/(XN + 1), enabling the encryption
of polynomial messages. A message M(X) ∈ Zq[X]/(XN + 1) is scaled by a
factor ∆ ∈ Zq and embedded in the most significant bits of its coefficients. The
secret key is a vector of binary polynomials S(X) = (s0(X), . . . , sk−1(X)) ∈
({0, 1}[X]/(XN + 1))k. The error term is a polynomial vector with small coeffi-
cients sampled from a discretized Gaussian distribution χσ. A GLWE ciphertext
is defined as:

GLWES(M ·∆) =
(
A(X), B(X) =

⟨A(X),S(X)⟩+M(X) ·∆+ E(X)
)
,

where:
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– A(X) = (a0(X), . . . , ak−1(X)) ∈ (Zq[X]/(XN + 1))k is a vector of polyno-
mials sampled uniformly at random,

– E(X) ∈ Zq[X]/(XN +1) is an error polynomial with small coefficients sam-
pled from χσ,

– ⟨A(X),S(X)⟩ =
∑k−1

i=0 ai(X) · si(X) is the polynomial inner product,

Here, all operations are carried out over Zq[X] with reduction modulo XN +
1 and coefficient-wise reduction modulo q. Decryption proceeds by computing
B(X) − ⟨A(X),S(X)⟩, before rounding each coefficient to the nearest multiple
of ∆ ·M , where M consists of N small integers, under the assumption that all
noise coefficients of E(X) are bounded by ∆/2.

Modulus Switching The PBS operation requires the LWE ciphertexts to be
reduced modulo 2N , where N ≪ q. The modulus switching step is given by:

a′i =

⌊
ai ·

2N

q

⌉
mod 2N, (1)

where:

– ai denotes the i-th coefficient (ring element) of the LWE ciphertext,
– ⌊·⌉ denotes rounding to the nearest integer.

The PBSmanyLUT operation introduced in [12] utilizes a different modulus
switching step, given by:

a′ =

⌊
a · 2N · 2−ϑ

q

⌉
· 2ϑ mod 2N, (2)

where ϑ is the number of LSBs set to 0. Note that the modulus switching algo-
rithm in [12] also depends on a parameter κ, representing the number of MSBs
omitted from the PBS. In this work, we set κ = 0, as we do not use this feature.

Programmable Bootstrap (PBS) A PBS is a three-stage operation in TFHE
that simultaneously refreshes a noisy LWE ciphertext and evaluates an arbitrary
function f on the encrypted message µin. The general procedure is outlined in
Algorithm 1: First, a modulus switching operation is performed to reduce the
modulus to 2N , where N is the ring dimension of the GLWE ciphertext. Next,
the Blind Rotation algorithm is applied to the modulus-switched ciphertext using
a GLWE accumulator that encodes the desired lookup table corresponding to
the function f . Finally, the first coefficient of the rotated GLWE ciphertext
is extracted, yielding an LWE ciphertext under the GLWE secret key S that
encrypts f(µin). A homomorphic Multiplexer operation CMUX, defined in [11],
is used to perform the Blind Rotation operation. Additional details on the Blind
Rotation step can be found in [11].

PBSmanyLUT follows the same steps as Algorithm 1, except that it uses the
modulus switching step in Equation 2. The LUT can encode 2ϑ functions in the
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Algorithm 1 Programmable Bootstrapping (PBS)
Input: LWE ciphertext LWEs,q(µin ·∆in)
Input: Bootstrapping key bsk = {GGSW(si)}n−1

i=0

Input: GLWE ciphertext lut encoding function f with scaling factor ∆out

Output: LWE ciphertext LWES,q(f(µin) ·∆out)
1: ct′ ← ModSwitch(LWEs,q(µin ·∆in))
2: rotated_lut← BlindRotate(ct′, bsk, lut)
3: ct_out← SampleExtract(rotated_lut)
4: return ct_out

same accumulator, from which the first 2ϑ LWE ciphertexts of the rotated LUT
are extracted using SampleExtract. Since the ϑ LSBs are set to zero during
modulus switching, when rotating the accumulator, the LUT will rotate in steps
of 2ϑ, instead of 1 in the normal PBS. Therefore, at the end of the Blind Rotation,
the first 2ϑ slots will hold the outputs of the target functions.

Multi-Value Bootstrapping (MVB) The MVB operation, introduced in
[6], works by first evaluating a base function f through a Blind Rotation, pro-
ducing a GLWE ciphertext C that encodes f without Sample Extraction. For
i = 0, . . . , k − 1, let

fi = Gi · f

be the i-th target function, where G0, G1, . . . , Gk−1 are fixed polynomials and
k corresponds to the number of additional functions to evaluate. Given the ci-
phertext C encoding f , the ciphertext encoding fi is obtained as

Ci = Gi · C.

One downside to MVB is the additional noise generated by this multiplication,
which is quantified by the squared ℓ2 norm of Gi. In particular, if the input
ciphertext C has variance Vpbs, then the output variance is

Vout = ∥Gi∥22 · Vpbs,

where ∥Gi∥22 =
∑

j g
2
i,j is the squared ℓ2 norm of the coefficient vector of Gi.

Circuit Bootstrapping (CBS) The CBS operation requires the input bits to
be encrypted in separate LWE ciphertexts, which are then converted to GGSW
ciphertexts. These ciphertexts serve as inputs to an operation called Vertical
Packing [11], which consists of a Blind Rotation step and, if needed, a CMUX
tree, and produces an LWE ciphertext containing the encrypted output. The
CBS operation then takes as input LWEs(m · ∆), where m is a single bit and
∆ = q

2 (with q being the ciphertext modulus), and outputs a GGSW ciphertext.
A GGSW ciphertext is defined by the decomposition parameters ℓ and β,

which denote the number of decomposition levels and the decomposition base,



Seamless Switching Between PBS and WoPBS for Scalable TFHE 9

respectively. Each GGSW ciphertext is composed of (k + 1)ℓ GLWE cipher-
texts, each encrypting the binary message m under the GLWE secret key S =
(S0, . . . , Sk). Note that the message m does not necessarily have to be binary, but
for the CBS algorithm, we assume this to be the case. We represent a GGSW ci-
phertext as GLWES(m·Si · q

βj ), where 1 ≤ j ≤ ℓ and 0 ≤ i ≤ k. Here, j ∈ {1, . . . , ℓ}
indexes the decomposition level, and βj denotes the base raised to the j-th power.

The original CBS, proposed in [11], uses ℓ PBS operations to convert an LWE
ciphertext of the form LWEs(m ·∆) into ℓ LWE ciphertexts LWEs(m · q

βj ). Next,
the algorithm computes (k+1)ℓ private functional key switching operations (see
[11, Alg. 3]) to multiply the underlying value q

βj of these LWE ciphertexts by
the corresponding element of the secret key Si. This produces the final GGSW
ciphertext.

2.4 State-of-the-Art CBS

Recent work in [36,34] has significantly improved the CBS latency by replacing
the costly private functional key switching with more efficient key switching and
scheme switching operations. This approach divides the CBS into two steps: The
first is a refresh step, where the PBS operation is used to compute scaled LWE
ciphertexts of the same message bit. The second is a conversion step, where the
scaled LWE ciphertexts are converted to a GGSW ciphertext. Here are these
steps in more detail:

– PBSmanyLUT: Evaluates the scaled LWE ciphertexts using only a single
Blind Rotation to accelerate the refresh step. Sample Extraction is not used
in this case.

– Homomorphic Trace (HomTrace): This step utilizes GLWE key switch-
ing to preserve only the monomial terms that contain our message bits,
zeroing out all other terms.

– Scheme Switching (SS): Uses an external product to multiply the secret
key by the previous GLWE ciphertexts, generating valid GGSW ciphertexts.

Additional details about these algorithms are available in [36], and [34].

2.5 Vertical Packing (VP)

Given GGSW ciphertexts, each holding a single message bit, a lookup table
(LUT) can be computed using CMUX operations via VP. If the number of input
GGSW ciphertexts m is less than or equal to log2(N), where N is the ring di-
mension of the underlying polynomials, only a Blind Rotation is used to compute
the lookup table. Note that the Blind Rotation in VP is much cheaper than in
PBS, as VP uses log2(N) CMUX operations, whereas PBS uses n CMUX oper-
ations, where log2(N) ≪ n. If the number of input bits is larger than log2(N), a
CMUX tree is performed before the Blind Rotation step. The number of CMUX
operations in the CMUX tree is 2m−log2(N), and therefore it grows exponentially.
The output LWE ciphertext can hold log2(p) bits of the LUT output, where p is
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the message modulus for a given parameter set. Therefore, to compute an m-to-
m bit LUT, we must compute m

log2(p)
separate VP operations. For example, to

compute an 8-to-8 bit LUT, with p = 2, we need to compute 8 VP operations.

2.6 Our Assumed Threat Model

We employ the TFHE scheme [10] as our target FHE scheme. By default, TFHE
ciphertexts are indistinguishable under a chosen-plaintext attack (IND-CPA),
which is a widely adopted threat model in nearly all FHE applications. The
programmable bootstrapping (PBS) in TFHE, however, incurs a small probabil-
ity of failure, denoted by Pfail, during decryption due to significant noise growth
in the modulus switching step. In this work, we primarily optimize parameters
to achieve a probability of failure of about 2−35 to 2−40, which is commonly
targeted in the literature to ensure realistic comparisons.

Recently, Cheon et al. [8] introduced an attack on exact FHE schemes such
as CGGI, breaking the IND-CPAD security notion by exploiting a decryption
oracle and leveraging the scheme’s probability of decryption failure to mount
key-recovery attacks. Consequently, the probability of failure becomes a criti-
cal security parameter and must be reduced to at least 2−128 for applications
employing this threat model to remain secure. This tighter requirement necessi-
tates choosing larger parameters to accommodate the lower probability of failure,
thereby increasing the execution time of both PBS and WoPBS operations. We
also provide optimized parameters corresponding to this stricter failure proba-
bility, which allows users to select configurations based on their specific use cases
and threat models.

3 Switching between PBS and WoPBS

To enable the computation of large lookup tables using the CBS + VP approach,
the LWE ciphertexts converted to GGSW must encode the message bit located in
its MSB. Consider an LWE ciphertext LWEsp,q(m·∆), where sp is the secret LWE
key in the PBS context and q is the ciphertext modulus. We need to decompose
it into α LWE ciphertexts of the form LWEs(bi · q

2 ) each holding a single message
bit, such that

m =

α−1∑
i=0

bi · 2i.

The work in [2] performs α PBS operations, requiring α Blind Rotation opera-
tions to decompose a ciphertext encrypting an α-bit message. In this work, we
propose two new and efficient decomposition algorithms that use only one Blind
Rotation operation.

3.1 Our Bit Decomposition Algorithms

Two decomposition algorithms have been introduced in the literature that take
as input an LWE ciphertext encrypting a message m and then decompose it
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into LWE ciphertexts, each encrypting a digit of the original message (note,
the digit need not be a bit, as it can be in any base B). These decomposition
algorithms are described in [12] and [28], and take as input an LWE ciphertext
LWEs(min ·∆in), and output α LWE ciphertexts LWEs(mi ·∆i), where α is the digit
count of min in base B. These algorithms require α bootstrapping operations,
and although they scale well for a large base B, they quickly become inefficient
when the B is relatively small, such as B = 2 in our case.

Our first decomposition technique, introduced in Algorithm 2, reduces the
number of bootstraps from α to 1 by adapting the PBSmanyLUT introduced in
[12]. This technique enables the computation of multiple lookup tables in a
single LWE ciphertext at the cost of one Blind Rotation, which is the main
time-consuming operation in PBS. In more detail, PBSmanyLUT leverages the
generalized PBS (GenPBS), which allows PBS evaluation on a specific chunk
of the underlying message space rather than on the entire space [12]. In this
case, PBS employs a special modulus switching operation (different from the
basic modulus switching in Algorithm 1), which ignores κ bits of the MSB of
the message space in the upcoming Blind Rotation and sets the ϑ LSBs of
the modulus-switched values to 0. Setting these bits to 0 guarantees that the
accumulator rotates in multiples of 2ϑ. Therefore, we can now encode our lookup
table into the GLWE accumulator in chunks of size 2ϑ, with each slot encoding
a function; for ϑ bits set to 0, we can compute 2ϑ functions at the cost of only
one Blind Rotation. At the end of the Blind Rotation, we Sample-Extract the
first 2ϑ coefficients of the rotated accumulator, yielding LWE ciphertexts that
are encrypted under the GLWE secret key. Note that applying the PBSmanyLUT
technique does not introduce any additional noise during the Blind Rotation,
as it behaves similarly to a normal PBS. However, the noise growth from its
modulus switching is proportional to ϑ; this leads to a potential restriction on
the number of functions that can be computed with one PBSmanyLUT, which
depends on the ring dimension N . Therefore, when increasing ϑ, the probability
of failure increases significantly. In particular, the parameters must satisfy:

q · 2ϑ

∆in · 2κ
< 2N. (3)

To use PBSmanyLUT in our decomposition algorithm, we need to fill the accu-
mulator with α distinct functions fi. Each such function extracts the i-th bit (bi)
of the input message and is scaled with ∆out =

q
2 ; the GLWE accumulator is filled

with the corresponding scaled function outputs so that fi(min ·∆in) = bi ·∆out.
We employ the special modulus switching from GenPBS, where ϑ = ⌈log2(α)⌉
and κ = 0, since we want the Blind Rotation to cover the entire message space.

The output of Algorithm 2 is α binary LWE ciphertexts, each encrypting
a single message bit stored in the MSB. To demonstrate correctness, note that
since min is of bitsize α and we assume one bit of padding, the scaling factor
of the input LWE ciphertext is ∆in = q

2α+1 . Substituting into Equation 3 gives
2α+1 · 2⌈log2(α)⌉ < 2N . Since we assume α to be between 4 and 6 and the ring
dimension for common TFHE parameter sets lies in the range 1024 ≤ N ≤ 8192,
the inequality holds.
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Algorithm 2 Our Bit Decomposition via PBSmanyLUT.
Input: LWE ciphertext ct of form LWEs,q(min ·∆in) where min =

∑α−1
i=0 bi · 2i

Input: Bootstrapping keys BSK
Output: α LWE ciphertexts {cti}α−1

i=0 of the form LWES,q(bi ·∆out), where ∆out =
q
2

1: Define accumulator L with scaling factor ∆out.
2: for m = 0 to 2α − 1 do
3: for j = 0 to N

2α
− 1 do

4: for i = 0 to α− 1 do
5: Define function fi : x 7→ i-th bit of x
6: L[m · N

2α
+ j]← fi(m) ·∆out

7: end for
8: end for
9: end for

10: {cti}α−1
i=0 ← PBSmanyLUT(ct,BSK, L,∆out,κ = 0,

ϑ = ⌈log2(α)⌉)
11: return {cti}α−1

i=0

To operate in the WoPBS context, we must apply a key switching operation
to each binary LWE ciphertext. This operation changes the underlying GLWE
secret key from Sp (used in the PBS context, as the output LWE ciphertexts in
Algorithm 2 are encrypted under the GLWE key) to sw, which is the secret key
in the WoPBS context. During initialization, we generate a key switching key
KSKSp→sw that performs this transformation homomorphically. We then utilize
a LWE-to-LWE key switching algorithm as in [11]. Here, Sp and Sw denote
the large LWE secret key under which the ciphertexts are encrypted from the
output of PBS, while sp and sw denote the small LWE secret key under which
the ciphertexts are encrypted when they are given as input to the PBS.

The main drawback of the PBSmanyLUT operation is the high probability of
failure induced by its modulus switching. While we can significantly decrease its
noise growth, as later discussed in Section 3.4, we cannot use it to decompose
more than two or three bits, and the ring dimension N must be increased to
decompose more bits with one Blind Rotation.

To work around this limitation, we propose our second decomposition al-
gorithm that is based on the Multi-Value Bootstrapping (MVB) technique [6].
This introduces additional noise that must be accounted for when optimizing
parameters. Our decomposition algorithm will work for both padded and non-
padded ciphertexts, with the only difference being that the worst-case noise of
the output for the padded ciphertexts is double that of the non-padded variant.
In this case, the base function f is computed using

f(X) = −q

4

(
1 +X + · · ·+XN−1

)
.

This function, which is negacyclic (to support the no-padding case), outputs only
the MSB bit, zeroing all other bits. To extract each of the remaining message
bits by moving it into the MSB position for standalone processing using MVB,
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we use the G polynomials given below:

Gk(X) = −
2k+1−1∑
j=1

(−1) j+1 X jN/2k+1

, k = 0, . . . , α− 2,

where α is the number of bits in the input message. A detailed description of
our second bit decomposition method is described in Algorithm 3.

Algorithm 3 Our Bit Decomposition via MVB.
Input: LWE ciphertext LWEs,q(min ·∆in) where min =

∑α−1
i=0 bi · 2i

Input: Bootstrapping keys BSK
Output: α LWE ciphertexts {cti}α−1

i=0 of the form LWES,q(bi ·∆out), where ∆out =
q
2

1: Define the base test polynomial

f(X) = − q

4

(
1 +X + · · ·+XN−1),

which extracts the most significant bit bα−1 after Blind Rotation.
2: Perform a Blind Rotation of the accumulator using f and the input ciphertext.
3: Obtain the first output ciphertext

ctα−1 ← LWES,q(bα−1 ·∆out) .

4: for k = α− 2 to 0 do ▷ Process remaining bits from next-MSB down to LSB
5: Multiply the Blind Rotation output by the selector polynomial

Gk(X) = −
2k+1−1∑

j=1

(−1) j+1 X jN/2k+1

.

6: Obtain the ciphertext

ctk−α−2 ← Gk · f = LWES,q
(
(bα−1 ⊕ bk−α−2) ·∆out

)
.

▷ Selector Gk(X) yields parity w.r.t. bα−1, so ⊕ is needed
7: end for
8: return {cti}α−1

i=0

In the worst case, the additional noise generated for an input LWE ciphertext
of an α bit message is (2α−1 − 1) · Vpbs, where Vpbs is the output variance of the
PBS. Note that the message bits are masked (XOR-ed) by the MSB bit due
to the negacyclic property. For the case that there is a bit of padding, bα = 0,
and each output bit is correct on its own. However, worst-case noise would
double and be (2α − 1) · Vpbs. Since all bits except the MSB are XORed with
the MSB, we can simply XOR them again with the MSB (implemented as an
LWE addition) to remove the XOR and proceed with the subsequent operations.
Alternatively, when performing CBS and Vertical Packing to evaluate a LUT,
we can incorporate the XOR of the MSB with the other bits directly into the
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LUT definition, so that this operation is handled as part of the function being
evaluated.

3.2 Operations in the WoPBS context

The most useful operation that can be performed in the WoPBS context is
the large lookup table computation, which requires CBS and Vertical Packing
evaluation. The authors of [12] propose using the PBSmanyLUT to accelerate the
circuit bootstrapping phase. Since each binary LWE ciphertext requires ℓ PBS
operations (where ℓ is the level of decomposition of the GGSW ciphertexts), we
can use the PBSmanyLUT technique to compute ℓ different functions (details on
the ℓ PBS functions can be found in Section 2). To optimize this further, we
can use PBSmanyLUT to compute the ℓ PBS operations and use Algorithm 3
to compute it for each bit of the input; this approach is elaborated in Section
4.2. For each bit bi we require ℓ functions, so we have ϑ = log2(ℓ).

Our MVB decomposition methodology (Alg. 3 can reduce the number of
PBS required for the WoPBS technique, effectively reducing the total cost by α
PBS operations. We remark that more than α bits can be used to compute large
WoPBS lookup tables by applying CBS on all the bits and performing Vertical
Packing. According to [2], up to n = 28 bit lookup tables can be computed using
the WoPBS approach (here, n is the number of bits).

For relatively small lookup table sizes (i.e., 8 to 16 bits), the computation
time of Vertical Packing is negligible compared to the cost of CBS. However, after
a certain size (namely, 25 bits), the cost of Vertical Packing becomes even higher
than the CBS step because the CMUX tree that is evaluated uses many more
CMUX operations than the PBS operations in CBS. Therefore, for relatively
small bit sizes, multiple lookup tables can be computed with negligible impact on
the total execution time. To compute more WoPBS lookup tables on the output
LWE ciphertexts of Vertical Packing, we must use the same scaling factor as
the input ciphertexts (i.e., ∆ = q

2 ) in the lookup table entries evaluated in the
CMUX tree. This way, the output LWE ciphertexts from Vertical Packing have
the same encoding as the inputs.

In addition to the large lookup table evaluation in the WoPBS context, an-
other important operation is the homomorphic XOR gate. Since the binary LWE
ciphertexts hold the message bit in the MSB slot, the XOR operation can be per-
formed by simply adding the two LWE ciphertexts together. The cost of LWE
additions is negligible compared to PBS, which makes XOR in the WoPBS con-
text much more efficient. Moreover, since each LWE addition increases the noise,
only a certain number of additions (depending on the chosen parameters) can be
performed before the noise exceeds the threshold and causes decryption errors.
To address this, we can bootstrap the noisy ciphertexts to refresh the noise after
a certain number of additions. More details about this bootstrapping operation
are provided in Algorithm 4.

Bootstrapping bits with no bit of padding. The PBS operation introduced
in [10] assumes a bit of padding set to 0 so that any univariate function can be
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computed without restriction. This is due to the negacyclicity of the ring used
in the polynomial modulus (XN +1). To bootstrap an LWE ciphertext without
a padding bit, our lookup table must be negacyclic, where a negacyclic function
is defined as f(x + 2N) = −f(x). Since the error in an LWE ciphertext can be
negative (recall, this is drawn from a Gaussian distribution), we must center the
error so that only the value of the message affects the rotation of the accumulator.
We add a constant LWE ciphertext (0, q/4) to the input, where the mask is 0 and
the body is q/4. Then, we apply a normal PBS, as in Algorithm 1. Examining
the lookup table, if b = 0, the output will be −q/4, while if b = 1, the output will
be q/4. To map the PBS output back to the original encoding, we add it to the
same constant LWE ciphertext that was added prior to the PBS. The result is a
refreshed LWE ciphertext holding the same message bit. One can easily confirm
that LUT encodes the univariate function f(x) = − q

4 , which is negacyclic.

Algorithm 4 Negacyclic Bootstrapping with Constant LUT
Input: LWE ciphertext ctin of the form LWEs,q(b · q2 ), where b ∈ {0, 1}
Output: Refreshed LWE ciphertext ctout of the same form
1: Define constant LUT of size N , where each entry is −q/4
2: ctadj ← ctin + (0, q/4) ▷ Centers the noise positively
3: ctboot ← PBS(ctadj, LUT)
4: ctout ← ctboot + (0, q/4) ▷ Maps to original encoding
5: return ctout

Other Boolean Operations. In addition to XOR, the AND gate can also be im-
plemented using the LWEMult operation introduced in [12]. The general outline
of this operation is to apply a Public Functional Key switch, introduced in [11],
to each binary LWE ciphertext and pack them into a single GLWE ciphertext.
Then, we perform a multiplication of GLWE ciphertexts (similar to the polyno-
mial multiplication in BFV [16]) and extract the outputs as LWE ciphertexts
with the same scaling factor. The difference between this operation and XOR is
that it can be batched (i.e., multiple LWE ciphertexts can be multiplied at the
cost of one GLWE multiplication) and it is much more expensive in terms of la-
tency. The key switching itself is the most time-consuming operation, while the
noise growth is much larger compared to simple LWE additions. Accordingly,
larger parameters must be chosen to accommodate the noise growth of LWEMult
and bootstrapping must be performed more frequently.

3.3 Our Proposed Recomposition Methodology

Now, to switch back to the PBS context, we need to recombine the binary LWE
ciphertexts homomorphically into a new ciphertext with an additional bit of
padding to handle negacyclicity. Before applying our recomposition algorithm
on binary LWE ciphertexts in the form LWEsw(m · q2 ), we first need to key switch
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the underlying secret key from the WoPBS context to the PBS context. We
generate the key switching key KSKSw→sp in an initialization step (along with
other key switching keys and bootstrapping keys) to change the secret key from
the WoPBS context to the PBS context. This assumes the input LWE ciphertexts
are encrypted under the GLWE secret key Sw in the WoPBS context. We could
also generate a key switching key KSKsw→sp if we want to key switch from LWE
ciphertexts encrypted under the smaller LWE key sw.

Our recomposition technique is given in Algorithm 5. The core idea is sim-
ilar to the negacyclic bootstrap method given in Algorithm 4: We first center
the error on the input binary LWE ciphertexts, and then apply a normal PBS
operation to each ciphertext with a specific lookup table as outlined in the al-
gorithm. Next, we map to the original encoding by adding the offset value to
the resulting ciphertexts. Thus, each ciphertext encrypts its bit in a different
position of the message space (from position q

4 to q
2α+1 ). We finally add all the

ciphertexts together to compute the output.

Algorithm 5 Recomposition of Binary LWE Ciphertexts
Input: List of LWE ciphertexts {cti}α−1

i=0 of form LWEs,q(bi · q2 )
Input: Lookup tables {luti}α−1

i=0 where each luti is initialized with − q
2i+3

Input: Bootstrapping key BSK
Output: LWE ciphertext encrypting LWES,q(m · q

2α+1 )
1: for i = 0 to α− 1 do
2: cti ← cti + (0, q

4
)

3: ct′i ← PBS(cti, BSK, luti)
4: ct′i ← ct′i + (0, q

2i+3 )
5: end for
6: ct_out←

∑α−1
i=0 ct′i

7: return ct_out

3.4 Our Modulus-Switching Noise Reduction

To enable an efficient parameter set that achieves a Pfail of 2−128, we can adapt
the modulus switching reduction technique introduced in [3]. With a cost of
around 50 LWE additions, they can decrease the probability of failure for a given
parameter set from 2−r to 2−2r. The cost of the extra LWE additions compared
to Blind Rotation is negligible, making it highly desirable to use it for the strong
IND_CPAD threat model. However, we must ensure the Circuit Bootstrapping and
Vertical Packing operations do not cause excessive noise growth for Pfail = 2−128.
We use the noise analysis given in [34] to ensure our parameters achieve the
targeted failure probability.

Another approach to reduce the noise growth in the modulus switching op-
eration was recently introduced in [31]; this technique computes the mean of
the rounding errors of the LWE mask and removes it from the LWE ciphertext
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before computing the modulus switch. The rounding errors can be computed
publicly since the mask is public. This allows us to achieve a lower probabil-
ity of failure for the same cryptographic parameters, which can be useful when
choosing more efficient parameters to target a specific Pfail threshold. The work
in [31] also employs a method to mitigate the noise growth of key switching op-
erations, which involves decomposing and rounding the LWE mask a and body
b (Section 2.3) in the first step. In our work, we will adapt the Centered Mean
Noise Reduction [31] to reduce the special modulus switching employed in the
PBSmanyLUT operation introduced in [12]. For the modulus switching operation
presented in Equation 2, we can perform the following noise analysis (adopted
from [12]):

Var(Eres) =
w2σ2

in

q′2
+Var(b̄) + n · E2(āi)Var(si)

+ n ·Var(āi)
(
Var(si) + E2(si)

) (4)

where:

Var(b̄) = Var(āi) =
1
12 − w2

12q′2 ,

E(āi) = − w
2q′ , Var(si) =

1
4 .

Here, we have w = 2N ·2−ϑ, which is the term multiplied with the LWE element
during modulus switching, while q′ equals q · 2−κ . By applying the Centered
Mean preprocessing, the E(si) contribution is eliminated from the variance term
in Eq. 4. Therefore:

Var(Eres) =
w2σ2

in

q′2 + 1
12 − w2

12q′2

+ n
((

1
12 − w2

12q′2

)
· 1
4

)
+ n

((
− w

2q′

)2 · 1
4

)
=

w2σ2
in

q′2
+

1

12
− w2

12q′2
+ n

(
1

48
− w2

48q′2

)
+ n

(
w2

16q′2

)

=
w2σ2

in

q′2
+

1

12
− w2

12q′2
+

n

48
+

nw2

24q′2
.

In this case, the correctness condition would be:

Γ
√

Var(Eres) <
w∆in

2q′
,

Γ 2

(
w2σ2

in

q′2
+

1

12
− w2

12q′2
+

n

48
+

nw2

24q′2

)
<

w2∆2
in

4q′2
.

Multiplying both sides by q′2

w2 , we have:
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Γ 2σ2
in +

Γ 2q′2

12w2
− Γ 2

12
+

Γ 2nq′2

48w2
+

Γ 2n

24
<

∆2
in

4
,

σ2
in <

∆2
in

4Γ 2
− q′2

12w2
− nq′2

48w2
+

1

12
− n

24
.

In the variance expression, the largest positive contribution is nw2

24q′2 , arising
from the bias term E2(āi)Var(si). The Centered Mean Noise Reduction halves
this contribution, effectively halving the overall variance in the regime where it
dominates. Halving the variance reduces the noise standard deviation by a factor
of 1/

√
2, which lowers Pfail for the same parameters. This freed noise budget can

be spent in different ways: for the same ring dimension N , we can either increase
ϑ by 1 (doubling the number of functions in a single PBSmanyLUT) or increase
∆in by a factor of

√
2 while keeping Pfail approximately unchanged. Here Pfail

is defined as erf( Γ√
2
).

4 Experimental Evaluation of our Methodology

To highlight the practicality and efficiency of our techniques, we demonstrate the
implementation of a homomorphic version of AES encryption and decryption.
Homomorphic AES is a widely used benchmark in the FHE literature and has
received considerable attention in recent works that advance TFHE primitives
(e.g., [1]), as it can help showcase new methodologies on homomorphic evaluation
of this circuit. All our CPU-based experiments are performed on an Ubuntu
workstation with a i9-12900K CPU and 128 GB of RAM. We remark that all
CPU experimental results are based on single-threaded execution. For our GPU
experiments, we employ an NVIDIA H100 80 GB instance. We use tfhe-rs
for all our evaluations and select parameter sets corresponding to 128 bits of
security, while reporting the associated failure probability Pfail.

4.1 Improving AES Transciphering with Noise Reduction

Given the AES evaluation from [34] and the noise reduction technique from [31],
we demonstrate that it is possible to generate more efficient parameters targeting
the same probability of failure, as shown in Table 1. In our analysis, we execute
AES-128-CTR using full CBS in each of the 10 rounds, to get consistent execu-
tion times for both AES encryption and decryption.3 We remark that [34] skips
the PBS part of the CBS in the first round of AES transciphering and computes
the first Inverse SBox in a leveled manner (dubbed HalfCBS in [34]), which in-
creases the failure probability, but lowers the execution time by a few seconds,
3 While AES decryption is used for transciphering, the AES encryption is also widely

researched and implemented in the literature [33].
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depending on the parameters. In our evaluation, we target a maximum failure
probability Pfail of about 2−35, and we report up to 18% runtime improvement
by optimizing the parameter set (Table 1).

Since the AES circuit requires XOR operations (implemented as LWE addi-
tions) between SBox operations (large LUTs), the combination of PBSmanyLUT
+ MVB cannot be used in every round to compute the GLWE-like intermediate
ciphertexts for multiple bits using a single Blind Rotation. Instead, we adopt a
hybrid approach, described in detail in Section 4.3. In this approach, we alter-
nate each AES round between computing a single Blind Rotation/PBSmanyLUT
for every 4-bit ciphertext (i.e., integer iterations), and computing a Blind Rota-
tion/PBSmanyLUT for each bit (i.e., binary iterations). Here, the Vertical Packing
in the binary iterations yields ciphertexts in base βout = 16, while in the integer
iterations the output ciphertexts are in base βout = 2. Moreover, in the integer
iterations, the additions are performed in the GGSW level, and in the binary
iterations, the additions are performed in the LWE level.

Table 1. Comparison of the AES transciphering benchmark between [34] running on
a single CPU thread, and our approach. OPT corresponds to our optimized parameter
set with noise reduction on a single CPU thread, where we employ the Mean Noise
Reduction methodology before each modulus switching (Section 3.4). HYB corresponds
to our hybrid LUT evaluations on a single CPU thread for different parameter pairs
(Section 4.3); the different parameters for the binary iterations appear in parentheses.
GPU corresponds to our CUDA-accelerated implementation on a single H100 GPU,
accounting for the noise increase by the parallel Blind Rotation with d = 4 (Section
4.5).

Set n N k ℓks Bks ℓpbs Bpbs ℓtr Btr ℓss Bss ℓep Bep ϑ Runtime (s) Pfail

[34] 768 1024 2 3 4 1 23 3 12 2 17 6 2 3 16.008 2−34.86

Ours (OPT) 640 1024 2 3 4 1 23 3 12 2 17 5 2 3 13.078 2−34.24

Ours (HYB) 768 1024 2 5(2) 3(5) 2 15 6(4) 7(12) 2 17 3(2) 5(7) 2(1) 14.544 2−34.24

Ours (HYB2) 768 1024 2 7(2) 2(5) 2 15 6(4) 7(12) 2 17 4(2) 4(7) 2(1) 15.315 2−41.92

Ours (GPU) 768 1024 2 3 4 2 15 4 10 2 17 2 6 1 0.32 2−726

4.2 Faster LUT Evaluation

The ability to compute LUTs faster can be met by a combination of the
PBSmanyLUT + MVB, the mean compensation noise reduction, and the CBS and
Vertical Packing algorithms. Consider input LWE ciphertexts that are in base β,
for which we wish to compute a LUT. The basic solution entails setting β = 2,
and using PBSmanyLUT for the refresh step of CBS. To decrease the number of
PBSmanyLUT required, we would need to increase β. In order to do this, we also
need to utilize the digit decomposition from Algorithm 3, which uses MVB to
decompose the bits. In Algorithm 3, the scaling factor is set to ∆ = q

4 . For the
case of CBS, the scaling factors depend on the decomposition parameters Bi
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and ℓi, where i ∈ [1, ℓep] and ∆i =
q

Bep·i . Since no parameter set can be found
for ℓep = 1 (due to noise blowup), we must use PBSmanyLUT to compute the
output bits with different scaling factors ∆i, in the first ℓep slots, while the rest
of the process remains similar to Algorithm 3.

The approach in [34] sequentially extracts digits from the input LWE ci-
phertexts and then performs a Blind Rotation on one or two message bits at
a time, depending on the parameters. In our case, with the help of the Mean
Noise Reduction technique, we can generate parameters that can use a single
Blind Rotation on 4 bits of message, which makes it suitable for basis β = 16
ciphertexts, which is highly parallelizable (since digit extraction is sequential).
We remark that without this noise reduction, the Pfail of the PBSmanyLUT on
a 4-bit message becomes very high and impractical. Notably, if the input LWE
ciphertexts contain a bit of padding, we can first add each ciphertext to itself
to shift the message bits towards the MSBs. The output LWE ciphertexts from
the Vertical Packing can also be in base βout = 16, which means we only need to
execute B

βout
Vertical Packing operations, where B is the size of the LUT that

is evaluated, to maximize efficiency. Then, to evaluate more LUTs, we can ap-
ply the same procedure and repeat for unbounded depth. Returning to the PBS
context after LUT evaluation involves two steps: (1) performing a key-switching
operation to convert the secret key to the PBS context, and (2) executing a
full-domain (FD) PBS operation [26,12,28] to operate on the ciphertexts in the
absence of padding bits. Note that while it is possible to set the output scaling
factor of the Vertical Packing LUT to ∆out = q

β·2 so the output LWE cipher-
texts have a bit of padding, the probability of failure Pfail just before the next
PBS operation (measured right after the modulus switching operation) becomes
very high, around 2−13 for the parameters in Table 2, which is impractical for
almost any application. Here, the FD PBS requires two separate Blind Rotation
operations each time.

4.3 Proposed Hybrid LUT Evaluation

The LUT evaluation mode we propose does not naturally support XOR opera-
tions, as the LWE ciphertexts returned from the LUT are not in the LWE( q2 ·m)
format, which is required for XOR operations. Ideally, our goal is to embed the
XOR operations in the lookup tables. However, this is not possible for many
applications, such as the mix columns step of AES, which is essentially a 32-bit
LUT and becomes very costly given that the required CMUX tree will be very
large. Based on our estimations, the AES evaluation would be around 50× slower
if we were to use 32-bit LUTs, and the corresponding noise growth has to be
accounted for as well.

To address this challenge, we propose a hybrid approach. When XOR opera-
tions are required before the LUT evaluation and cannot be embedded directly
into the LUT (e.g., in the MixColumns step), we perform these XORs in the
GGSW domain (after computing the CBS with minimized PBSmanyLUT cost of
one operation per β = 16), and then evaluate the LUT on the resulting GGSW
ciphertexts. In this case, the output LWE ciphertexts must be binary due to
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overflow in the external product. To return to the PBS context, we apply a key
switch followed by our recomposition procedure (Algorithm 5).

Conversely, if we continue evaluating LUTs, we compute a PBSmanyLUT
on each binary LWE (adding LWE additions if XORs are still needed) and
then evaluate the LUT. Since there is no overflow in the GGSW ciphertexts,
the output LWE ciphertexts from Vertical Packing can be in base β = 16,
allowing us to proceed with the hybrid approach. For the binary iterations,
we can generate smaller Bootstrapping and key-switching keys while keeping
the failure probability Pfail within the target bound. A minor trade-off of this
approach is a modest increase in the size and generation cost of the evaluation
keys.

4.4 Large LUT Parameters and Experimental Evaluation

In Table 2, we report our optimized parameter set for large LUT evaluation, in
comparison to the recommended parameter set from [34]. Both parameter sets
are optimized to work with LWE ciphertexts with β = 16, without a padding bit.
The main advantage of our approach is that the scaled output LWE ciphertexts
fed into HomTrace can be computed with a single PBSmanyLUT call, whereas the
method in [34] requires applying multiple PBSmanyLUT operations sequentially.
Since PBSmanyLUT is the most expensive operation in the workflow, reducing
its usage yields substantial performance gains. Although we assume no padding
bits, if the input LWE ciphertexts have a bit of padding, this can removed by
adding the ciphertext to itself (and this addition should be accounted for in the
noise analysis).

The most notable difference between these two parameter sets is our
use of high-precision HomTrace. This is achieved by first switching to a
larger-dimension GLWE ciphertext, evaluating the HomTrace function in that
higher dimension, and then switching back to the original dimension. Addition-
ally, we use a higher level ℓks for the key switching operation after the LUT
evaluation. This key switching key is necessary since we can compute an un-
bounded number of lookup tables in consecutive order, and we need to switch
to the original keys to compute the next PBSmanyLUT. In this case, we compute
the probability of failure Pfail just after the modulus switching operation and
before the next PBSmanyLUT.

While our key switching and the high precision HomTrace operations are
slightly slower compared to [34], the number of PBSmanyLUT operations required
is reduced by half, which is traded for an increased ℓpbs. We set the GGSW level
ℓep = 2, so we can compute the two levels with ϑ = 1, to minimize the growth
of Pfail. For our evaluation, we compute 8-to-8 and 12-to-12, and 16-to-16 LUTs,
and compare the execution times against [34] in Table 3, highlighting the benefits
of our novel decomposition algorithm.

Overall, our methodology achieves around 2× improvement in execution
time, which is consistent across different LUT sizes. Notably, the parameter
set we introduced can tolerate the noise generated by a 16-bit LUT, which is
m ·Vcbs, where m = 16.
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Table 2. Parameter sets for LUT evaluation using CBS and Vertical Packing. In both
sets, we assume the input LWE ciphertexts are in base 16.

Set n N k ℓks Bks ℓpbs Bpbs ℓtr Btr btr ℓss Bss ℓk→k′ Bk→k′ bk→k′ ℓk′→k Bk′→k bk′→k ℓep Bep ϑ Pfail

[34] 769 2048 1 3 24 2 215 7 27 35 2 216 – – – – – – 4 24 2 2−40

Ours 768 2048 1 5 23 3 212 4 212 40 2 217 3 215 42 3 212 40 2 27 1 2−41

Table 3. Comparison of execution times for different LUT sizes between our work and
[34], highlighting the benefits of our novel decomposition algorithm.

LUT Size Work Execution Time (ms) Speedup

8-to-8 [34] 112.74 1.0×
Ours 54.24 2.07×

12-to-12 [34] 170.62 1.0×
Ours 82.87 2.05×

16-to-16 [34] 227.05 1.0×
Ours 108.03 2.10×

LUT Evaluation with Lower P fail. In case an even lower failure probability
is needed (e.g., Pfail < 2−128 to meet IND-CPAD security requirements), one
could either decrease the number of bits that are decomposed, or double the
ring dimension N . This would be needed since the noise growth may not be
lowered without also increasing ℓep. For our proposed parameter set in Table 2,
ℓep = 2, and additional increases would require a subsequent increase of ϑ, which
creates a strict bound on Pfail, which cannot be lowered any further.4 Likewise,
since doubling N more than doubles the execution time, it is recommended to
lower Pfail by decreasing the message bits α. Our analysis indicates that α = 3
would be sufficient for Pfail < 2−128.

4.5 GPU Acceleration of WoPBS

The main bottleneck of the CBS operation is the Blind Rotation, used in the
PBS or PBSmanyLUT operation. Fortunately, this step is easily parallelizable and
will yield very low amortized latency with GPU acceleration. In the case of
AES transciphering, many different AES ciphertexts can be homomorphically
decrypted in parallel. Consider, for example, the case of AES-128 decryption,
and assume there are c different ciphertexts to homomorphically decrypt; each
AES round requires 128 · c PBSmanyLUT operations, which can be parallelized.
The subsequent HomTrace, Scheme Switching, Vertical Packing, and auxiliary
operations, such as Mean Compensation preprocessing before modulus switch-

4 For instance, assume we have ϑ = 2, N = 2048, k = 1 and α = 4 bits of message,
the minimum Pfail will be 2−49.2996.
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ing, modulus switching, and all the key switching operations, are also perfectly
parallelizable in this case.

To evaluate our technique with GPU acceleration, we designed our core op-
erations and algorithms using CUDA, and leverage the CUDA FFT engine from
TFHE-rs [38]; this allows us to perform the PBS and PBSmanyLUT operations
while evaluating AES transciphering on a GPU. Table 1 summarizes the perfor-
mance gains achieved by our CUDA-accelerated primitives over a single-threaded
CPU baseline for the AES transciphering benchmark. Our results underscore the
substantial advantage of our approach, which can harness the massive parallelism
of modern GPUs. Therefore, the observed improvements reflect not only algo-
rithmic efficiency but also the transformative impact of GPU acceleration, which
is absent in prior works.

A parallel variant of the Blind Rotation operation was introduced in [24],
incurring an increase in bootstrapping key size and in the output variance of the
Blind Rotation. The ratio governing the increase in key size and noise is md−1

d ,
where m denotes the cardinality of the secret key, and d the number of digits
grouped for parallel execution. Since we are working with the binary key version
of TFHE (also known as GINX [17]), we set m = 2. This technique is suitable for
high-performance computing hardware such as GPUs, where utilizing parallel-
friendly algorithms results in a major boost in performance and throughput,
since the original Blind Rotation is sequential. The growth ratio for different
group sizes is presented in Figure 1.
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Fig. 1. Noise growth and key expansion factor for the parallel variant of Blind Rotation
[24].

Due to the exponential growth of both noise and key sizes, small values of
d are chosen for practical applications. For our experiments, we choose d = 4,
with an expansion factor of r = 3.75. We also provide new parameters for our
GPU evaluations to account for the 3.75 · Vpbs in the AES evaluation. These
optimized parameters are summarized in Table 1.
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The difference between the two parameter sets is the smaller GGSW level
ℓep and trace level ℓtr, which will result in smaller GGSW ciphertexts and trace
evaluation key size. This is imperative as the GPU memory is limited and only
a limited number of ciphertexts can be evaluated at a time inside the GPU.
Since GGSW ciphertexts are a few times larger than their LWE counterpart,
minimizing ℓep is crucial for optimal throughput. Compared to the parameter
set from [34], for an equal number of input LWE ciphertexts, the resulting GGSW
ciphertexts for our parameter set are 2x smaller.5 Therefore, we can batch many
more input ciphertexts at a time, maximizing throughput. Note that if we set
ℓep = 1, the error blows up and decryption will fail.

4.6 Secret Key Distribution

Although alternative distributions can be chosen for the secret key (resulting in
implementation differences in the Blind Rotation), the Mean Noise Reduction
technique proposed in [31] is applicable only to binary keys. The most practi-
cal implementations of TFHE also assume binary keys [38]. Consequently, our
approach focuses on and is optimized for the binary-key variant of TFHE.

5 Related Works

A substantial body of work has examined the homomorphic evaluation of AES
encryption and decryption under TFHE, introducing and applying a range of
homomorphic operations and optimizations aimed at reducing the scheme’s in-
herent high latency. The first demonstration of an AES implementation in TFHE
was presented in [33], where the authors propose an approach that relies exclu-
sively on PBS operations. In their work, all AES operations, including both
the SBox and XOR operations, are implemented using standard PBS. For the
SBox step, the tree-based method from [23] is employed; this method performs
well given that the operation is limited to 8 bits. Additionally, the Multi-value
Bootstrapping (MVB) optimization introduced in [7] is employed to compute
the first level of the tree, while packing functional key switching is utilized to
evaluate an encrypted lookup table in the second level. Their implementation
of AES-128 encryption requires 270 seconds on a single-threaded system and
achieves a failure probability of Pfail = 2−23. The primary bottleneck of this
approach is the use of PBS and packing key switching for XOR operations, which
is extremely costly. In contrast, our approach offers novel methodologies and
techniques to seamlessly switch between binary and integer contexts, where XOR
can be very efficiently performed with simple LWE additions, thereby enhancing
computational efficiency.

In [4], contrary to the aforementioned study, LWE additions are used to
compute the XOR operations. However, because the authors employ a message
space of p = 2 for their ciphertexts, effectively encrypting the message bits

5 A GGSW ciphertext consists of ℓep · (k + 1) GLWE ciphertexts.
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in the MSB without any padding, it becomes infeasible to compute the AND
operation between two ciphertexts using PBS, which is required for implementing
a Boolean circuit of the AES SBox. Therefore, this work proposes a new encoding
scheme, referred to as p-encodings, and adopts a larger message space p to enable
the computation of AND operations via PBS, while still using LWE additions for
XOR operations. This approach requires 105 seconds on a single-threaded system
and exhibits a failure probability of Pfail = 2−40. Furthermore, the corresponding
SBox circuit relies on numerous AND gates, each invoking a PBS function, which
substantially increases the computational cost. Likewise, that approach suffers
from limited scalability when applied to larger lookup tables, as these entail
many additional nonlinear gates that require PBS. Conversely, our approach
can evaluate the AES circuit in about 15.32 seconds on a single CPU thread a
similar failure probability.

The work presented in [1] integrates the approaches of the two studies dis-
cussed above to achieve a more efficient evaluation of AES encryption. In par-
ticular, the tree-based lookup table evaluation with MVB from [33] is combined
with the p-encoding strategy of [4] to compute homomorphic XOR operations via
LWE additions. Notably, this approach is mostly limited to the p-encoding strat-
egy, using an unconventional odd p = 17 (which falls outside of standard TFHE
implementations), to circumvent negacyclicity, whereas our methods and tech-
niques are fully compatible with existing solutions and methodologies, rendering
our approach considerably more practical and applicable to a broader range of
applications. Moreover, the approach proposed in [1] exhibits poor scalability
as Pfail increases. For applications requiring larger lookup tables, that method
becomes rapidly inefficient because the execution time of the lookup table in-
creases exponentially with the bit size (tree-based method), whereas our novel
decomposition approach offers highly efficient LUT evaluation times (Table 3).

In [32], the authors propose methodologies for computing large lookup tables
that differ from the CBS + Vertical Packing approach employed in our work.
In particular, their approach aims to compute variable-sized lookup tables with
LWE ciphertexts without padding by introducing a modified version of clas-
sical PBS for such ciphertexts. That method is further extended to compute
larger lookup tables, such as the SBox in AES, through the use of packing key
switching and CMUX operations. This is different from the CBS and Vertical
Packing techniques that we utilize, and scales poorly as the failure probability
Pfail decreases.

Lastly, the works from Wei et al. [37] and Wang et al. [35], [36], [34] itera-
tively improve the CBS operation, which is a crucial building block in our work.
In [37], PBSmanyLUT is employed to increase the efficiency of CBS by reducing
the number of PBS operations, while in [35], Scheme Switching is employed in
conjunction with a public functional key switching technique to reduce the key
switching execution time in CBS. In [36], the key switching operation in CBS is
massively improved by removing the need for time-consuming public functional
key switching operations, while introducing HomTrace Automorphism evalua-
tion, in conjunction with Scheme Switching to compute the CBS. These methods
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achieve fast AES execution times, but with very high failure probability due to
the high noise growth of the HomTrace function.

The follow-up work in [34] improves the workflow of the CBS technique,
proposing a cheap preprocessing step to manage the noise growth of the Trace
function, along with a high-precision HomTrace evaluation for LWE integers.
This work resulted in state-of-the-art AES evaluation times, improving over ear-
lier works by a significant margin. This work also proposes using LWE integers
with PBSmanyLUT and MVB to compute large LUTs. Nevertheless, a key lim-
itation of this approach is that it is mostly focused on optimizing the binary
ciphertexts workflow, while the main efficiency of modern TFHE comes from
working with LWE encrypting small integers. Additionally, the high probability
of failure incurred by the PBSmanyLUT used in that approach forces the algo-
rithm to extract only 1-2 bits at a time, requiring more than 1 Blind Rotation
operation in sequence. This would be time-consuming for our workflow, where
we strive to compute many LUTs in consecutive order and switch between PBS
and WoPBS contexts, so our goal is to minimize the PBS operations, which is
the most time-consuming operation by a large margin. This is imperative since
the PBS context is highly optimized and works well with small integers.

In our work, we address these challenges and achieve substantial improve-
ments over previous techniques by introducing new switching algorithms and
proposing new methodologies for obtaining efficient parameters with low Pfail.
Our techniques leverage PBSmanyLUT to support larger digit sizes, and we intro-
duce optimized CBS and Vertical Packing workflows for modern GPU targets.

6 Concluding Remarks

In this work, we introduce novel switching algorithms that enable seamless tran-
sitions between the PBS and WoPBS contexts in TFHE. Our approach features
an efficient bit decomposition algorithm that reduces the number of bootstrap-
ping operations and a recomposition algorithm that reconstructs ciphertexts
with an extra bit of padding for handling negacyclicity in the classical PBS op-
eration. We further optimize the CBS workflow by utilizing the new centered
mean noise reduction technique, which significantly reduces the noise growth of
the modulus switching operation for the PBSmanyLUT, resulting in a lower failure
probability for the same parameters. This also results in a lower minimum prob-
ability of failure for integer CBS, leading to a near 2× improvement in large LUT
evaluation with CBS. Furthermore, our approach achieves up to an 18% reduc-
tion in execution time for the AES Transciphering benchmark through judicious
optimization of the noise parameters. We are also able to utilize PBSmanyLUT
for larger digit sizes, reducing the number of PBS operations required for our
switching algorithms and our large LUT evaluation workflow. Lastly, we design
and optimize the memory-heavy CBS workflow for GPU parallelization, achiev-
ing up to 50× improvement over a single-threaded CPU baseline. Overall, our
framework lays a robust foundation for future advancements in scalable fully
homomorphic encryption.
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