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Abstract. Multi-signatures allow a given set of parties to cooperate
in order to create a digital signature whose size is independent of the
number of signers. At the same time, no other set of parties can cre-
ate such a signature. While non-interactive multi-signatures are known
(e.g. BLS from pairings), many popular multi-signature schemes such as
MuSig2 (which are constructed from pairing-free discrete logarithm-style
assumptions) require interaction. Such interactive multi-signatures have
recently found practical applications e.g. in the cryptocurrency space.
Motivated by classical and emerging use cases of such interactive multi-
signatures, we introduce the first systematic treatment of interactive
multi-signatures in the universal composability (UC) framework. Along
the way, we revisit existing game-based security notions and prove that
constructions secure in the game-based setting can easily be made UC
secure and vice versa.

In addition, we consider interactive multi-signatures where the signers
must interact in a fixed pattern (so-called ordered multi-signatures).
Here, we provide the first construction of ordered multi-signatures based
on the one-more discrete logarithm assumption, whereas the only other
previously known construction required pairings. Our scheme achieves a
stronger notion of unforgeability, guaranteeing that the adversary can-
not obtain a signature altering the relative order of honest signers. We
also present the first formalization of ordered multi-signatures in the UC
framework and again show that our stronger game-based definitions are
equivalent to UC security.

1 Introduction

Digital signatures play a crucial role in safeguarding online communica-
tion, as they make the authenticity and integrity of messages publicly
verifiable. This fundamental property has widespread practical applica-
tions in e.g. digital certificates, electronic payment systems, and identifi-
cation schemes. Although the primary objective of digital signatures was
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initially to enable public verification of message origin and integrity, a
large body of work has explored additional guarantees and capabilities
which signatures can provide.

One important feature for more complex signature schemes is the dis-
tribution of the signing process among a set of multiple parties. This
allows to secret-share the signing key, which means that there is no sin-
gle point where it resides and can be stolen from. There are multiple
approaches exploring this concept, such as threshold signatures or multi
signatures (MS) [IN83]. In addition, an MS can also guarantee that the
message has been signed “in a specific order” by the signers, which makes
it an ordered multi-signature (OMS) scheme [BGOYO07|. Most impor-
tantly, in all of these cases, is that the size of the signature itself should
be independent of the number of signers.

Multi-Signatures can be constructed from e.g. BLS [BLS04] in a non-
interactive fashion where each signer just sends one message. But other
realizations of MS from assumptions such as versions of the Discrete Log-
arithm (DL) problem or Short Integer Solution (SIS) problem require in-
teraction. Those protocols are usually called interactive multi-signatures.

Interactive Multi-Signatures (IMS) have been deployed in the cryp-
tocurrency space to realize a number of wallets. Ordered Multi-Signatures
have been proposed to enhance the security of internet packet rout-
ing [BGOYO07|, Industrial Internet of Things mesh networks |[AFY23|,
as well as to construct a verifiable delay function where delays are not
dictated by the computational running time of devices [BDPT24].

Given the current and potential future deployment of IMS and OMS,
it is surprising that the question of composition has so far not been ad-
dressed in a sufficient manner. In particular, it should be asked if IMS and
OMS constructions can be proven secure in the universal composability
(UC) framework, given their logical use together with other cryptographic
primitives in e.g. blockchains.

1.1 Owur Contributions

In this work, we investigate IMS and OMS security from the angle of
composability. We give thorough UC security definitions and show how
game-based constructions can directly imply UC security. Moreover, we
also give the first construction of an OMS from a Discrete Logarithm-type
assumption.

Revisiting Game-based Security of MS, IMS and OMS: We re-
visit the game-based definitions of MS, IMS and OMS and put them on



equal footing in terms of notation and security games. For this, we re-
visit and strengthen the existing notions. For example, we put forth a

general framework that handles complex corruption and forgery patterns
for OMS.

Systematic UC Treatment of IMS and OMS: We present the first
formalization of IMS and OMS in the UC model. These differ quite
strongly from existing models of UC-secure signatures [Can(04a, BMT18|
CDG™18] or threshold signatures [CGG™20], so we devise a new frame-
work to model dynamic key registration, preprocessing as well as order
during signing accurately. Furthermore, we show that game-based security
notions for MS and OMS imply our UC notion for these primitives, which
implies strong composable security guarantees for existing construction
with game-based security analyses.

The first OMS based on (A)OMDL: We introduce the first OMS
scheme based on the hardness of the (Algebraic) One-More Discrete Log-
arithm assumption and the random oracle model, and show that it is
secure with respect to our game-based definitions. Assuming an interac-
tive preprocessing phase which can be carried out independently of the
message to be signed, our OMS achieves an attractive set of features
including: constant-size signatures (both as final proof of order signing
and during partial signature aggregation) and computation and commu-
nication complexity (between every pair of consecutive signers) that is
independent during the online signing phase of the total number of partic-
ipants, and signers’-order unforgeability even in the presence of multiple
dishonest signers in the set of co-signers.

Our OMS construction can be seen as a round-efficient interactive
Schnorr-based multisignature where order is enforced by having each
signer check the so-far aggregated signature (created by the preceding
co-signers). It is obtained by carefully adjusting MuSig2 [NRS21] to com-
ply with the ordered-signing setting. This yields compact signatures while
keeping the computational complexity of each signer in the online phase
(i.e. once they receive a message to be signed) independent of the total
number of parties. We inherit the offline-online setup of MuSig2, and sign-
ers can preprocess the first round of communication before receiving the
message. This motivates us to revisit existing (game-based) security mod-
els for OMS and introduce a generalized syntax that captures interactive
OMS and explicitly supports this setting.



1.2 Related Work

There is a large body of work on interactive and non-interactive multi
signatures. For the focus of this paper, the most relevant results are the
ones connected to group-based constructions such as the BLS MS scheme
[Bol03, RY07, BDN18|, MuSig2 [NRS21|, and works inspired by these,
including lattice-based MS [BTT22|. A similar concept of “stake-based
multisignatures” with extra properties has been defined and formalized
in the UC framework in [CK21|, but in this work we focus on standard
MS and OMS.

Regarding ordered multi-signatures, the initial works considered a
non-interactive setting often referred to as Sequential Aggregate Signa-
tures (SAS). SAS constructions achieving compact signatures rely ei-
ther on bilinear pairings [LMRS04, LOS™06, BGOY07, BNNO7,|[FLS12]
or trapdoor permutations |[LMRS04,Nev08,[BGR12,|GOR1§|. The exist-
ing Schnorr-based SAS |CZ22] has a linear growth of the signature size.
We take a different approach by lifting the bandwidth-efficient Schnorr-
based interactive multi-signature of [NRS21] to OMS. Moreover, we work
in the interactive OMS setting, a notion introduced by Boldyreva et
al. [BGOYO07] with the aim of enhancing network reliability and secu-
rity by authenticity of data packets traveling through specific routes
in networks. Sequent work removed the need for random oracles from
pairing-based constructions [Houl0, YMO15|, but no efficient pairing-free
construction is known to date.

Unlike MS, the UC security of threshold signatures (TS) has been
extensively studied in the literature in different forms |[AF04,|ADNO6
CGG™20,Lin17,DKLs18| Lin24,[KOR23|. Although some MS and TS con-
structions happen to have similar structures, such as FROST |[KG20| and
MuSig2 [NRS21], the functional goals of MS and TS are substantially
different. The goal of TS is to produce a signature that looks like a non-
threshold signature generated under a single signing key. As such, TS
fixes a single public key and a set of co-signers once and for all after a
distributed key generation phase. To capture these, the majority of recent
threshold Schnorr |Lin24,KOR23| and ECDSA [Lin17DKLs18| protocols
are UC secure in the sense that they realize scheme-specific functionali-
ties, such as Fschnorr and FecDSA-

In contrast, as the purpose of MS is to combine individually generated
signatures under different keys, the verification of MS is not interchange-
able with that of an ordinary signature scheme. Importantly, the key
generation phase of MS requires no coordination between signers as each
generates their own key pair individually. Unlike T'S, MS also allows for



dynamically changing sets of potential co-signers associated with different
public keys. As a result, our functionalities are incomparable to existing
functionalities for abstract TS proposed in |[AF04,[ADNO6,|(CGG™20].

Concurrent work The concurrent work by Cohen et al. [CDL™24] pointed
out subtle issues of Canetti’s original signature functionality when

used as a subroutine of the Dolev-Strong broadcast protocol, and pro-

posed an improved variant of While our functionalities can be used to

construct protocols such as the sequential communication delay [BDPT24],
similar to Canetti’s they may not be used by protocols that suffer

from the adversary’s ability to take control back amid signature gener-

ation. We leave the task of upgrading our IMS and OMS functionalities

to support broader applications to future work. As an additional contri-

bution, the authors of [CDL™24] patched Canetti’s equivalence result for

ordinary signature functionalities by carefully redesigning the correctness

game. Although our work is concurrent and independent—originating

from an earlier ePrint version of [BDPT24]—an earlier version of this

manuscript contained an issue in the correctness definitions of IMS and

OMS, which prevented us from proving the equivalence results. To ad-

dress this, we took inspiration from [CDL™24] and proposed new cor-

rectness notions that allow an adversary to adaptively query the oracles

with chosen inputs (see Definition [5 and . This may be viewed as a

generalization of the approach taken by [CDL™24] to multi-signatures.

1.3 Paper Organization:

In we recall UC basics, standard ideal functionalities, forking
lemma, and the one-more discrete logarithm assumption. In we
formalize game-based security notions, ideal functionality for IMS, and
UC-security of IMS protocols. presents analogous results on
OMS. Finally, presents our OMS construction that is provably
secure under the OMDL assumption in the random oracle model.

2 Preliminaries

Notation. We denote security parameter by A, the concatenation of two
strings a and b by a|b, and compact multiple concatenations by (a;)}_; =
a1]a2] e ]an.

2.1 Universal Composability and Ideal Functionalities

UC Primer. We use the Universal Composability framework |[Can01] for
analyzing security and refer interested readers to the original works for



more details. In UC, protocols are run by interactive Turing Machines
(iTMs) called parties. A protocol m will have a set of parties which we
denote as P. The adversary A, which is also an iTM, can corrupt a sub-
set C' C P as defined by the security model and gains control over these
parties. In this work, we focus on static corruption, i.e., the adversary
commits to a corruption set C' at the beginning of a protocol execution.
The parties can exchange messages via resources, called ideal functional-
ities (which themselves are iTMs) and which are denoted by F.

Security is defined with respect to an iTM Z called environment. The
environment provides inputs to and receives outputs from the parties P.
To define security, let 771 o A be the distribution of the output of an
arbitrary Z when interacting with A in a real protocol instance 7 using
resources JFi, . ... Furthermore, let S denote an ideal world adversary and
F oS8 be the distribution of the output of Z when interacting with parties
which run with F instead of m and where S takes care of adversarial
behavior.

Definition 1. We say that m UC-realizes F in the (F1,...)-hybrid model
if for every (efficient) iTM A there exists an (efficient) iTM S such that
no (efficient and balanced) environment Z can distinguish 751 o A from
F oS with non-negligible probability.

In the security experiment Z may arbitrarily activate parties or A, though
only one iTM (including Z) is active at each point of time.

In the plain UC framework, an ideal functionality F is assumed to
be local to a single protocol session. To model a more realistic situa-
tion in which multiple protocols share the same “setup” resources, such
as standardized hash functions (modeled as random oracles), public key
infrastructure, or public ledgers, it is often useful to treat some function-
alities as a global subroutine G in such a way that the same instance of
G is globally available across many protocol sessions. Although the treat-
ment of global subroutines previously required a different compositional
framework [CR03,CDPWO07], Badertscher et al. [BCH™20] simplified the
situation by providing the UC theorem in the presence of global subrou-
tines in the (2020 version of) plain UC framework of Canetti [Can00].
Thus, the definition of UC-realization above can be naturally extended
by considering both 771 o A and F o S with access to a global sub-
routine G (using the so-called “management protocol” to formally treat
the combination with G as a single protocol [BCH™20, 3.1]). If for any
A, there exists S such that no environment Z can distinguish these two



Functionality for the Global Random Oracle

is parameterized by an output size function ¢ and a security parameter 7, and
keeps initially empty lists Listy.

Query: On input (HASH-QUERY, m) from party (P,sid), proceed as follows:

1. Look up h such that (m,h) € Listy. If no such h exists, sample h & {0,1}4)
and set Listy, = Listy U {(m, h)}.

2. Send (HASH-CONFIRM, h) to the caller.

protocols, we say that m UC-realizes F in the (F1,...)-hybrid model in
the presence of G.

The Global Random Oracle[Grol In Functionality [[jwe present the “strict”
version of global random oracle ideal functionality from [CDG™ 18| with-
out programmability and query observability. It follows the standard no-
tion of a random oracle, when defined in the UC framework.

Digital Signatures Ideal Functionality . The standard digital signa-
ture functionality from |[Can04b| captures a randomized signature
scheme where the signer may influence the generation of a signature by
choosing the randomness used by the signing algorithm. This particular-
ity is captured by allowing the ideal adversary S to choose a new string
o to represent a signature on a message m every time the signer Py (a
special party who has the right to generate signatures, ¢.e., who holds the
signature key) makes a new request for a signature on m. This process
allows for multiple valid signatures to be produced for the same message.
In the UC formalization of signature schemes, an instance of the func-
tionality itself represents each different signing key by allowing only
a special party Ps (i.e. the holder of a signing key) to produce signatures.

It is shown in [Can04b| that any EUF-CMA signature scheme UC
realizes the standard signature functionality where multiple valid signa-
tures may be produced for the same message under the same signing key
(i.e. the same instance of may generate multiple signatures for the
same message, as long as they have not been flagged as invalid signatures
by a previous unsuccessful verification procedure). In [CDG™18], the au-
thors extend this result to signature schemes that are EUF-CMA secure
in the random oracle model. Importantly, even if the proof of EUF-CMA
security requires observability and programmability of the RO, one can
still guarantee that the corresponding signature protocol UC-realizes

7



Functionality for Digital Signatures |Can04b|
Given an ideal adversary S, a signer Ps, and an arbitrary verifier V, [Fsig|performs:

Key Generation: Upon receiving (KEYGEN, sid) from Ps, verify that sid = (Ps,sid’) for
some sid’. If not, ignore the request. Else, hand (KEYGEN, sid) to the adversary S. Upon
receiving (VERIFICATION KEY,sid, pk) from S, output (VERIFICATION KEY,sid, pk) to Ps,
and record the pair (Ps, pk).

Signature Generation: Upon receiving a message (SIGN,sid,m) from Ps, verify that
sid = (Ps,sid’) for some sid’ . If not, then ignore the request. Else, send (SIGN,sid,m) to S.
Upon receiving (SIGNATURE, sid, m, o) from S, verify that no entry (m, o, pk, 0) is recorded.
If it is, then output an error message to Ps and halt. Else, output (SIGNATURE, sid, m, o) to
Ps, and record the entry (m, o, pk, 1).

Signature Verification: Upon receiving a message (VERIFY,sid,m,o,pk’) from some
party V, hand (VERIFY,sid, m,o,pk’) to S. Upon receiving (VERIFIED, sid, m, ¢) from S
do:

1. If pk’ = pk and the entry (m,o,pk,1) is recorded, then set f = 1. (This condition
guarantees completeness: If the verification key pk’ is the registered one and o is a
legitimately generated signature for m, then the verification succeeds.)

2. Else, if pk’ = pk, the signer P; is not corrupted, and no entry (m, o', pk, 1) for any o’ is
recorded, then set f = 0 and record the entry (m, o, pk,0). (This condition guarantees
unforgeability: If pk’ is the registered one, the signer is not corrupted, and never signed
m, then the verification fails.)

3. Else, if there is an entry (m, o, pk’, ') recorded, then let f = f’. (This condition guar-
antees consistency: All verification requests with identical parameters will result in the
same answer.)

4. Else, let f = ¢ and record the entry (m, o, pk’, ¢).
Output (VERIFIED, sid, m, f) to V.

in the presence of strict global random oracle [Gro| without observability
and programmability.

2.2 Forking Lemma

We restate a variant of the general forking lemma from [NRS21]. It differs
from the widely used version of [BN06| in that an algorithm rewound by
the forking algorithm Fork takes additional side inputs v;’s.

Lemma 2 (General Forking Lemma with side inputs [NRS21]).
Fix integers Q and m and sets C and V' of size greater than 2. Let |Gen
be a randomized algorithm that we call the input generator. Let B be a
randomized algorithm that on input inp, c1,...,cq € C and vy,..., vy €
V' returns indices i € [0,Q)], j € [0,m] and a side output out. Let Fork be
a forking algorithm that works as in Fig. [3 given inp as input and given



Fork(inp, v1, 01, . . ., VUm, Om)
1: p+{0,1}"
2t c1y...,c — C
3: (i,7,0ut) < B(inp, (c1,...,¢0), (V1,...,vm); p)
I: if 4 =0 then return (0, L, L)
5: é—;,...,éQ +~ C
6: (%,j,oflt) “— B(inp, (C1, ceey Cim1,Ciy e .,éQ), (U1, ey VG, Vi, .,f]m);p)
7. if i =i A ¢; # ¢ then return (1, out,out)
8: else return (0,1, 1)

black-box access to B. Suppose the following probabilities.

inp < IGen(l)‘);cl,...,cQ & Civiy...,Um & V;

acc:Pr[iZl: _
(i,7,0ut) < B(inp, (c1,...,¢q), (V1,...,Vm))

k= Prlb—1 - inp<—IGen(l)‘);vl,ﬁl...,vm,@mﬁV;
(b, out, out) < Fork(inp, v1, 91, . . ., Um, Om)
Then .
acc
frk > acc - <—>
Q [C]
Alternatively,

acc < fé’ +/Q - frk.

2.3 Omne-More Discrete Log Assumption

We state the one-more discrete log assumption which our OMS construc-
tion inherits from MuSig2 Schnorr-based (unordered) multi-signature [NRS21].

Definition 3 (OMDL Assumption). Let (G,p,g) be group parame-
ters generated by a group generator algorithm GGen(1*). Let O, be an
oracle that returns a uniformly random element of G, and Qg be an or-
acle that on input X € G returns its discrete logarithm x € Z, in base g,
i.e., g* = X. The one more discrete log assumption (OMDL) is true if
for any PPT adversary A, the probability AdvggAeEL(A) that, A outputs
solutions to q + 1 DLog instances produced by O., while having made at
most q queries to Oy, is negligible in .



3 Interactive Multi-Signatures

In this section, we provide the syntax (Section [3.1) for two-round in-
teractive multi-signatures (IMS), a game-based security notion for IMS

(Section , and an ideal functionality for IMS (Section . We

then prove that any scheme secure according to the game-based IMS se-

curity notion also UC-realizes (Section .

3.1 Syntax

We define the syntax for IMS below. The syntax supports two-round
signing protocols with a preprocessing phase, to model recent Fiat-Shamir-
based schemesﬂ such as MuSig2 [NRS21|, DWMS [AB21], MuSig-L |[BTT22],
etc. Note that the following syntax can also model non-interactive multi-
signatures as a special case by assuming SignOff outputs empty strings.

Definition 4 (Interactive Multi-Signature Scheme (IMS)). We
define interactive multi-signature IMS as a tuple of algorithmﬁ

IMS = (Setup, KeyGen, SignOff, SignOn, Agg, Vrfy)

with the following input-output behavior. To formally handle two-stage
interactive signing, SignOff and SignOn share an internal state st.

Setup(1"): on input the security parameter X, this algorithm outputs a
handle of public parameters pp. Throughout, we assume that pp is
given as implicit input to all other algorithms.

KeyGen(): on input the public parameters, the key generation algorithm
outputs a key pair (pk,sk).

SignOff(sk): on input a secret key sk, the offline signing algorithm out-
puts an offline token off and an internal state st. We note that this
algorithm is agnostic of the message m to be signed, and runs inde-
pendently of m.

® To turn Fiat-Shamir-type signature schemes into compact multi-signatures, one
must introduce at least two rounds of interaction in the signing phase because signers
first must agree on joint X-protocol challenge derived from a common hash input.

5 We remark that IMSs as defined in [NRS21] have an additional signing function that
post-processes the aggregated online tokens to generate a signature. We assume this
function to be trivial, meaning that it merely outputs the input aggregated online
tokens as a signature (as MuSig2 does) and therefore can be omitted. Another minor
modification from |[NRS21| is that Vrfy explicitly takes a public key list L instead
of a single aggregated key. This does not impact the security claim: since in the
EUF-CMA game of [NRS21| the verifier is guaranteed to receive an output of key
aggregation anyway, we can assume this operation happens inside Vrfy.

10



SignOn(st, sk, L, m, offs): on input an internal state st output by SignOff,
a secret key sk, a set of public keys L = {pkj}je[n}, message m, of-
fline tokens offs = {off;} jc,), the online signing algorithm outputs an
online signing token o.

Agg(L,m,offs,ons): on input a set of public keys L = {pk;};c[n), a mes-
sage m, offtine tokens offs = {off;};c,, and online tokens ons =
{0} jem), the aggregation algorithm outputs a signature o. This algo-
rithm s deterministic.

Vrfy(L,m,0): on input a set of public keys L, a message m, and a sig-
nature o, the verification algorithm outputs 1 (accept) or 0 (reject).

3.2 Game-based Security

We recall the game-based correctness and unforgeability notions tailored
to two-round offline-online IMS. The unforgeability game mostly follows
[NRS21] except that we assume that aggregation of offline tokens is lo-
cally performed by each party (which is in fact the setting captured by the
more widely used security notion of [BN06]). Inspired by [CDL™'24], we
carefully define correctness to enable equivalence with our UC function-
ality presented in Instead of fixing the message and key pairs
in advance, we allow an adversary to adaptively determine the message to
be signed after observing honest public keys. Unlike [CDL™24], however,
our definition is more involved to handle multiple honest signers and the
adversary’s ability to concurrently query interactive signing oracles.

Definition 5 (IMS Correctness). An interactive multi signature IMS is
said to be correct if for any probabilistic polynomial time adversary A, the
probability Pr[IMS-COR(A, \) = 1] is negligible in X, where the IMS-COR
experiment is defined in Figure [

Definition 6 (IMS Unforgeability). An interactive multi signature
IMS is said to be secure if for any probabilistic polynomial time adversary
A, the following probability is negligible in A:

AdvIMUF-CMA (4 )) .= Pr[IMS-UF-CMA(A, \) = 1]

where IMS-UF-CMA is the security-game for unforgeability under chosen-
message attack of interactive multi-signatures defined in Figure [3

11



Figure [f] Game-based correctness for IMS

GAME IMS-COR()\) ORACLE OSignOff(ssid, pk)

I: pp « Setup(1*) 1: if Tssid, pk] # L then

2 K=0;,T:=0,0:=0 2: return L > Signing session exists
3

: O := {OKeyReg, OSignOff, OSignOn} 3: (off, st) < SignOff(sk)
> RO in O if needed I: Tssid, pk] := (st, off)
(L*,m*, offs*,ons™) « A°(pp) 5: return off

. o* « Agg(L*, m", offs", ons* _ _
({Tpkfy gyglEkZ}m: [C,’* 7, ons™) ORACLE OSignOn(ssid, pk, L, m, offs)

- {off}, ..., off}} := offs* I: if pk ¢ LV K[pk] = L then return L

- {o1,...,0n} :=ons” 2: sk := K[pK]

): If Vi€ ([n]: 3: {pky,...,pk,} := L;let i such that pk, = pk.

Klpk;] # L 4: {offq,...,off,} := offs

AJssid (T [ssid, pk;] = (-, off}) 5: if (Q[ssid, pk] # L) Vv (T [ssid, pk] # (-, off;))
AQJssid, pk;] = (L™, m™, offs*, 57)): then

10:  return (Vrfy(L*,m*,0") =0) 6: return L > Invalid signing session

11: return 0 . (st,off;) := Tssid, pk]|

. o < SignOn(st, sk, L, m, offs)

. QJssid, pk] := (L, m, offs, o)

. return o

© 00 ~1

-3

oo

ORACLE OKeyReg()

L: (pk,sk) < KeyGen(pp)
2: K[pk] := sk

3: return pk

oA

3.3 Ideal Functionality for Multi-Signatures

We define an ideal functionality for IMS (Functionality @ to cap-
ture two-round interactive multi-signatures with preprocessing. An ideal
functionality for stake-based threshold multi-signatures exists in the lit-
erature [CK21]. Our functionality is much simpler because it aims to
capture existing schemes in the standard plain-public key model. It can
be seen as a generalization of [Fsig| from [Can03] with following differences:

— is defined for a single designated signer Ps and only accepts a
key generation query with sid encoding a signer identity, i.e., sid =
(Ps,sid") for some sid’, whereas is defined w.r.t. a set of signers
P and records an individual key for every signer P € P.

— additionally has the SIGNOFF command, which allows any party
P € P to produce a preprocessed offline “presignature” off indepen-
dently of the message to be signed. The functionality keeps track of
presignatures for every honest party and makes sure to generate one
presignature for each signing session. The functionality then explicitly
outputs the preprocessing shares that each party generates, and they
are chosen by the simulator (which is a standard approach in UC).

— [Fims[s SIGNON command takes a key set L, a message m to be signed,
and presignatures offs from the offline phase, as input. To capture se-

12



Figure[5] Game-based unforgeability for IMS

GAME IMS-UF-CMA(A, \) ORACLE OSignOff(ssid)
LT:=0,9:=0 1: if Tssid] # L then
2: pp < Setup(1*) 2: return L > Signing session exists

w

: (pk, sk) = KeyGen(pp) 3: (off, st) < SignOff(sk)
O := {OSignOff, OSignOn } > If pp 4. Tssid] := (st, off)
contain hash functions, RO isin @ 5. peturn off
(L*,m*,0") < A (pp, pk)
if pk ¢ L* then ORACLE OSignOn(ssid, L, m, offs)

>

return | > Invalid signing session
. (st, off;) := T[ssid]
7: o « SignOn(st, sk, L, m, offs)
8: Qlssid] := (L, m)

9: return o

7: return 0 I: if pk ¢ L then return L
8: if Jssid™ : Q[Ssid*] = (L*,m*) then 9 {pk17 ey pkn} := Lj; let i such that pk, = pk.
9: return 0 3: {offy,...,offp} := offs
10: return Vrfy(L*,m*, o) I: if (Q[ssid] # L)V (Tssid] # (-, off;)) then
5
6

curity in the plain public key model, the functionality does not validate
keys of co-signers. This allows the environment to insert maliciously
created self-chosen keys into L. Moreover, to model concurrent sign-
ing sessions with different subsets of co-signers, keeps track of
each signing attempt using ssid and retrieves the corresponding of-
fline presignature associated with the same ssid. Then stores an
online signature output for party P if offline and online phases are ex-
ecuted in right order with valid inputs. Note that the signing session
ID ssid is local to each party P, and that the functionality does not
assume that parties in P agree on the same ssid to produce a valid
signature. Looking ahead, this allows us to map an execution of the
UC experiment to the unforgeability game (Fig. [5)) where there is no
assumption on communication channels such as broadcast.

— additionally has the AGGREGATE command, which allows any
party to aggregate offline tokens offs and (online) partial signatures
ons into a single combined signature o. Note that this command does
not perform a validity check of individual partial signatures. To guar-
antee correctness, AGGREGATE stores a finalized multi-signature o as
long as it has been produced from honestly generated offs and ons.
The abort event is analogous to the one in making sure that
previously recorded invalid signature (through verification) does not
turn valid. Note that we do not guarantee correctness if the key set L
involves an unregistered key or a key owned by a corrupt signer. This
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is necessary for modeling typical IMSs which do not have robustness
by default, including MuSig2.

— verifies a multi-signature analogously to but its procedures
are more involved due to multiple signers. It guarantees completeness
by checking that the AGGREGATE command was invoked on some ons
which have been explicitly created via the SIGNON command on input
L and m. To model unforgeability, if there exists some honest party
‘P that has never agreed to sign m with L for any signing session ssid,
then it rejects a signature. Otherwise, asks an ideal adversary to
determine the result of verification.

— Similar to the game-based syntax for IMS, is general enough that
it captures non-interactive MS, such as the BLS-based MS scheme of
[BDN1§|. In that case, offline presignatures are assumed to be empty
strings.

3.4 UC-security of Interactive Multi-Signatures

In Fig. [7] we define [mmgs] as a direct instantiation of IMS in the UC model.
Note that, as observed in the analysis of standard signature schemes in
the UC framework |[CDG™18§]|, the proof indeed goes through in the pres-
ence of strict global random oracle [Grol since the simulator merely relays
random oracle queries made by an algorithm of IMS to the global func-
tionality.

Theorem 7. Let IMS be an interactive multi-signature scheme that is
correct (Deﬁm’t@'on@ and IMS-UF-CMA secure in the random oracle model
(Definition[6]). Let |P| € poly(X). Then the protocol [mws| (Figure[7) UC-
realizes in the presence of [Grol

Proof. In Figure[§|we describe a PPT simulator [Sjus| that runs a copy of
A, and simulates in a way that is indistinguishable to any efficient
environment. The IMS scheme used in the proof follows the syntax given
in Def. [

The proof is two-fold. First, we prove that Z never observes discrep-
ancies between real and ideal executions by causing Signature Verifi-
cation to output 0 in the real world for honestly generated signatures.
This event needs to be ruled out because in the ideal execution al-
ways accepts the signature in that case. This follows from the interactive
correctness definition. The second step closely follows that of [CDGT18]
for a single-user signature scheme. Essentially, assuming correctness of
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Functionality @ for interactive multi-signatures in the plain public-key model

The functionality interacts with a set of signers P, an arbitrary verifier V, and a simulator
S. The adversary can corrupt a subset of signers, denoted by the set C' C P. We denote a
set of honest parties by H = P\ C.

We assume the functionality only accepts a key set L without duplicates. We assume sid
encodes identities of all possible signers P. We distinguish different offline phases by using
unique ssids.

Key generation Upon receiving input (KEYGEN, sid) from P € P:
1. If there exists a record (KEYREC, P, %), then output (FAIL,sid). > Prevent overwriting
2. Send (KEYGEN,sid, P) to S and wait for (KEYCONF, sid, pk) from S.
3. If there exists a record (MSIG, L, , *, x) such that pk € L, then abort. > Enforce
distinct public keys
4. Create record (KEYREC, P, pk) and output (KEYCONF,sid, pk) to P.

Signature Setup (Offline Phase) Upon receiving (SIGNOFF, sid, ssid) from P € P:
1. If P previously called SIGNOFF with the same ssid, then output (FAIL, sid).
2. Retrieve (KEYREC, P, pk) or output (FAIL,sid) if no such record exists.
3. Send (PRESIG, sid, ssid, P, pk) to S, wait for response (PRESIG, sid, ssid, off). Then create
a record (PRESIG, ssid, P, off).
4. Output (SIGNEDOFF, sid, ssid, off) to P.

Signature Generation (Online Phase) Upon receiving (SIGNON,sid, ssid, L =
{pk; }jen), m, offs = {off;} jc[n)) from P € P.

If P previously called SIGNON with the same ssid, then output (FAIL, sid).

Retrieve (KEYREC, P, pk) or output (FAIL,sid) if no such record exists.

If pk ¢ L then output (FAIL,sid).

Else, let 7 € [n] be such that pk; = pk.

If there exists no record (PRESIG, ssid, P, off;), return (FAIL, sid). > Honest parties
don’t resume if the offline phase is not completed for ssid and has not produced off;.
6. Send (SIGNON,sid, ssid, P, L, m, offs) to S, and wait for (SIGNATURE, sid, ssid, op).

7. Create record (s1G,ssid, P, L, m, offs, op).

8. Output (SIGNATURE, sid, ssid, op).

AN

Signature Aggregation Upon receiving input (AGGREGATE, sid, L =
{pk;}icm), m; offs = {off; } e, ons = {o} jepn) from P € P:
1. Send (AGGREGATE, sid, L, m, offs,ons) to S, wait for (AGGREGATED, sid, 7).
2. If for all ¢ € [n], there exist P € H and ssid such that (a) (KEYREC, P, pk;) exists, (b)
(PRESIG, ssid, P, off;) exists, and (c) (S1G, ssid, P, L, m, offs, o;) exists:
— If there exists a record (MSIG, L, m, o, 0), then abort. > Abort if o is known to be
invalid.
— Else, create a record (MSIG, L, m,0,1) (unless it already exists). > Correctness
3. Output (AGGREGATED,sid, o).

Signature Verification Upon receiving input (VERIFY,sid, L = {pk;}je[n], m, ) from V:

1. If there exists a record (MSIG, L, m,0,b), set f :=b. > Consistency
2. Else, if there exist ¢ € [n] and P € H such that (a) (KEYREC, P, pk;) exists and (b)
there exists no record (SIG, *, P, L, m, *, %), then set f := 0. > Unforgeability

3. Else, send (VALID?,sid, L,m, o) to S, wait for (VALID?,sid, b’) from S and set f :=b'.
4. Create a record (MSIG, L,m, o, f) and output (VERIFIED,sid, f).
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IMS is not broken, we must bound the probability that Z causes VERIFY
to accept a signature on (L, m) that has never been explicitly signed by
some honest party. This is because in the ideal execution always
rejects the signature in that case. This probability can be bounded by
the advantage of breaking unforgeability of IMS, but the reduction must
pinpoint one of the public keys that an environment uses for creating a
forgery, incurring 1/|P| reduction loss.
Let us go over each interface.

— KEYGEN: The only difference is when aborts after receiving pk
from This event occurs with negligible probability assuming the
unforgeability of IMS.

— SIGNOFF, SIGNON: Since [Syus] runs SignOff, SignOn as in [rjums] there
is no difference.

— AGGREGATE: runs Agg. The only difference is when aborts
after receiving o from This event occurs with negligible proba-
bility assuming the correctness and unforgeability of IMS. That is, if
every condition of Step 2 is met, then, by the correctness, o output
by Agg must pass the verification with respect to L and m. Thus,
if the environment has made record (MSIG, L, m,0,0) through
the verification interface, such an environment is indeed a successful
forger against the IMS scheme.

— VERIFY: We consider the following cases:

e If every pk € L belongs to an honest party, each honest party has
completed SIGNON with the same input (L, m, offs), and AGGREGATE
was called on (L, m, offs, ons): In this case, there is a potential dis-
crepancy in the view of Z since always outputs a decision
bit 1 while returns the output of Vrfy(L, m, o). However, if Z
outputs (L, m, o) causing Vrfy to return 0, this implies Z breaks
the correctness of IMS after adaptively querying the oracles for
key generation, offline signing, and online signing. This event thus
happens with negligible probability.

e If for some pk € L there exists no record (KEYREC, *, pk), or for in-
put (x, L, m, *) all honest parties P € H have completed SIGNON:
In this case, [Fiums| asks [Syms] to simulate a decision bit. Since
also runs Vrfy as in there is no difference in the view of Z.

e Else, (i.e., if for input (L, m) some honest party P € H has gener-
ated pk € L through the invocation of (KEYGEN, sid) and has not
completed SIGNON for any ssid): In this case, there is a potential
discrepancy in the view of Z since always outputs a decision
bit 0 while returns the output of Vrfy(L, m, o). However, if Z
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manages to come up with (L, m, o) causing Vrfy to return 1, this
implies Z created a valid forgery in the IMS-UF-CMA game. That
is, using such Z as a subroutine one can construct a reduction B
breaking IMS-UF-CMA. On receiving a challenge public key pk, B
with access to OSignOff, OSignOn and the random oracle H plays
the role of [Fius] [Simsh and [Orol and proceeds as follows.

x Uniformly choose uncorrupted party P* € P and use pk as a
public key for P*. Generate key pairs for all the other honest
parties as would.

* Whenever Z makes a query to[Grol relay queries and responses
to and from H.

* Whenever is asked to run SIGNOFF command for party
P*, query OSignOff with ssid to receive off and forwards it to
Otherwise, SIGNOFF command is handled as in

* Whenever is asked to run SIGNON command for party
P*, query OSignOn with input (ssid, L, m,offs) to receive o.
Otherwise, SIGNON command is handled as in

« If Z outputs (L, m, o) causing Vrfy(L,m,o) = 1 while pk € L
and (L,m) has never been queried to OSignOn, forward this
tuple to the IMS-UF-CMA game.

In this way, the reduction B succeeds in winning the IMS-UF-CMA
game as long as the honest party P* is correctly guessed. Hence,
with a multiplicative factor of loss 1/|H| > 1/|P|, the advantage
of B is non-negligible if Z finds inconsistency of verification in real
and ideal executions with non-negligible probability.

3.5 UC-secure IMS implies game-based IMS

We now prove the opposite direction to Section [3.4 and show that a UC-
secure IMS implies a construction that is secure according to the game-
based definition. Towards this, we overload the following algorithms with
oracle access to an UC experiment which either interacts with or

Fist

KeyGen(): The key generation algorithm sends (KEYGEN, sid) to[mms|/[Fims|
and obtains (KEYCONF, sid, pk). It outputs (pk, L) as the public key-
signing key pair.

OSignOff(ssid): on input signing session ID ssid, it follows except
that off is retrieved by querying with (SIGNOFF, sid, ssid).
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Protocol m for interactive multi-signature protocol

The protocol is parameterized by IMS = (Setup, KeyGen, SignOff, SignOn, Agg, Vrfy)
and pp + Setup(l/\) and executed by a set of signers P and an arbitrary V. When-
ever an algorithm of IMS queries to a random oracle, relays queries to and

responses from

Key generation Upon (KEYGEN,sid), P € P proceeds as follows:
1. If there exists a record (KEYREC, #, x), then output (FAIL, sid).
2. Run (sk, pk) < KeyGen(1*).
3. Create the record (KEYREC, sk, pk) and output (KEYCONF, sid, pk).

Signature Setup (Offline Phase) Upon (SIGNOFF,sid, ssid), P € P proceeds as
follows:
1. If P previously called SIGNOFF with the same ssid, then output (FAIL, sid).
2. If there exists no record (KEYREC, %, *), then output (FAIL, sid).
3. Retrieve (KEYREC, sk, pk), run (off, st) < SignOff(sk) and create a record
(PRESIG, ssid, st, off).
4. Output (SIGNEDOFF, sid, ssid, off).

Signature Generation (Online Phase) Upon receiving (SIGNON,sid, ssid, L =
{pk;}iem), m, offs = {off ; }jcin)), P € P proceeds as follows:
1. If P previously called SIGNON with the same ssid, then output (FAIL, sid).
Retrieve (KEYREC, sk, pk) or output (FAIL,sid) if no such record exists.
If pk ¢ L then output (FAIL,sid).
Else, let 4 € [n] be such that pk, = pk.
If there exists no record (PRESIG, ssid, %, off;), return (FAIL, sid).
Retrieve (PRESIG, ssid, st, off;) and run op < SignOn(st, sk, L, m, offs).
Output (SIGNATURE, sid, ssid, o).

N otk N

Signature Aggregation Upon receiving input (AGGREGATE,sid, L, m, offs, ons),
P € P runs o < Agg(L,m, offs, ons) and outputs (AGGREGATED, sid, ).

Signature Verification Upon receiving input (VERIFY,sid, L, m, o), V runs b <
Vrfy(L,m, o) and outputs (VERIFIED, sid, b).

OSignOn(ssid, L, m, offs): on input signing session ID ssid, a set of public
keys L, message m, offline tokens offs, it follows except that o
is retrieved by querying with (SIGNON, sid, ssid, L, m, offs).

Noticably, the key generation algorithm only outputs an empty string
1 as secret signing key, since such a key is not defined in [Fus

Theorem 8. Let[Fius| be an ideal functionality, be defined as[Fig. 7
and n € poly(\). If the protocol defined by an interactive multi-

signature scheme IMS UC-realizes[Fius] in the presence of[Gral, then IMS
is correct (Definition [5) and IMS-UF-CMA secure (Definition [6) in the

random oracle model.
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Simulator interacting with

interacts with an internal copy of A, towards which it simulates the honest
parties in P and relays all the random oracle calls requested by SignOff, SignOn,
and Vrfy externally to the global random oracles functionality

KeyGen: On receiving (KEYGEN, sid, P) from run KeyGen to obtain the key
pair (sk, pk). Create a record (P, sk, pk). Return (KEYCONF, sid, pk) to

Sign Setup: On receiving (SIGNOFF, sid, ssid, P, pk) from |Fims
1. Retrieve a record (P, sk, pk)
2. Run (off, st) < SignOff(sk) and create a record (ssid, P, st, off).
3. Output (PRESIG, sid, ssid, off) to [Fius|

Sign Gen: On receiving (S1GNON, sid, ssid, P, L, m, offs) from retrieve the
corresponding stored st, then run o < SignOn(st, sk, L, m, offs), then return

(SIGNATURE, sid, ssid, o) to

Sign Agg: On receiving (AGGREGATE,sid, L, m, offs,ons) from [Fiusl run o =
Agg(L,m, offs, ons), return (AGGREGATED, sid, o) to

Verify: On receiving (VALID?,sid, L,m,o), run b «+ Vrfy(L,m,o) and return
(VALID?,sid, b).

Proof. Correctness can be ensured by inspection of the algorithm and
the functionality. That is, if IMS is not correct, there exists an adversary A
that causes Agg to output an invalid signature with non-negligible proba-
bility even if its inputs are produced by honest parties (Deﬁnition. Us-
ing such A, we can construct an environment that distinguishes whether
it’s interacting with or as follows: the environment calls key
generation upon A querying OKeyReg, signature setup upon A querying
OSignOff, and signature generation upon A querying OSignOn for all hon-
est parties, generates a signature o by calling the aggregation interface
once for an arbitrary party, and then verifies o with respect to the message
and the public key set used earlier. If in the real world, the environment
observes the return value of verification being 0 with non-negligible prob-
ability; if in the ideal world, the the return value of verification is always
1. Thus, this is a valid distinguisher with non-negligible advantage.
Towards proving unforgeability consider that the oracles are already
fully defined. Assume that there exists an attacker .4 which can win Game
IMS-UF-CMA with non-negligible probability. The game is won if it out-
puts 1, and it simulates signatures under a challenge public key pk (be-
longing to one of the honest parties) whose corresponding secret key is
never given to A. We then show the existence of an environment Z such
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that for any ideal adversary S, Z can tell whether it is interacting with
or To this end, we construct Z that runs a copy of game-based
adversary A and simulates the view of A in IMS-UF-CMA game. This is
done by mapping return values of Setup, KeyGen, OSignOff, OSignOn to re-
sponses from the corresponding interfaces in an UC experiment as above.
Moreover, Z relays any random oracle queries made by A to and
returns [Gro's response to A.

Upon receiving a forgery tuple (L*, m*,o*) from A, the game simu-
lated by Z would output 1 if and only if Vrfy(L*, m*, 0*) = 1. This re-
quires that pk € L*. Moreover, Signature Generation (Online Phase)
of has never been called for L*, m* by the oracle OSignOn as the
attacker would otherwise have lost the game. Z finally queries
with input (VERIFY,sid, L*,m*, 0*) to obtain its result and outputs what
it outputs. Here, if Z is interacting with the ideal process, never
outputs (VERIFIED,sid, 1) due to Step 2. However, if Z is interacting
with the real process, outputs (VERIFIED, sid, 1) as long as A wins
the IMS-UF-CMA game. Therefore, Z has non-negligible advantage in the
UC experiment.

g

4 Ordered Multi-Signatures

In this section, we provide the syntax (Section for ordered multi-
signatures (OMS), a game-based security notion for OMS (Section [4.2),
and an ideal functionality for OMS (Section [4.3). We then prove
that any scheme secure according to the game-based OMS security notion

also UC-realizes (Section [4.4)).

4.1 Syntax

For the syntax, our starting point are the (unordered) multi-signatures
MuSig2 [NRS21|, where we shed algorithms related to key aggregation
but keep the two-phase signing (through the algorithms SignOff and
SignOn). This allows for offloading most of the overhead to the offline
phase (SignOff), which can be preprocessed before the messages are known.
Unlike the usual multi-signatures, SignOn now takes an aggregate so-far
as input and updates it with contribution by the current signer.

Definition 9 (Ordered Multi-Signature Scheme (OMS)). An or-
dered multi-signature OMS consists of a tuple of algorithms OMS = (Setup,
KeyGen, SignOff, SignOn, Vrfy) with the following input-output behavior.
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To formally handle the interactive signing, SignOff and SignOn share a
common state st.

Setup(l/\): on input the security parameter X, this algorithm outputs a
handle of public parameters pp, which in particular includes an initial
aggregate so far oy as a public constant. Throughout, we assume that
pp is given as implicit input to all other algorithms.

KeyGen(): on input the public parameters, the key generation algorithm
outputs a key pair (pk,sk).

SignOff(sk): on input a secret key sk, the offline signing algorithm out-
puts an offline token off and an internal state st. We note that this
algorithm is agnostic of the message m to be signed, and runs inde-
pendently of m.

SignOn(st, sk, L, m, offs,0): on input a secret key sk, an ordered list of
public keys L, a message m, some offline-token information offs, and
a so-far-aggregated online signature o, the online signing algorithm
outputs a tuple (o',b'): o' is a new so-far-aggregated signature o',
which may contain a special symbol: o' = ¢ if the inputs are not well-
formed, and V' is a bit indicating validity of the input so-far-aggregate
signature o' w.r.t. L and m.

Vrfy(L,m,0): on input an ordered list of public keys L, a message m,
and a signature o, the verification algorithm outputs 1 (accept) or 0
(reject).

While SignOff can run without a specified signer order, honest executions

of OMS demand SignOn be run in a sequential manner. That is to say,

SignOn takes in input offline tokens offs (usually one for each co-signer in

L) and the online output o;_; of co-signer i —1, and passes their output o;

on to the co-signer in position ¢ + 1. The signer in position ¢ = 1 receives

o¢ as initial input, where oy is some constant specified in pp, and the
signer in position ¢ = n outputs o, = ¢ as the final OMS.

4.2 Game-based Security of OMS

The original OMS syntax and security model defined by [BGOY07| are
tailored to non-interactive schemes. We adapt the security game of [BGOY07]
S0 as to capture interactive and offline-online signing as required by our
syntax. Notably, Ordered Mult-Signatures not only need to be unforgeable
in the standard sense but must also enforce the ordering on the signers.
In [BGOY07], this last requirement is considered for the worst case where
all but one co-signer are corrupted. Our security model is more complex
and takes into account forgeries that involve at least one, but potentially
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more honest co-signers, a more realistic and general setting than the one
in [BGOYO07]. We first define correctness. Following the correctness game
for IMS (Definition , our OMS correctness game allows an adversary to
adaptively query the key registration and signing oracles. The adversary
then wins if for any ¢ € [n], an aggregate so-far o; fails to pass verification
while there exists a sequence of preceding signatures (o1,...,0;—1) that
have been generated honestly.

Definition 10 (OMS Correctness). An interactive multi signature
OMS is said to be correct if for any probabilistic polynomial time adversary
A, the probability Pr[OMS-COR(A, ) = 1] is negligible in \, where the
OMS-COR experiment is defined in Figure [9

Unforgeability Our security model for OMS aims at capturing the two
following conditions. The signature shall be unforgeable, that is, as long as
at least one signer in L is honest (i.e., the adversary has no access to the
signer’s secret key) it should be computationally infeasible to generate
a signature o* that verifies for a new message (not queried during the
game) or against a new list of co-signers L*. Moreover order matters, so
an adversary A4 that has access to a subset C' of the keys identified by
an ordered signer list L should be unable to generate a signature o* that
verifies for a list L* # L where the public keys differ, or the position
of some honest signers is changed. That is to say, we expect to detect
all order changes except for shuffling of dishonest parties. This latter
property separates OMS from MS: in the OMS security game, A may
win by outputting a valid signature on (m, L* = (pk, pk’)) after querying
(m, L = (pk’, pk)) to the signing oracle; whereas in the usual MS security
game L* is not considered new, and thus the adversary cannot win with
such an output.

Following the original formulation due to [BGOY07], we require the
key pairs to be registered, that is, A must prove the knowledge of its secret
keys in advance, moreover any query or forgery attempt that involves at
least one unregistered key in L gets rejected. This requirement essentially
models the situation where users are asked to prove knowledge of their
secret keys and corresponding randomness during public-key registration
with a CA. Such registered key (RK) model [RY07] is weaker than the
typical plain public key (PPK) model, where A may use arbitrary public
keys for which it may not know the corresponding secret keys.

Definition 11 (OMS Security). An ordered multi signature OMS is
said to be secure if for any probabilistic polynomial time adversary A, the
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Figure 0] Game-based correctness for OMS

GAME OMS-COR(A, X) ORACLE OSignOff(ssid, uid)

. (b, pk, sk) « Kluid]

if b =0V sk = € then return L

. if Tssid, uid] # L then return L
(off, st) < SignOff(sk)

. Tssid, uid] := (st, off)

: return off

. pp + Setup(1*)

K:==0;T:=0;,9:=0

win :=0

. O := {OKeyReg, OSignOff, OSignOn} >
RO in O if needed

5: (L, m,offs,a) < A°(pp)

6: (pky,...,pk,) =1L ) o )

7. (offs, ..., offy) = offs ORACLE OSignOn(ssid, uid, L, m, offs, 0;_1, 1)

8: 09 1= pp.0o; On =0 L: (b, pk,sk) < Kluid];

9: If Vj € [n] 3uid; : K[uid;] = (1, pk;, -) 2t (pkys - .., pky) 1= L; (off1,. .., offy) := offs

AVj € [n] Juid;, ssid; : 3: if b=0V sk = € then return L

[N

e
Y U = W N =

Tssid;, uid,] = (-, off;) 4: if (Tssid,uid] # (-, 0ff;)) V (Q[ssid, uid] # 1)
AJ(o1,...,0n-1) V] € [n] : then return L > Invalid session
(L, m,offs,cj_1,05,1,j) € Q 5: if pk # pk, then return L > Wrong position
AVrfy(L,m,0n) = 0 then 6: if i = 1 A oi—1 # pp.oo then return L >
10: win:=1 Invalid initial input
I1: return win 7o if 3j € [n] : (+,pk;, ¥) ¢ K then

8 return | > Unregistered key
9: (sts,off;) := T [ssid, uid]
10: (04,bi—1) < SignOn(st;, sk, L, m, offs, ;1)
11: Qlssid, uid] := (L, m, offs, 051, 04, bi—1,1)
12: If Vj € [n] 3uid; : Kuid;] = (1, pk;, )
AYj € [n] 3uidy, ssid; :
T ssidj, uid;] = (-, off;)
/\3(0’1, e ,0'1'71) Vj S [’L — 1] :
(L,m,offs, 0j—1,07, 1,j) €Q
/\bi,_1 = 0 then
13: win:=1
14: return (o;,b;i—1)

ORACLE OKeyReg(uid, aux)

I: if Kluid] # L then

2: return L

3: if aux = € then > Register an honest key
I: (pk,sk) < KeyGen()

5. K[uid] := (1, pk, sk)

6: else > Register a corrupt key
7: parse aux = (pk,sk, p)

8. if (pk,sk) # KeyGen(1*;p) then

9:  return L
10: Kluid] := (0, pk, sk)
11: return pk

following probability is negligible in X:
AdvIMUF-CMA( 4 )) .= Pr[OMS-UF-CMA(A, \) = 1]

where OMS-UF-CMA is the security-game for unforgeability under chosen-
message attack of ordered multi-signatures defined in Figure [I0.

Remark 12. While we take inspiration from the OMS security model of
[BGOYO07], we also identify a weakness that motivates our new model.
In [BGOYO07] security holds for one single honest signer in L. While this
setting may seem stronger than ours, it does not capture more complex
scenarios where the adversary tries to swap the signing order of honest
parties, which is the goal of this work. In particular, in [BGOYO07] a
signature output by an honest signer authenticates the message m and
the signer’s position 7 in the chain, but not the order of honest signers that
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Figure Game-based unforgeability for OMS

GAME OMS-UF-CMA(A, \) ORACLE OSignOff(ssid, uid)

1: pp + Setup(1*) 1: (b, pk,sk) < KJuid]

2 K=0;T:=0,0:=0 2: if b =0V sk = € then return |
3 win =0 3: if Tssid,uid] # L then return L
A

RO in O if needed

: O := {OKeyReg, OSignOff, OSignOn} > 4: (off, st) < SignOff(sk)
5

. Tssid, uid] := (st, off)

5. (L*,m*,0") + A°(pp) 6: return off
6: if win = 1 then return 1

7: (pkq,...,pk,):=L"

8: if Ipke L*s.t.(-, pk,- L:

9: b* « Vrfy(L*,m", o) —j (Pky, .., pky,) = L; (offy, ..

10:if 0 = 1A 35 € [n] : ((1,pk;,") € KA
(m*,L*,j) ¢ Q) then return 1

11: else return 0

ORACLE OSignOn(ssid, uid, L, m, offs, o1, %)

)¢ K then return 0 (b, pk, sk) « K[uid];

=~

then return 1

., off,) := offs

if b =0V sk = ¢ then return L
- if (Tssid, uid] # (-, 0ff;)) V (Q]ssid, uid] # L)

> Invalid session

5: if pk # pk, then return L > Wrong position

ORACLE OKeyReg(uid, aux) 6: if i =1Aoi—1 # pp.oo then return L >

1+ if K[uid] # L then

Invalid initial input

2: return L 7. if 35 € [n] : (x,pk;, *) € K then

3: if aux = € then > Register an honest key 8. return | > Unregistered key
4 (pk, sk) ¢ KeyGen() 9: (sty,0ff;) := Tssid, uid]

5: K[uid] := (1, pk, sk) 10: (o4,bi—1) < SignOn(st;, sk, L, m, offs, o;_1)

6: else > Register a corrupt key . Qlssid, uid] := (m, L, 4)

’? parse aux = (kaSkvp))‘ 1224f (bio1 = )A(Fj € [i —1] = ((1,pky,°) €
8: if (pk,sk) # KeyGen(1%; p) then KA (m,L,j) ¢ Q)) then

9:  return L

11: return pk

0:  Kluid] := (0, pk, sk)

13: win:=1 > order forgery: party 4 verifies but

14: return (o;,bi—1)

honest party j < has not signed yet
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contribute before and after position 4. In more detail, [BGOYO07] considers
a forgery to be successful if (among other trivial checks) A never queried
the signing oracle with (m*, o', L) for the same m* as in the forgery,
|L’| =4* — 1 and ¢* is the position of the honest signer in L*, and o’ €
{0,1}* is arbitrary. This constraint is needed as in [BGOY07| extensions
of an ordered multi signature to a longer set of signers L' = L|pk’ are
trivial, which is not the case in our construction.

4.3 Ideal Functionality for Ordered Multi-Signatures

Finally, we present (Figure to model ordered interactive multi-
signatures. The functionality essentially works like with the dif-
ference being that 1) key registration phase requires corrupted parties to
supply random coins p for key generation, and 2) the signature generation
(or online phase) of P; depends on o;_; as well as the offline shares offs.
oy, will then be the signature, as has no aggregation interface since
OMS assumes every party in a sequence to perform partial aggregation
as it contributes to signing. To model the signing order guarantee, Step [6]
of the online phase always aborts if it detects some prior (honest) signer
in the list that has never agreed to generate a partial signature for the
same (L, m).

4.4 UC-security of Ordered Multi-Signatures in the Key
Registration Model

In Fig. [13] we define as a direct instantiation of OMS. To real-
ize a protocol in the key registration model, we assume parties have
access to the verified key registration functionality (Functionality
12). This ideal functionality captures a public key infrastructure, allow-
ing parties to register their public keys in such a way that other par-
ties can retrieve public keys with the guarantee that they belong to the
party who originally registered them. is inspired by the function-
alities from |[BCNPO04,|CHO6|, providing the ability to register a single
public key per party from |[CHO6| (as in a public key infrastructure) while
supporting the knowledge of secret key (KOSK) requirement [Bol03| or
the key verification [BCJO8, DEFT19] via a mechanism similar to that
of [BCNPO04]. That is, any party registering their public key is required
to prove possession of the corresponding secret key, which is captured
by either generating a valid key pair using fresh randomness (in case of
an honest request) or requiring the adversary to provide randomness for
the key generation algorithm (in case of a corrupted party request). Such
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Functionality [IT] [Foms|for ordered multi-signatures in the key registration model

The functionality interacts with n signers P = {Pi,...,Pn}, an arbitrary verifier V, and a simu-
lator S. The adversary can corrupt ¢ < n signers, denoted by the set C' C P. The functionality is
parameterized by pp < Setup(1*) and KeyGen. We denote a set of honest parties by H = P\ C.
We assume sid encodes identities of all possible signers P. We distinguish different offline phases
by using unique ssids. In what follows, L denotes the list of signers’ public keys, ordered according
to the index of the corresponding signer, i.e., let pk; denote the public key of signer P;, then
L = (pkq,...,pk,). Signature generation, and verification only accept input containing L such
that for all ¢ € [n], the public key pk; is registered for P; in the functionality.

Adversarial Key Registration On receiving (REGISTER, sid, P;, pk, sk, p) from S:
1. If P; € C, (pk,sk) = KeyGen(1*; p) and there exists no record (KEYREC, P;, *), then create a
record (KEYREC, P;, pk)
2. Else, ignore the request.

Key Registration Upon receiving input (REGISTER, sid) from a signer P; € P\ C:

1. If there exists a record (KEYREC, P;, %), then output (FAIL, sid). > Prevent overwriting
2. Send (REGISTER, sid, P;) to S and wait for (KEYCONF, sid, pk;) from S.
3. If there exists a record (MSIG, L, , x, ) such that pk; € L, then abort. > Enforce distinct

public keys
4. Create record (KEYREC, Py, pk;) and output (KEYCONF,sid, pk;) to P;.

Signature Setup (Offline Phase) Upon receiving (SIGNOFF, sid, ssid) from P; € P:
1. Retrieve (KEYREC, P, pk;) or output (FAIL,sid) if no such record exists.
2. If P; € H and P; previously made a request with the same ssid, then output (FAIL, sid). >
Honest parties will only use ssid once.
3. Else, send (PRESIG,sid, ssid, pk;) to S, wait for response (PRESIG, sid, ssid, off;). Then create a
record (PRESIG, ssid, P, off;).
4. Output (SIGNEDOFF, sid, ssid, off;) to P;.

Signature Generation (Online Phase) Upon receiving input (SiGNON,sid,ssid,L =

(pky,- ., pky,), m,offs = (offy,...,offy),0i—1) from any P; € P:

1. Check that there exists a record (KEYREC, Pj, pk;) for all j € [n]. If not, return (FAIL, sid).
2. If P; € H and there exists no record (PRESIG, ssid, P;, off;), return (FAIL, sid). > Honest
parties don’t resume if the offline phase is not completed for ssid.
3. If P; € H and P; previously made a request with the same ssid, return (FAIL,sid). > Honest
parties only issue one partial signature per ssid.
4. If i =1 and 0;—1 # pp.oo, return (FAIL, sid).
. Send (S1IGNON,sid, ssid, P;, L, m, offs, 05_1) to S, and wait for (SIGNATURE, sid, ssid, 03, bi—1).
6. Set fi—1 as follows:

— If there exists a record (SIG, -, Pi—1, L, m, offs, -, i_1,b;_1), set fi—1 :=b;_;

— Else, if for some 1 < j < ¢ < n with P; € H, there exists no record
(s1G, -, Pj, L,m,offs, - -, -), set fi—1 := 0. > If some honest signer prior to ¢ has not signed
yet, it must be detected

— Else, set fi—1 :=b;_1.

7. If (a) Vj € [n] P; € H, (b) Vj € [n] I(PRESIG, -, P;,off;), (¢c) I(o1,...,0i-2) Vj € [i — 1] :
3(s1G, ssid, P;, L, m, offs, 01,05, 1) > Correctness

— If there exists a record (s1q, -, P;, L, m,offs, 051, 0;,0), then abort

— Else, create a record (s1G, ssid, P;, L, m, offs, 051,04, 1)

8. If i = n and conditions (a)-(c) above are satisfied: > Correctness

— If there exists a record (MsIG, L,m, 05, 0), then abort

— Else, create a record (MSIG, L, m,op,1)

9. Output (SIGNATURE, sid, ssid, o, fi—1)

(2

Signature Verification Upon receiving input (VERIFY,sid, L = (pk;)ig[n], m, o) from some V:
1. Check that there exists a record (KEYREC, P;, pk;) for all ¢ € [n]. If not, return (FAIL, sid).
2. If there exists a record (MSIG, L, m, ,b), set f := b. > Consistency
3. Else, if for some P; € H, there exists no record (SIG, %, P;, L, m, *, %, *, x), then set f:=0. >
Unforgeability
4. Else, send (VALID?,sid, L,m, o) to S, wait for (VALID?,sid, L, m, 0,b’) from S and set f :=b'.
5. Create a record (MsIG, L, m, o, f) and output (VERIFIED, sid, f).
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Functionality for verified key registration

is parametrized by some key generation algorithm KeyGen (e.g., signature key
pair generation) and interacts with a set of parties P and an ideal adversary S.

Key Registration: Upon receiving a message (REGISTER,sid) from an uncor-
rupted party P; € P:
1. Sample p uniformly at random

2. (pk,sk) < KeyGen(1*; p)

3. Send (REGISTERING,sid, pk, P;) to S. Upon receiving (sid, ok, P;) from S, and
if this is the first message from P;, then record the tuple (P;, pk) and return
(REGISTERED, sid, pk, sk) to P;; else, return (REGISTERED, sid, L) to P;.

Adversarial Key Registration: Upon receiving a message (REGISTER,
sid, pk, sk, p) from a corrupted party P; € P:
1. If KeyGen(1*; p) # (pk,sk), then return (REGISTERED, sid, 1 ).

2. If there exists no record (P, %), then record the tuple (P;, pk)

Key Retrieval: Upon receiving a message (RETRIEVE,sid,P;) from a party
Pi € P, send message (RETRIEVE, sid, P;) to S and wait for it to return a message
(RETRIEVE, sid, ok). Then, if there is a recorded tuple (P;, pk) output (RETRIEVE,
sid, Pj,pk) to P;. Otherwise, if there is no recorded tuple, return (RETRIEVE,
sid, P, L).

functionality can be realized using efficient non-interactive proof of knowl-
edge [RY07]. We introduce this requirement to model the key regstration
oracle present in the OMS security model originated in [BGOYO07].

The following theorems are OMS analogues of and [§| from
previous section. As the proofs are similar, we defer them to

Theorem 13. Let OMS be an ordered multi-signature scheme (Defini-
tion @ that is correct and OMS-UF-CMA secure in the random oracle
model (Definition . Then the protocol (Figure UC-realizes
(Figure in the hybm'd model in the presence of against

a static active adversary corrupting a majority of parties in P.

Theorem 14. Let be an ideal functionality, be defined as

[Fiig. 7. If the protocol[roms|in the[Firegthybrid model UC-realizes[Foms|in
the presence of then OMS is correct (Deﬁm’tion@) and OMS-UF-CMA

secure (Deﬁm’tion in the random oracle model.
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Protocol for interactive ordered multi-signature protocol

The protocol is parameterized by OMS = (Setup, KeyGen, SignOff, SignOn, Vrfy) and
pp « Setup(1*) executed by n signers P = {Pi,...,P,} and an arbitrary V.
Whenever an algorithm of OMS queries to a random oracle, relays queries
to and responses from We assume that pp includes a description of og and
initializates the internal states st; to empty strings. The Signature Generation and
Verification interfaces validate the input L = (pky,. .., pk, ) by retrieving a key pk;
for P; from for each i € [n] and checking pk; = pk;. If validation fails, the
protocol returns (FAIL, sid).

Key Registration Upon (REGISTER,sid) a signer P; € P proceeds as follows:
1. If there exists a record (KEYREC, %, %), then (FAIL, sid).
2. Send (RECISTER, sid) t0 [Fureg]
3. Upon receiving (REGISTERED, sid, pk;, sk;), create record (KEYREC, sk;, pk;)
and output (KEYCONF, sid, pk;).

Signature Setup (Offline Phase) Same as [mius]

Signature Generation (Online Phase) Upon receiving (SIGNON, sid, ssid, L =
(pk;)jer, m,offs = (off;) jc[n], 0i—1), a signer P; € P proceeds as follows:
1. If there exists no record (PRESIG, ssid, , off;), return (FAIL, sid).
2. If there already exists record (SIG, ssid, %, *, %), return (FAIL, sid).
3. Retrieve (PRESIG, ssid, st;, off;) and run (0iybi-1) —
SignOn(st;, sks, L, m, offs, o;_1).
4. Output (SIGNATURE,sid, ssid, 0;,b;—1).

Signature Verification Upon receiving input (VERIFY,sid, L,m, o), V runs b +
Vrfy(L, m, o) and outputs (VERIFIED, sid, b).

5 OMuSig2: Two-Round OMS based on Schnorr

In this section, we present a modified version of MuSig2 that realizes an
Ordered Multi-Signature. The protocol is depicted in Figure

We assume that the list of co-signers is known in advance and therefore
construct an algorithm in the offline-online model. Following the route
given by L in a round-Robin fashion, the signer in position ¢ will only
send messages to the signer in position ¢+ 1. The OMS setting makes the
algorithms simpler and more efficient than MuSig2. In particular, each
signer can compute its so-far accumulated public key pk = H;g_:11 pk;, and
reuse it for later OMS signing instances, making runtime in the online
phase independent of n, the total number of co-signers, and 4, the signer’s
position in L.

Following the security model defined in Section [ we assume that
an adversary only outputs a forgery with a key list L* consisting of pre-
registered public keys. That is, the reduction knows secret keys associated
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Construction Ordered Multi-Signature from the (Algebraic) One-More Discrete
Log Assumption

Setup(1*) : Vrfy(L,m, o) :

1: (G,p,g) « GroupGen(1*) 1 Parge.L = (pky;- .., pk,) € G"

2: (n,£) + poly()) 2: for i,j € [n] do

3: Huon, Hen : {0,1}* — Z2 3. if pk; = pk; Ai # j then return 0

4: 09 := (1g,0) €G x Zy 4: Parse 0 = (R,2) € G X Zy

5: return pp := (G, g,p,n,£,H,00)  5: ¢+ Ha(m, R, L)

KeyGen() : 6: if g* = R- ([]—, pk;)¢ then return 1

s " 7: return 0

1: sk <= Zp; pk := ¢°

2: return (pk, sk)
Two-phase interactive signing run in a loop determined by L = (pky,...,pk,). Note

that the first part of SignOn (lines[1{7) can be preprocessed given all offline tokens from
the co-signers and independently of the message.

For i € [n] do For i € [n] do
SignOff(sk;) : SignOn(st;, ski, m, L, offs, o5_1) :

I: for j € [{] do > Lines [IJ7] processing independent of m, ;1
2 i &z, I: Parse st; = (rij| R} ;)5=1 € (Zp x G)*

5 Ry = gni 2: Parse offs:((Rl,j)ﬁzl,.,.,(Rn,j)ﬁ:l)e(;“"

1 sty := sti|rij|Ri,j 3 pk:= H;_:ll pky,

5: Offl = (Ri,h ey Riyg) L for -7 € [é] do

6: return (off;, st;) 5: Rj = 1':_:1 Rg,;

6: Rj:= H;C;ll Ry, ; > So-far aggregation

offs := (offq,...,off,) 7: if R; = 1g or R; = 1g then return (¢, 0)

> Lines processing that depends on m, o;_1
8: Parse 0,1 = (R,2) € G x Zy
9: v = Hnon(m, offs, L)
10: if 4 =1 then
1: R=[I"_, Ry
12: ¢4 He(m, R, L)
13: else » > Check so-far aggregation
14: if R# H§:1 R}’]il then return (g, 0)
15: R:= H§:1 R}’Jfl
16: ¢4 He(m, R, L)
17: if ¢* #R- pk then return (e,0)
18: z; :=c-sk; + Zﬁ:l vt Ti,j
19: z:=24 2z
20: 03 = (R, %)
21: return (o;,1)
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with all public keys in L* except for the challenge key pk*. In the proof
we will make use of the General Forking Lemma (Lemma 2)) and the
One-More Discrete Log (OMDL) assumption (Definition 3|). While this
proof strategy closely follows that of MuSig2, guaranteeing correct order
of honest signers turns out to be non-trivial. In fact, it is easy to see that
the original MuSig2 doesn’t qualify as a secure OMS, since an adversary
can easily swap the order of honest parties’ contribution by querying
signing oracles in different order than what’s specified in L. To overcome
this hurdle, our proof makes use of the so-far aggregation check (L.
In Appendix [C| we also sketch how to strengthen this basic construction
to meet security under the PPK model using existing tricks of MuSig2.

Theorem 15. The OMS scheme of Construction[If with £ = 2 is OMS-UF-CMA
secure (Fig@/ under the OMDL assumption and in the programmable
random oracle model. Concretely, for any adversary A against OMS-UF-CMA
security that receives at most Qy honest public keys from the key genera-

tion oracle, makes at most Qp, queries to the random oracles, and starts

at most Qs sessions in total with OSignOff, OSignOn oracles, there exists

an adversary C against the OMDL assumption such that

2
Advgmg'UF'CMA(A) < Q(Q;_ @) + Q3 - \/Q . (AdvggﬂeeL(C) + Q:)

where QQ = Qs + 2Qy, + 1.

Here we first provide a high level overview. The complete proof is
deferred to Appendix The reduction has the same structure (except
additional guessing arguments explained below) as the one used in the
proof of MuSig2 [NRS21|, with three wrappers around .A. The inner-
most wrapper, B, simulates the OMS security game to 4 by embedding a
Dlog challenge in one of the honest keys registered by A and by answering
signing queries using queries to the Dlog solver oracle through the outer
wrappers. Similar to the proof for MuSig2, B only queries the Dlog solver
with a known linear combination of Dlog challenges. Therefore, one may
in fact adjust the proof to prove security under the algebraic OMDL
assumption, a weaker and falsifiable variant of OMDL [NRS21]. Next
there is an algorithm Fork of the forking lemma [BNO06,|NRS21], that
passes all Dlog challenges to B as well as inputs to be used to answer
some of A’s oracle queries. The main task of Fork is to rewind B (and
thus A, see Fig. and carefully match inputs to B with the series of
OMDL values obtained by Fork via the final wrapper C, which is playing
the OMDL game (see Def. [3).
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Our proof differs from MuSig2 essentially in two ways due to a different
security model. Since the OMS scheme additionally guarantees a correct
sequence of honest signers unlike usual multi-signatures, we consider a
more complex situation where multiple signing oracles co-exist instead
of one. The reduction embeds a DLog challenge in one of the honest
signing oracles and answers queries to the remaining oracles using self-
generated keys. In this way, the reduction still succeeds using standard
guessing arguments. While MuSig2 incurs a quartic security loss due to
double-forking, our proof does not suffer from it since the security notion
of OMS we inherit from [BGOY07] is not in the plain-public key model.
Depending on the application context, one may want to guarantee the
security without the key registration requirement, while withstanding the
so-called rogue-key attacks [MORO1]. To retain security in the plain-public
key model, the present construction should be modified by having each
party use distinct Fiat-Shamir challenges instead of a single cas in Fig.
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A UC Treatment of OMS

A.1 Proof of [Theorem 13

Proof. In Figure[15 we describe a PPT simulator that has black-
box access to A, and simulates in a way that is indistinguishable to
any efficient environment Z. The OMS scheme used in the proof follows
the syntax given in Definition[d] The proof closely follows that of Theorem
[7] for an unordered interactive multi-signature scheme. Let us go over each

interface.

— KEYGEN: The only difference is when aborts after receiving pk;
from This event occurs with negligible probability assuming
sufficiently high min-entropy of honestly generated pk.

— SIGNOFF: Since runs SignOff as in there is no difference.

— SIGNON: runs SignOn. There are three events that introduce
a potential discrepancy in the view of Z: 1) all signers are hon-
est while aborts on i = n after detecting an existing record
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Simulator Sowmsl

interacts with an internal copy of A, towards which it simulates the honest
parties in P = {P1,...,P,} and relays all the random oracle calls requests from
SignOff, SignOn, and Vrfy to the external global random oracle functionality
Whenever A querieswith input (pk, sk, p) on behalf of a corrupt party P; € C,
executes the code of for Adversarial Key Registration to simulate
its response and then queri with input (REGISTER, sid, P;, pk, sk, p), so that
pk gets registered for P;.

Key Registration: On receiving (REGISTER, sid, P;) from [Foms| run KeyGen to
obtain the key pair (sk;, pk;). Return (KEYCONF, sid, pki

Sign Setup: Same as

Sign Gen: On receiving (SICGN,sid,ssid, pk;, L,m,0;—1) from [Foms| re-
trieve the corresponding stored st; and offs, then run (o;,bi—1) <
SignOn(st;, sks, L, m, offs,0;_1), then return (SIGNATURE,sid,ssid,o;) to
[Foms

Verify: Same as [Sius]

(MS1G, L, m, 0y,). 2) [Foms|outputs f;—1 = 1 after the honest i —1 sign-
ers generated signatures oq,...,0;-1 on the same input (L, m, offs)
in legitimate order, even if b;_1 = 0 (i.e., the aggregate-so-far o;_
is invalid w.r.t. L, m,offs). 3) outputs f;—1 = 0 after detect-
ing no record (SIG,*, Pj, L,m, %, *,x) for some 1 < j < i < n with
P; € H, even if b;_1 =1 (i.e., the aggregate-so-far o;_1 is valid w.r.t.
L, m,offs). Case 1) occurs with negligible probability assuming cor-
rectness of honestly generated o1, ..., 0, and unforgeability. Case 2)
introduces a discrepancy since may end up outputting b;—; = 0.
However, if Z causes an honest execution of SignOn to output b;_1 = 0
on honestly generated inputs, this implies Z sets the flag win to 1 in
the OMS correctness game. That is, using such Z as a subroutine, one
can construct a reduction B breaking correctness. Case 3) introduces
a discrepancy since may end up outputting b;_; = 0. However,
if Z manages to come up with an input (L, m, offs,o;_1) that causes
the honest execution of SignOn to output b;_1 = 1, this implies Z
created a forged so-far-aggregated signature that sets the flag win to
1 in the OMS-UF-CMA game (i.e. detection of bad order). That is, us-
ing such Z as a subroutine, one can construct a reduction B breaking
OMS-UF-CMA. This is done in a manner analogous to the last case of
VERIFY.

— VERIFY: We consider the following cases:
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e [f there is no corruption and for the same ssid and offs, all P; € P
sequentially completed SignOn with input (L, m) with partial sig-
natures (o1, ...,0,): In this case, there is a potential discrepancy
in the view of Z since always outputs a decision bit 1 while
returns the output of Vrfy(L, m, o). However, if Z outputs
(L, m, o) causing Vrfy to return 0, this implies Z breaks the cor-
rectness of OMS after adaptively querying the oracles for key regis-
tration, offline signing, and online signing. This event thus happens
with negligible probability.

e If for input (L, m) all honest parties P; ¢ C complete SIGNON with

partial signature o;: In this case, asks to simulate a
decision bit. Since also runs Vrfy as in there is no

difference in the view of Z.

e If for input (L, m) some honest party P; ¢ C has not completed
SIGNON: In this case, there is a potential discrepancy in the view
of Z since always outputs a decision bit 0 while re-
turns the output of Vrfy(L, m, o). However, if Z manages to come
up with (L, m,o) causing Vrfy to return 1, this implies Z cre-
ated a valid forgery in the OMS-UF-CMA game. That is, using
such Z as a subroutine one can construct a reduction B breaking
OMS-UF-CMA. On receiving public parameters pp, B with access
to OKeyReg, OSignOff, OSignOn and the random oracle H, plays
the role of |Foms) [Soms, and [Gro| and proceeds as follows.

x Upon receiving a key generation request for P;: If P; is honest,
then query OKeyReg with uid = i and aux = ¢ to retrieve a
key pk;. If P; is corrupted and queries with (REGISTER,
sid, pk;, sk;, p;), then query OKeyReg with uid = i and aux =
(pk;, ski, pi) to register a corrupted key.

* Whenever Z makes a query to[Grol relay queries and responses
to and responses from H.

* Whenever [Somg|is prompt with a SIGNOFF command for party
Pi ¢ C, query OSignOff with ssid and uid = ¢ to receive off;
and forwards it to Otherwise, SIGNOFF command is
handled as in [Soms]

* Whenever is asked to run SIGNON command for party
Pi ¢ C, query OSignOn with input (ssid, uid = 1, L, m, offs, o;_1)
to receive (o0, b;—1). Otherwise, SIGNON command is handled

as in [Sowms}
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« If Z outputs (L, m, o) causing Vrfy(L, m,o) = 1 while Jpk;. €
L such that P;+ ¢ C and (L, m) has never been queried to
0OSignOn, forward this tuple to the IMS-UF-CMA game.

In this way, the reduction B succeeds in winning the OMS-UF-CMA
game. Hence, the advantage of B is non-negligible if Z finds in-
consistency of verification in real and ideal executions with non-
negligible probability.

O

A.2 Proof of [Theorem 14|

We now prove the opposite direction to Section and show that a UC-
secure OMS implies a construction that is secure according to the game-
based definition. Towards this, we overload the following algorithms with
oracle access to a UC experiment which either interacts with or

Fowmsk

OKeyReg(uid, aux): it follows Game [10]except the following differences. If

aux = € then it retrieves pk by queryingwith (REGISTER,
sid); else, it parses aux = (pk, sk, p) and makes a query to with
(REGISTER, sid, pk, sk, p) on behalf of arbitrary corrupt parties whose
key is not registered yet.
OSignOff(ssid, uid): it follows Game except that it retrieves off by
querying with input (SIGNOFF,sid, ssid) on behalf of a
party associated with uid.
OSignOn(ssid, uid, L, m, offs, 7,4): it follows Game[10]except that (o;, b;—1)
is obtained by queryingwith input (SIGNON, sid, ssid, L, m, offs, ;1)
on behalf of P;.

As in Section [3.5] the key generation algorithm only outputs an empty
string | as secret signing key, since such a key is not defined in [Foms
Proof. Correctness can be ensured by inspection of the algorithm and
the functionality. That is, if OMS is not correct, there exists an adver-
sary A that causes either SignOn or Vrfy to output a decision bit 0 with
non-negligible probability, even if its inputs are produced by honest par-
ties (Definition [10]). Using such A, we can construct an environment that
distinguishes whether it’s interacting with or as follows: the
environment calls key registration upon A querying OKeyReg, signature
setup upon A querying OSignOff, and signature generation upon A query-
ing OSignOn for all honest parties, and then verifies the final o with re-
spect to the message and the public key set used earlier. If in the real
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world, the environment observes either b;_; for some ¢ € [n] or the return
value of verification being 0 with non-negligible probability; if in the ideal
world, those decision bits are always 1. Thus, this is a valid distinguisher
with non-negligible advantage.

Toward proving unforgeability, consider that the oracles are already
fully defined. Assume that there exists an attacker A which can win Game
OMS-UF-CMA with non-negligible probability. This happens either in two
cases: either the oracle OSignOn set win = 1, or line of the game
OMS-UF-CMA returns 1. We then show the existence of an environment
Z such that for any ideal adversary S, Z can tell whether it is interacting
with [roms|or [roms} To this end, we construct Z that runs a copy of game-
based adversary A and simulates the view of A in OMS-UF-CMA game.
This is done by mapping return values of OKeyReg, OSignOff, OSignOn
to responses from the corresponding interfaces in an UC experiment as
above. Moreover, Z relays any random oracle queries made by A to [Grol
and returns [Grol's response to A.

First, consider the case where OMS-UF-CMA sets win = 1 at Line
Upon receiving a forgery tuple (L*,m*,o*) from A, the game simulated
by Z would output 1 if Vrfy(L*,m*,0*) = 1. This requires that pk €
L*. Moreover, Signature Generation (Online Phase) of [roms)/[Fowms|

has never been called for L*,m* by the oracle OSignOn as the attacker
would otherwise have lost the game. Z finally queries with
input (VERIFY,sid, L*, m*,0*) to obtain its result and outputs what it
outputs. Here, if Z is interacting with the ideal process, never
outputs (VERIFIED,sid, 1) due to Step 3. However, if Z is interacting
with the real process, outputs (VERIFIED, sid, 1) as long as A wins
the OMS-UF-CMA game.

Second, consider the case where OMS-UF-CMA sets win = 1 at Line
[13]of OSignOn. Upon receiving a tuple (uid, L, m, offs, 0;_1, i) from A, the
game simulated by Z would output 1 if SignOn outputs b, = 1 while
any uncorrupt party with index j < i has never signed (m, L). Moreover,
Signature Generation (Online Phase) of has never been
called for L, m and for uncorrupt P; by the oracle OSignOn as the attacker
would otherwise have lost the game. Here, if Z is interacting with the
ideal process, never outputs b;_1 = 1 due to Step 5 of Signature
Generation (Online Phase). However, if Z is interacting with the real
process, outputs b;_1 = 0 as long as A wins the OMS-UF-CMA
game. Therefore, Z has non-negligible advantage in the UC experiment.

O
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B Proof of Theorem [15]

Proof. We prove that any successful forger A can be used to break the
OMDL assumption. We consider two types of forgeries: (1) (m*,o* =
(R*, 2*), L*) output at the end of the game, and (2) (m*, L*, offs*, 0% _;)
sent to the OSignOn oracle with index ¢* (and which triggers the win := 1
flag).

Type-(1) Forgery If the adversary A causes a Type-(1) forgery, we con-
struct the following reduction to OMDL. Let @) be the number of queries
to OKeyReg with aux = ¢ (i.e., maximum number of honest keys). The
reduction goes through multiple layers of wrappers below.

— B(pk*,Ui,...,Usq,,c1,...,¢Q,01,...,vQ): A wrapper algorithm that
simulates the view of A without using a secret key belonging to one of
the uncorrupted (honest) parties. B initially picks uniform ¢ € [1, Qg].
Whenever A submits a new honest signer key request (uid, €), if this
is the t-th query, then it answers with the challenge public key pk*.
Otherwise, it generates a new key pair using KeyGen algorithm and
returns the corresponding public key as OKeyReg would. In this way, B
knows @ — 1 secret keys of honest parties. B answers queries to Hep,
Hnon, OSignOff and OSignOn in the natural way (explained below).
Upon receiving a valid forgery (m*, L*,0* = (R*,z*)) at the end of
the game, it outputs (ctr_ch®,ctr_non* out), which are as described
below.

— Fork(pk*,Ut, ..., Usq,,v1,...,vQ,01,...,0q): A forker algorithm that
rewinds B as in Figure

— C: A OMDL adversary again that runs Fork internally. It initially
makes 2Qs+1 queries to Ogy, to obtain DLog instances (pk*, Uy, . . ., Uag, ).
After sampling v1, 01, . .., vQ, g € Zjy, uniformly, C runs Fork(inp, v1, 01, . ..,vQ,09)
where inp = (pk*, Uy, ..., Usq,). Then on receiving (1,out,out) from
Fork, it outputs DLog solutions (sk*, w1, ..., ugq, ) such that pk* = il
and U; = g% for j = 1,...,2Q,. Note that C is allowed to make at
most 2Q)s queries to Oq; in order to win the OMDL game.

Description of B B perfectly simulates the view of A in the OMS-UF-CMA
game as follows, except at a few abort events highlighted.

— Initialization: B runs A on input pp. It initially samples uniform ¢ €
[1, Qx| and sets ctr_u = 0, ctrch = 0 and ctr_non = 0. It also initializes
empty key-value lookup tables HT¢, and HT o
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— Hpon: On receiving a query to Hpon with input X := (m, (R11,R12,-- -,
Ry 1,Rn2), L), if HTnon[X] is already defined B returns this value.
Otherwise, B increments ctr_non, and computes R = [[;" | Ri1-([]/-, Riz2) ",
using the v; values in its input. If [["; Ri2 # lg and HTch[m, R, L]
is already deﬁnecﬂ B aborts. Assuming Vctr_non 1S sampled uniformly
from Zy, this happens with probability at most 1/p for each query and
thus overall at most Q*/p by the union bound. Otherwise, it makes a
query to Hen with input (m, R, L), sets HThon[X] := vctr_non, and re-
turns vetr_non- Here we use the programmability of the random oracle.

— Hep: On receiving a query to Hep with input X := (m, R, L), if HT 4 [ X]
is defined B returns this value. Otherwise, B increments ctr_ch, sets
HTh[X] := cetrch, and returns ceir_ch. Here we use the programmabil-
ity of the random oracle.

— OKeyReg: Whenever A queries OKeyReg with new uid with empty aux,
if this is the ¢-th query with empty aux, B lets uid* = uid, registers
Kluid*] = (1, pk*,0), and returns pk*. Otherwise, it proceeds as the
actual OKeyReg would.

— OSignOff: Whenever A queries OSignOff with a new session identifier
ssid and user ID uid corresponding to one of the honest keys, if uid =
uid® then B lets R; ; := Ucry4; for j = 1,2, and then sets ctru =
ctr_u+ 2. Otherwise, it proceeds as the actual OSignOff would. B also
updates T as OSignOff would and returns off; = (R; 1, Ri2).

— 0SignOn: Whenever A queries OSignOn with a valid ssid, uid, m, L =
(pky, ..., pk,), offs = (Ri1,R12,... R, Ry2), 0i-1 = (R, z) with
an index ¢ corresponding to one of the honest keys, B runs all the
sanity checks performed by OSignOn, and executes the operations of
SignOn, except at line [1§] where B’s behavior differs depending on the
type of the key:

e If uid = uid* and pk; = pk*, B makes a query to Og with input
Ri1- Ry pk; to obtain its discrete logarithm: z;.

e Else, B computes z; using the knowledge of sk; and ;1,7; 2 as the
actual SignOn would.

Whenever any of the checks performed by OSignOn fails, B also returns
1 to A as 0SignOn would.

— When A outputs a forgery tuple (m*, L*, o* = (R*,z*)), B returns
(0, L, 1) if any of the validity checks in the OMS-UF-CMA game fails.

" Note that this is exactly why SignOn of Fig. [14] aborts in Line [7] because otherwise
this abort event trivially happens with non-negligible probability.
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Moreover, if pk* ¢ L* or (m*, L*) has been signed by pk™ previously, B
aborts. Since the challenge pk* is embedded in one of Qi honest keys
uniformly at random, the probability that B does not abort here is at
least 1/Qy. Otherwise, let ctr_ch® and ctr_non* be the values of ctr_ch
and ctr_non at the moment HT,[m*, R*, L*] is defined, respectively.
That is, HTch[m™, R*, L*] = cercns and vi, ..., Uctrnon* have been
used by the time HT,[m*, R*, L*] is set. Moreover let j* € [n] be
the index such that pk* = pk;. € L and K* be the list of secret keys
corresponding to other public keys L* \ {pkj;.}. Finally, B outputs
(ctr_ch®, ctr_non* out = (ctr_ch*, ctr_non*, j* L* K* R* c*, z*).

Description of C

— Cruns Fork on its input and uniformly sampled v1,...,vg,01,...,0¢ €
Zq. Whenever B asks for a query to Oq; through Fork, C forwards that
query and the response accordingly, but in case the second run of B
makes a query identical to one of the previous queries, C uses a cached
response from the previous run instead of redundantly querying Og;.
After obtaining (b, out, out) from Fork, if b = 0 C aborts. If b = 1, then
C parses

out = (ctr_ch®, ctr_non™, (5%, L*, K*, R*, c*,2"))

and
out = (ctrch*, ctr_non®, (%, L*, K*, R*, &*, 2%)),

from Fork (where ctr_ch*, ctr_non*, j*, L*, K*, R* from two outputs are
guaranteed to be identical thanks to the way B simulates the view and
the successful run of Fork). Due to the verification condition, if b = 1

we have that
n Cetr_ch*
9 =R (H pk@)
i=1

n Cetr_ch*
g° =R"- (H Pki> .
i=1

— C extracts the secret key for the challenge public key pk* as follows.

n

sk* = (Z* - 73*) ' (Cctr,ch* - éctr,ch*)_1 - Z Ski
i=1,i£j*

where co-signers’ secret keys sk; for ¢ # j* are indeed known thanks
to the key registration requirement.
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— Now that C knows DLog of pk, what’s left is computing DLogs of
(U1, ...,Usq,). For each ctr_u € [0,Qs — 2], consider the response z;
computed inside OSignOn by consuming Uctr_y+1, Uctrus2 and query-
ing Oq; during the first run of B. For some ctr_ch, ctr_non, z; satisfies

*
Zi =Tl + Vctr_non ° T2 + Cctrch - sk (1)

where 7;1 and ;2 are DLogs of R;1 = Uctrut1 and R;2 = Uctrut2,
and Uctrnon = Hnon(m, offs, L). If ctr.ch < ctrch® at that moment,
then C hasn’t made any extra query to Og; during the second run
of B. Thus, C simply queries Og with R;; to learn r;; and uses
this information to compute 72 := dLog(R;2) = dLog(Uctryt2). If
ctrch > ctrch® at that momentﬂ the response Z; computed in the
second run also satisfies

5o N Lk
Zi =Tl + Vctrnon * 74,2 + Cctr,ch sk (2)

_ . P
where ctr_non > ctronon* and 9 g+, = Hnon (72, 0ffs, L). If vetrnon =

U s, (Which happens with probability at most 1/p for each combi-
nation of ctr_non and ctr_non and thus overall at most Q?/p by the
union bound), C aborts. Otherwise, C can successfully solve the sys-
tem of two linear equations with two unknowns r;; and r;o (recall

that at this point sk*,vctmon,vcmn, Cetr.ch and éct/rE are all known
to the reduction).

We now invoke the forking lemma (Lemma . By construction we have
that

scc(B) = (ABHE ) - L) s

by accounting for the abort events happening when queries to Hnon are
made and when the forgery is submitted by A. Since C succeeds in break-
ing the OMDL assumption as long as Fork outputs two valid outputs and
it doesn’t abort, overall

AdvOMPL(C) > frk — Q?/p

Finally, we remark that the above lower bound is > 0 and can easily
be made noticeable since p’s size is determined directly by the security
parameter.

8 Tt must be that ctr_ch # ctr_ch* if A creates a successful forgery. Otherwise, ctr_ch* =
Hen(m™, R*, L™) is used while computing the response, contradicting the winning
condition that (R*, L*) has never been signed by the owner of pk*.
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Type-(2) Forgery If the adversary A causes a Type-(2) forgery, we con-
struct the following reduction to OMDL. The reduction goes through mul-
tiple layers of wrappers analogous to Type-(1) forgery. We will only ex-
plain the differences below.

Description of B

— Initialization: B performs the same initialization operations as before.
Additionally, it samples uniform s € [1, Q] \ {t}, indicating one of the
honest public keys whose owner is responsible for detecting Type-(2)
forgery. We call it a detector key.

— Hnon, Hen, OKeyReg, OSignOff: Queries to these oracles are answered
as before. Additionally, if A makes the s-th query with empty aux to
OKeyReg, B remembers an honestly generated key pk’ as the detector
key.

— OSignOn: Whenever A queries OSignOn with an valid ssid, uid, m*,
L* = (pky,...,pky), offs" = (R} |, R{ 5, ..., R}, 1, R}, 5), 001 = (R*, 2%)
with an index ¢* corresponding to one of the honest keys, B performs
the same operations as before, except that before sending a response to
A, it carries out the following checks. B3 verifies the so-far aggregation,
i.e., check 7" = R* ', pk¢”, where R* = (]! R:‘l)(]_[z*:_ll R,)",
v* = Hpon(m*, offs™, L*), and ¢* = Hep (m*, R*, L*). If the check passes
and inputs are well-formed, B proceeds as follows.

o If there exists some j* < ¢* such that pk;. has never signed
(m*, L*) while the check passes (i.e., the flag win would be set
in the OMS-UF-CMA game), then B proceeds as follows. First,
if pk;« # pk’ then B aborts. Second, if for all j < i* pk; # pk*
or pk* has already signed (m*, L*) then B aborts. Since the chal-
lenge pk*™ is uniformly embedded in one of Q) honest keys and the
detector key pk’ is uniformly embedded in one of the remaining
Qi — 1 honest keys, respectively, the probability that B does not
abort here is at least I/Qi. If B does not abort (i.e., pk;« = pk’
and Jj* < i* such that pk* = pk;« € L* and pk;- has never signed
(m*, L*)), B sets the following variables. Let ctr_ch® and ctr_non*
be the values of ctr_ch and ctr_non at the moment HT ¢, [m*, R*, L*]
is defined, respectively. That is, HT e [m*, R*, L*] = ccrch* and
V1, ..., Uctr_non+ have been used by the time HT ¢, [m*, R*, L*] is set.
Let K* be the list of secret keys corresponding to the public keys
in L*\ {pk;«}. Then B halts by outputting (ctr_ch, ctr_non*, out),
where out = (i*, j*, L*, K*, R* ¢*, 5*) .
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e Otherwise, B proceeds as in Type-(1) forgery.

Description of C

— C runs Fork as before. After obtaining (b, out,out) from Fork, if b = 0
C aborts. If b =1, then C parses

out = (ctr_ch*, ctr_non*, (i*, j*, L*, K* R*, c¢*, 2*))

and
olt = (ctr_ch*, ctr_non*, (i*, j*, L*, K*, R*,&*, 2*)),

from Fork.

We argue that ctr_ch®, ctr_non*, i*, 7%, L*, K*, R* from two outputs are
guaranteed to be identical whenever b = 1, ctr_ch® is by definition
identical due to the success condition of Fork. In that case, ctr_non*
must also be identical due to the way B defines it. Since ctr_ch* is iden-
tical and B’s behavior is identical until the ctr_ch*-th query is made
to Hep, it is guaranteed that the corresponding input (m*, R*, L*) to
Hep is the same in the two executions as in the analysis of Type-(1)
forgeries. Since L* is identical, K* is also identical. Thanks to the
abort condition of B when handling OSignOn queries, once L* is fixed
it 1s guaranteed that ¢* and j* are the same in the two executions.

The crucial difference with the analysis of Type-(1) is that the par-
tial aggregation of R;; for i = 1,...,7* — 1, denoted by R*, is not
included in the input of He,. Still, we can make sure that R* is iden-
tical in the two executions. Thanks to the abort event happening
within simulation of Hpon, it is guaranteed that the corresponding
(m*,offs* = (Ry 1, Ry o,..., R}, 1, R}, 5), L*) has been queried to Hnon
(which then determines the value of v*) before Hep is queried with
(m*, R*, L*). Thus, R* = ([T._;" R},) (IT—;" R},)"" does not change
after forking.

Now, due to the verification condition, if b = 1 we have that

*—1 Cetr_ch*
=1

R i*—1 Cetr_ch*
=1
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— C extracts the secret key for the challenge public key pk* as follows.

i —1
sk* = | (2" — 2%) - (Cetroen* — éctr,ch*)_1 - Z ski
i=1,i#5*

where co-signers’ secret keys sk; for ¢ # j* are indeed known thanks
to the key registration requirement.

— Now that C knows DLog of pk, what’s left is computing DLogs of
(Ui, ...,Usq,). This can be done as in Type-(1) forgery with the same
additive loss of Q?/p.

By the forking lemma (Lemma [2)) we have that
_ omMs-UF-cMA, 4 @7 2
acc(B) = ( Advoms (A) p /Qj;

by accounting for the abort events happening when queries to Hnon are
made and when a forged aggregate so-far is submitted to OSignOn. The
rest of the analysis is identical to Type-(1) forgery. Rearranging the terms,
we obtain the advantage bound of the theorem statement O

C OMS in the Plain Public Key Model

In Construction [16 we describe a variant of OMS and show how to tweak
the plain construction in Construction [14] to meet different features. In
addition to the OMS syntax defined earlier, we introduce an key aggre-
gation algorithm KAgg which takes a key list L and a position k£ < n and
outputs an aggregated key up to the k-th signer. The construction closely
follows MuSig2, except that an aggregated key pk varies depending on
the order of keys in the list L and SignOn additionally validates an ag-
gregate so-far as in our basic OMS construction. Essentially, each signer
needs to derive joint aggregate public keys by taking the random linear
combination of all public keys, where coefficients are derived through the
random oracle H,gs. To generalize the security proof of Theorem to
prove security of the present variant in the PPK model, one should set
¢ =4 as in [NRS21]. Accordingly, the reduction must invoke the forking
lemma twice, first at an aggregation coefficient a; for honest party’s pk
and second at challenge c. This will lead to a quartic reduction loss similar
to [NRS21], which, howerver, could be circumvent by accepting stronger
assumptions such as the algebraic group model [FKL1§].

46



Construction OMS construction supporting key aggregation and security in
the PPK model
KeyGen() and SignOff are the same as in Construction[14} Vrfy(pk,m, o) is identical
to the usual Schnorr verification algorithm. Setup and SignOn are very similar to the
ones in Construction[I4] we highlight the lines that differ. KAgg is the additionalkey
aggregation algorithm that combines an ordered list of keys into a single pk that
looks like a usual Schnorr verification key.

Setup(1*) :

1:
2:
3:
4:

5:

(G,p,g) + GroupGen(1*)

(n, £) < poly(N)

Hoon, Hen, Hoge 1 {0,117 — Z3

og = (1({;,0) cG x Zp

return pp := (G, g,p,n, ¢, H, o0)

KAgg(L, k) :

1
2:

3
4:
5:

Parse L = (pk,...
for i € [1,n] do

,pk,,) € G"

a; = Hagg(L, pk;)
pk = Hf:l pki
return pk

Vrfy(pk,m, o) :

1:
2:
3:
4:
9:

Parse 0 = (R,2) € G X Z,

¢ < Hen(m, R, pk) € Z,

if ¢* = R - pk® then
return 1

return 0

SignOn(st;, sks, L, m, offs, o;_1) :

18:
19:
20:
21:
22:
23:

. else

> Lines [Ifg} processing independent of

m,o;—1
Parse st; (Ti,j ‘R;’j)ﬁzl
Parse offs = ((R1,;)5=1, ...
for j € [1,/] do

Rj =[] Ru.
Rj =TI, Rej _

if Rj = 1g or R; = 1l¢ then return
(€,0)
pk := KAgg(L,n)

, (B j)j=1)

: pk := KAgg(L,i— 1)
i = Hage (L, pk;)

> Lines processing that depends

onm,o;—1

: Parse 0,1 = (R, 2)
: v < Hnon(m, offs, pk)
. if i =1 then

R:=TI'"_, Ry

¢ < He(m, R, pk)

> Check so-far aggregation
if R # Hﬁ:l R;%rl then return (g, 0)
BT, R
¢ < He(m, R, pk)
if g # R-pk then return (c,0)

zi i=c-a; -sk; + Z§:1 vITh oy

z2:=Z+4 2z

oi = (R, z)

return (o;,1)
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