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Abstract

Recent years have seen the widespread adoption of zkSNARKS constructed over
small fields, including but not limited to, the Goldilocks field, small Mersenne
prime fields, and tower of binary fields. Their appeal stems primarily from their
efficacy in proving computations with small bit widths, which facilitates efficient
proving of general computations and offers significant advantages, notably yield-
ing remarkably fast proving efficiency for tasks such as proof of knowledge of hash
preimages. Nevertheless, employing these SNARKS to prove algebraic statements
(e.g., RSA, ECDSA signature verification) presents efficiency challenges, partic-
ularly in critical applications like zk-bridges and zkVMs that require verifying
standard cryptographic primitives.

To address this problem, we first define a new circuit model: arithmetic
circuits with additional exponentiation gates. These gates serve as fundamen-
tal building blocks for establishing more intricate algebraic relations. Then we
present a Hash-committed Commit-and-Prove (HCP) framework to construct
Non-interactive Zero-knowledge (NIZK) proofs for the satisfiability of these cir-
cuits. Specifically, when proving knowledge of group exponentiations in discrete
logarithm hard groups and RSA groups, compared to verifying complex group
exponentiations within SNARK circuits, our approach requires proving only more
lightweight computations within the SNARK, such as zk-friendly hash functions



(e.g., Poseidon hash function). The number of these lightweight computations
depends solely on the security parameter. This differentiation leads to substantial
speedups for the prover relative to direct SNARK methods, while maintaining
competitive proof size and verification cost.
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1 Introduction

Zero-Knowledge Succinct Non-interactive Arguments of Knowledge (zkSNARKs) are
extremely short and non-interactive zero-knowledge proofs [1]. Over the past decade,
SNARKSs have garnered significant interest, leading to the development of a wide
range of efficient constructions [2-11]. Various SNARKS designed to prove arithmetic
circuit satisfiability have made great strides in efficiency and scalability.

Motivation. A significant challenge persists in proving algebraic statements, includ-
ing but not limited to, elliptic curve operations and exponentiation of large integers.
This challenge arises because algebraic operations, which are often defined over large
prime fields or different modulus, cannot be directly represented or efficiently com-
puted within the native field arithmetic of the SNARK. This limitation is particularly
acute when the native field modulus is relatively small, as is frequently the case for
SNARKSs optimized for proving statements about computations involving small bit
widths (such as cryptographic hash functions like SHA256). Examples of such small
fields include tower of binary fields [12], small Mersenne primes [13], or the Goldilocks
field [14].} Consequently, when employing these SNARKSs to prove such algebraic state-
ments, these operations must be emulated using additions and multiplications within
the native field arithmetic circuits, known as the “Non-Native Arithmetic’(NNA).?
This imposes significant prover overhead, primarily stemming from the substantial
number of constraints required to emulate a large field using operations in a small field.
Small-field based SNARKSs have become increasingly crucial for practical real-world
applications in recent years. This trend is driven by the fact that mapping gen-
eral computation, particularly operations on small bit widths, onto circuits over very
large fields leads to considerable redundancy and inefficiency. Crucially, the reliance
on small-field SNARKSs is driven by the stringent performance requirements of mod-
ern infrastructure, such as zero-knowledge Virtual Machines (zkVMs) and cross-chain
bridges. These systems depend fundamentally on the superior recursion efficiency and
hardware-friendly arithmetic of small fields to achieve scalability. However, they face
an unavoidable conflict: they are frequently required to verify standard, external cryp-
tographic primitives (e.g., ECDSA signatures for blockchain consensus or RSA for
TLS handshakes) that are mathematically misaligned with small fields. Reverting to

1Notably, the field-agnostic SNARKs [9, 11, 15, 16] can also operate over small fields.

28pecifically, verifying a single group exponentiation (e.g., on Secp256kl) inside a SNARK (e.g., over
BN254) requires simulating field arithmetic for a different modulus. This introduces a heavy overhead: a
single group addition can cost hundreds of constraints, and a full scalar multiplication (requiring &~ 256
additions/doublings) results in tens of thousands of constraints, becoming the dominant prover bottleneck.



large-field SNARKS solely to accommodate these algebraic operations is often infea-
sible, as it would sacrifice the critical gains in recursion depth and hash throughput
that define modern high-performance proving systems.

Therefore, this work explores new approaches to improve prover efficiency for
algebraic statements, towards all SNARKs that are highly efficient for proving hash
preimages. The hash functions can be zk-friendly hash functions (e.g., Poseidon hash
function [17]) or cryptographic hash functions (e.g., SHA256) as long as they can be
efficiently verified within SNARKSs. Consequently, our proposed method inherently
extends its benefits to SNARKSs over large fields; we provide experimental results
demonstrating this broader applicability in Section 5. We clarify the meaning of
“efficient for proving hash preimages” in the conclusion in Section 5.

1.1 Background

We begin by considering a proof system that is highly efficient for proving hash preim-
ages. The challenge is how to efficiently prove algebraic statements within this fixed
native field proof system. We identify the most computationally expensive operation
within these algebraic statements as group exponentiation. The subsequent problem
is therefore how to efficiently prove statements about group exponentiation within a
proof system requiring field emulation. Note that this refers not to proving the cor-
rectness of the exponentiation computation itself, but to proving statements about
the exponentiation, such as demonstrating knowledge of x and y such that ¢g* =y or
knowledge of g and y such that ¢ = y.

State-of-the-art methods. To begin, let us review the existing methods for tackling
the problems mentioned above. xJsnark [18] and the CRT method [19-21], optimize
the emulation of arithmetic modulo n’ using additions and multiplications modulo n,
where n # n/. The Windowed method [22] and Eagen et al. [23] each propose tech-
niques that reduce the number of multiplications required to prove exponentiations.
3 Alternatively to directly proving algebraic statements using SNARKs via field emu-
lation in arithmetic circuits, another approach is to employ Commit-and-Prove(CP)
SNARKSs [24-32]. For example, to prove knowledge of x such that “SHA256(G*) = y”
where the algebraic part is “G* = y”” and the non-algebraic part is “SHA256(y’) = y”.
Such composite statements can be proven by CP-SNARKSs. This approach typi-
cally involves using Pedersen commitments as external commitments, constructing
corresponding Sigma protocols to prove algebraic operations, while non-algebraic oper-
ations are executed within SNARKS. Except the above works, optimizations also exist
for specific cases, including leveraging pairings in bilinear groups [33], utilizing cycles
of curves for recursive proofs [34, 35|, binding the Schnorr protocol in Circuits [36] and
proving statements of values hidden in linearly homomorphic primitives [37]. Notably,
this work considers general scenarios.

Field Emulation. One approach is to directly embed the group exponentiation oper-
ation within the SNARK circuits. Techniques optimized for NNA, as previously

3Typically, proving the group exponentiation g® can be done by proving approximately log, |z| group
multiplications.



mentioned, can be employed to implement non-native field multiplication. Group
multiplications can then be composed of several non-native field additions and mul-
tiplications. Proving a group exponentiation y = ¢g* then effectively decomposes into
verifying a sequence of these group multiplications. A standard binary exponentiation
method, for instance, necessitates proving up to 2log, |z| group multiplications within
the native field circuit. The Windowed methods can reduce the number of point addi-
tions for elliptic curve scalar multiplication, the overall prover efficiency gain is often
not substantial.

Sigma protocols under Pedersen Commitment. Alternatively, another approach is to
use Pedersen-committed Sigma protocols for proving algebraic statements, one can
select a discrete-log hard group with a generator of a specific order for the Peder-
sen commitments. By aligning this order with the modulus of the finite field over
which the algebraic statements are defined, the homomorphic properties of Pedersen
commitments (specifically, their additive homomorphism and the ability to prove mul-
tiplicative relationships between committed values) naturally simulate the operations
within that algebraic domain. As an example, to prove 1 + 22 = x3 mod n, one
can select generator g of order n, then g** - ¢g*2 = ¢ implies the addition equation.
Building upon this, sigma protocols can be further designed for algebraic statements
[24, 26, 28, 38].

The practical implementation of Pedersen commitments introduces several con-
siderations, notably concerning the need to select generators within a discrete
logarithm hard group of a specified order. This selection process can be infeasi-
ble in certain scenarios, such as when employing complex multiplication methods
within elliptic curve settings. Alternatively, one could utilize large prime-order sub-
groups of groups Z,. However, for the discrete logarithm problem in such groups,
subexponential-time algorithms are known to exist, this potentially necessitating very
large modulus (such as 3072 bits) to ensure sufficient security. If the group order of the
generator does not match the modulus of the algebraic statement’s field, field emula-
tion under Pedersen commitments becomes necessary (e.g., the ddlog protocol in [26]
necessitates a huge amount of range proofs). The need to ensure the consistency of a
set of witnesses between SNARKs and Pedersen commitments must also be consid-
ered. Although the overhead of “glue” proofs is very small when the SNARK used is
based on elliptic curves [28, 30], the cost of such “glue” proofs needs to be considered
when leveraging SNARKSs based on Merkle tree commitments that use small fields.

Our approach. We observe that by combining SNARK and sigma protocols through
hash functions, we can construct a new form of NIZKs for a broad spectrum of alge-
braic statements without relying on Pedersen commitments. This approach improves
the efficiency of proof generation by reducing the size of the verification circuit required
to prove algebraic operations in SNARKs. Specifically, to prove claims about group
exponentiation ¢g*, we eliminate the need to verify log || group multiplications within
the circuit. Instead, the verification circuit is only required to verify a few num-
ber of group multiplications proportional to the security parameter, along with very
lightweight and easily provable computations, such as zk-friendly hash functions. This
leads to a substantial optimization in the prover efficiency.



1.2 Contributions

This work introduces a new technique to construct NIZKs for algebraic statements
that achieves practical high efficiency. Specifically, we focus on proving algebraic
relations in discrete logarithm hard groups and RSA groups. Instead of relying on
Sigma protocols under Pedersen commitments or embedding all algebraic operations
in SNARK circuits, we construct proofs via a new Hash-committed Commit-and-Prove
framework. We also provide concrete implementations to demonstrate its feasibility
and performance.

Hash-committed Commit-and-Prove framework. We start with the definition
of Exponentiation Gate (EXP gate), which performs group exponentiation over a given
cyclic group. EXP gates serve as fundamental components for constructing various
algebraic statements. Then we develop a Hash-committed Commit-and-Prove (HCP)
framework for proving the satisfiability of arithmetic circuits composed of ADD, MUL
and EXP gates.

Sigma Argument of Knowledge. We develop a special type of Sigma protocol
termed Sigma Argument of Knowledge (Sigma AoK) to efficiently prove EXP gates.
These protocols enhance prover efficiency and minimize the proof size to only a few
group elements and a SNARK proof. We then propose two optimizations to further
accelerate performance by exploiting the unique structure of our proposed Sigma
AoKs.

Our results. Compared to directly embedding complete exponentiation operations
into SNARK circuits (as shown in Table 1, potentially requiring hundreds or even
thousands of group additions, point doublings, or large integer modular multiplica-
tions within the SNARK circuit), our approach dramatically reduces the number of
expensive group operations necessary within the SNARK circuit by decomposing the
exponentiation and utilizing Sigma AoKs (as presented in Tables 2 and 3). For dis-
crete logarithm hard groups, the required group additions and doublings are reduced
by nearly a factor of 10. For RSA groups, the number of large integer modular
multiplications is reduced by tens of times.

1.3 Techniques

In public key cryptography, exponentiations within a group are core operations.
Among algebraic statements, the most computationally expensive part is proving
knowledge of group exponentiations. For example, to prove knowledge of an ECDSA

signature verification, which involves verifying the equation G* Z G . P2 where G is
the base point, P is the public key, and s, u1, us are scalars. Apart from this equation,
the remaining parts of signature verification can be efficiently verified by SNARKs.
While a single group multiplication can be efficiently verified within SNARKS, proving
the correctness of a group exponentiation involves several hundred to a few thousand
multiplications.

To address this bottleneck, we first introduce EXP gates to demonstrate the group
exponentiations in algebraic statements. The EXP gates are parameterized by two key



members: an Abelian group (G, o) and a finite integer set I. Specifically, let g; € G,
z € I and g5 € G. The inputs to an EXP gate consist of g; and z, with the output
being g2, corresponding to the operation g = go.

We are particularly concerned with cyclic groups. Many cryptographic systems
rely on the hardness of certain computational problems, most notably the Discrete
Logarithm Problem . Therefore, we focus on groups (G, o) with a prime order p and
I = F,. The group G, can represent multiplicative groups of finite fields or elliptic
curve groups where the discrete logarithm problem is hard. We describe the following
relations {R };e(4, where g1, g2 € Gy and € F,.

a = {sti : gf = g2}

sto = ((91,92);7),st1 = (915 (92, %)), st2 = (73 (g1, g2)), stz = (5 (91, 92, 7))

These four relations are sufficient to encompass valuable algebraic statements within
the discrete logarithm hard groups, since all other relations either can be directly com-
puted by the verifier or can be transformed into one of these four forms. For example,
if both g1 and z are private inputs while g is public, this configuration is equivalent
to proving g5 * = g1, corresponding to Rj,. We construct specially designed Sigma
protocols (Sigma AoKs) for {RY}ic(a), denoted as {II} };c4). These protocols are then
used to build proofs for other cryptographic schemes based on discrete logarithm hard
problem, which can be applied to practical industrial applications.

Another common setting is to consider n as an RSA modulus, a given exponent
e (with ged(e,p(n)) = 1) and d such that de = 1 mod p(n). We describe a type of
EXP gates targeting the RSA setting: G = Z%, I = {e,d}. In this case, we consider
relations {Rig, }ic2), where g1, g2 € Z and z € {e,d}.

R?sa = {Sti : g? = 92}
sto = ((z,92);91),st1 = (x5 (91, 92))

Similarly, we construct specially designed Sigma protocols (Sigma AoKs) for these
relations, denoted as {ITig,};c[2). These protocols are then used to build proofs of
knowledge for RSA encryption/decryption and signature schemes, which can be
applied to practical industrial applications. The relationships described here are
detailed in Section 4.

Decomposing arithmetic with exponentiation circuit. Our starting point is an
arithmetic circuit composed of ADD and MUL gates over a field F,, along with EXP
gates.* We leverage the EXP gates to represent the computationally most expensive
part of algebraic statements, namely group exponentiation. The ADD and MUL gates
are used to handle the rest of computation except for group exponentiations. Proving
the satisfiability of such a circuit thus completes the proof of the entire algebraic

4When describing an EXP gate within the F, arithmetic circuit, the inputs and output elements are
represented by a set of wires over .



statements. To prove the satisfiability of this circuit, denoted as Corig, which comprises
these three types of gates, we first need to decompose it using a circuit compiler.

On input Coig and a hash function H, the compiler Compil(H,Corig) outputs a
standard arithmetic circuit Csq comprising ADD and MUL gates over F,, along with
a “exponentiation with hash” relation Cen: gf = g2 AH(w, ), where r is a fixed length
random string, w are the witnesses consisting of one to three variables among x, g,
and go. By utilizing a common SNARK for Cgq and customized Sigma AoKs for Cep,
we can successfully prove the satisfiability of Corig. An example is shown in Figure 1. In
most cases, H refers to a zk-friendly hash function like Poseidon. This provides us with
the following properties that we will exploit in the subsequent protocol construction:

e It is very efficient to prove preimages of zk-friendly hash functions in SNARKs.®
And we can achieve linkage without an additional “glue” proof.

® [t offers collision resistance and computational hiding properties, as detailed in
Section 2.2.

Proving exponentiation with hash relation. We first address how to prove
97 = go within SNARKS, where x is private and g, g2 are public within discrete log-
arithm hard groups. One solution is to directly use SNARKSs to prove the correctness
of the generation of the response in the Schnorr protocol [36]. However, if either ¢;
or go also serves as a witness, it is difficult to generate such proofs. To address this,
we propose a “Ping-Pong” alternating approach. From a high-level perspective, the
proving process begins with group exponentiations in a SNARK, transitions to our
specially designed Sigma protocol, and then returns to a SNARK for group multipli-
cations and several lightweight computations, such as zk-friendly hash. This process
transforms the originally complex and massive SNARK circuit encoding entire group
exponentiation into a lightweight relation with enhanced parallel structure, signif-
icantly reducing the circuit size. We can also understand this method in another
perspective, that is our construction utilizes a common SNARK and Sigma AoKs to
prove the satisfiability of arithmetic circuits with EXP gates, for every EXP gate we
initialize a corresponding Sigma AoK to prove the decomposed relation as mentioned
above. And inside the Sigma AoK, we leverage a SNARK to prove a specified relation
which is far more lightweight than the group exponentiation operation. So we can
just prove this relation combined with the ADD and MUL gates in the original arith-
metic circuits by utilizing a single SNARK proof generation. The prover cost in the
Sigma AoK is dominated by the SNARK proof generation of that specified relation.
Therefore, our approach can be viewed as essentially providing a smaller verification
circuit for group exponentiation. These Sigma AoKs serve to “curtail SNARK cir-
cuit size”. We observe that the inherent three-round interaction of Sigma protocols
can, while preserving equivalent security guarantees, fundamentally assist in dimin-
ishing the computational overhead associated with SNARK proof generation in the
context of group exponentiation. Specifically, proving one scalar multiplication(one
group exponentiation operation) on the P-256 curve typically requires up to 256 point

5While the SNARKs considered in this work are capable of efficiently proving hash over binary fields,
such as SHA256 and Keccak256, proving zk-friendly hash offers even greater efficiency.
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Fig. 1: An EXP gate “A” enforcing the relation g1 A z = g2 (¢ = g2), where z
is private. H represents the hash function circuit over F,. Cases where g; or go are
private variables are handled in a similar manner. In other words, concerning g1, g2,
and x: variables that are private are hashed; public variables that do not appear in
any other ADD or MUL gates are discarded, and public variables that do appear in
other ADD or MUL gates are used unmodified

additions and 256 point doublings. After employing the above method, we only need
to encode fewer than 50 point additions in the SNARK circuit, where the concrete
number is proportional to the security parameter.

For a standard Sigma protocol, it generates the transcript (a,c, z), where a com-
mits the temporary randomness k, c¢ represents the challenge from the verifier, and
z typically represents a computation z(w) that serves as the response. The verifier
checks whether V(s,a,c,2) = 1, with s represents the public part of the statement.
An important observation is that if the challenge space is small enough (such as
¢ € {0,1}), proving the relation {V(s,a,c,z) = 1 A z(w) A H(w,r)} directly using
SNARKSs has become efficient, fueled by advancements in zk-friendly hash functions
and evolving SNARK ecosystems. For protocols like Schnorr [39] and Guillou-
Quisquater [40], which inherently involve information about group exponentiation
operations, we can make part of s private and use SNARKSs to prove the verification
expressions V(s, a, ¢, z) = 1 of these Sigma protocols. This allows us to prove relations



like {R{ }ics) and {Rig, }iep2)- By repeatedly proving the same statement for multiple
challenges ¢, we can reduce the knowledge soundness error.

This approach enhances prover efficiency by significantly more than tenfold com-
pared to directly embedding group exponentiation operations into the SNARK
circuits. And proving {V(s,a, ¢, z) = 1 A z(w) AH(w,r)} achieves linkage without the
necessity for an additional “glue” proof due to the hash function. Additionally, com-
pared to simply parallel repetition, we can further optimize efficiency by exploiting
the specific structure of this protocol as following:

® Precompute and Reuse. We can adjust the challenge space and the number of
parallel repetitions by precomputing a small set of group multiplications. Subse-
quent executions can then reuse these precomputed values, there by minimizing
the circuit size that must be verified in SNARKSs.

® Proof aggregation for uniform circuits. Since the parallel repetitions involve prov-
ing different inputs of the same circuit, we can leverage techniques such as folding
schemes [41] to accelerate the prover efficiency for uniform circuits.

2 Preliminaries

In this section, we fix our notation and recall the essential definitions to understand
this paper. Then, we propose the hiding property that the hash function needs, which
plays a crucial role in our constructions.

Notations. We let A denote the security parameter, negl(\) denote a negligible function
in A, IT denote a proof system and R denote the circuit/relation being proven, [i]
denote the set of natural numbers {0,1,...,7 — 1}.

In the discrete logarithm setting, we let G, denote a discrete logarithm hard cyclic
group (G,, o) with order p and a generator G, G* denote the exponentiation over G,
with an integer x. In the RSA setting, for example in RSA signatures, we consistently
use the notation “P* = ) mod n” to represent the signature verification “X¢ = m
mod n”, where the signature P and message () are elements of Z} and the public key
x is coprime with ¢(n).

2.1 Zero-Knowledge Proofs

Definition 1 (Sigma protocol [42]) A 3-move public-coin protocol (P,V) is said to be a
Sigma protocol for relation R, if it satisfies the following properties:

o Completeness: If P and V follow the protocol on instance x and witness w to P where
(z,w) € R, then V always accepts the transcript.

e Special soundness: There exists a probabilistic polynomial time extractor Ext that on
input any instance = and two accepting transcripts (a,c, z) and (a,c’,2’), with ¢ # ¢,
outputs a witness w for x.

e Special honest-verifier zero-knowledge (SHVZK): There exists a polynomial time simu-
lator Sim which on input z and random challenge ¢ outputs a transcript (a, ¢, z) that is
indistinguishable from the one generated by an honest interaction between P and V on
(common) input x.



Due to the use of zZkSNARKS, our constructions of Sigma protocols satisfy only a
relaxed version of special soundness property, namely the computational special sound-
ness property [43]. This property states that, given a pair of accepting transcripts
(a,c,2) and (a, ¢, 2’) with ¢ # ¢/ produced by an efficient adversary, the extractor suc-
ceeds in extracting with a probability negligibly to 1 (here we might let the extractor
to get full access to the adversary’s state). It is evident that computational special
soundness also implies knowledge soundness, and the knowledge error is determined
by the size of challenge space. Since the challenge space size in this paper changes
from 2 to 2%, we directly consider the knowledge property for clarifying its knowledge
error and define a new notion called Sigma Argument of Knowledge, which replaces
the special soundness property of Sigma protocol with knowledge soundness.

Definition 2 (Sigma Argument of Knowledge (Sigma AoK)) A 3-move public-coin protocol
is said to be a Sigma Argument of Knowledge for relation R, if it satisfies completeness,
SHVZK, and the following property:
e Knowledge soundness: An interactive protocol with soundness error § is knowledge
sound, if there exists a polynomial time extractor Ext such that for any instance x and
for any polynomial time (potentially malicious) prover P*, if

Pr[(P*,V)(z) = 1] > &(|z[) + €(|=])

for some non-negligible €, then Ext can extract a witness w such that (z,w) € R via
accessing P* in a black-box manner, except with a negligible error.

In the Common Reference String (CRS) model, all parties are assumed to have
access to a common string, which is drawn from a carefully defined distribution. In
particular, our Sigma AoKs are constructed under the CRS model. Therefore, we
consider the adaptive version of security, which allows the selection of the instance x
to depend on the CRS.

Definition 3 (zero-knowledge Succinct Non-interactive Argument of Knowledge
(zkSNARK)) A zkSNARK for an NP relation R in the CRS model consists of a triple of
polynomial time algorithms (Setup, P,V) defined as follows:

e Setup(1*,R) takes a security parameter A and outputs a crs € {0, 1}*.

® P(crs, z;w) takes on input the crs, instance z and witness w, and outputs an argument
.

V(crs, z, ) takes on input the crs, instance z and proof 7, and outputs either 1 accepting
the transcript or 0 rejecting it.

The algorithms above satisfy the following properties:

e Completeness: If P and V follow the protocol on instance x and witness w to P where
(z,w) € R, then V always accepts the transcript.

o Knowledge soundness: A non-interactive protocol is knowledge sound, if for any poly-
nomial time (potentially malicious) prover P*, there exists a polynomial time extractor
Ext, given full access to P*’s random coins, such that:

10



crs Setup(lk,R);

Vcrs, z,m) =
( ) (z,7) = P*(crs;r); | < negl(|z])

ANz, w) € R
w <+ Ext(crs, z, 7, 7)

e Zero-knowledge: There exists a polynomial time simulator (S1,S2) such that, for any
polynomial time adversaries (A1, A2), the absolute value of the following probability is
negligible:

crs Setup(l/\,R);

(z,w) € RA
(z,w,st) < Aj(crs);

Ag(m,st) =1
(m>st) 7+ P(crs, z, w)

A
Py (z,w) € RA ((ZS;UT)S:)_ilil (’R).’
As(m,st) = 1| 1(ers);
7 < Sa(crs, T, x)
e Succinctness: For any = and w, the length of the transcript 7 is given by |7| = poly(}) -
polylog(|z| + |w]).

2.2 Hash Functions

Definition 4 (Hiding hash function) A hiding hash function is a hash function family
(Gen,H), such that for any H, : {0,1}* x {0,1}>‘ — {0,1}" generated by 7 + Gen(1%)
satisfies the following two properties:

e Collision resistance: For any probabilistic polynomial time adversary A,
xo # T1N n(—Gen(lk);

Hy (o0, m0) = Hy(z1,71) |(z0, 70, 21,71) < A(n)
e Computational hiding: For any equal-length zg,z7 € {0,1}*, the following two

distributions are computationally indistinguishable.

{Hn (20, 70)|ro < {0, 1} by & {Hy (1, m1)lr1 € {0,111}

Pr < negl(\)

Instantiation of hiding hash function. We use H to represent the instantiated
hiding hash function H,. The hiding property is implied by the random oracle model
(ROM) because H(z,r) is a uniform distribution. Therefore, if a collision-resistant
hash is believed to securely instantiate a random oracle in the real world, then it
should also be considered secure to instantiate a hiding hash function.

The construction of our interactive protocol relies on the assumption of the
existence of a hiding hash function, an assumption weaker than the ROM. We subse-
quently apply the Fiat-Shamir transformation in the ROM to obtain a non-interactive
version. We emphasize that the hash function employed in our construction is distinct
from the Fiat-Shamir hash, which allows us to avoid the complexities of recursive
security when proving security in the ROM.

3 Hash-Committed Commit-and-Prove Framework

In this section, we first define an Arithmetic with Exponentiation Circuit Satisfiability
relation Rorg (representing the original circuit to be proven) for the arithmetic C-
SAT that includes EXP gates. Then, we provide a circuit compiler that decomposes

11



the relation circuit Rorg into a standard arithmetic C-SAT relation Req and some
algebraic exponentiation relations Repn. Finally, we give a general description of our
protocol framework.

3.1 Arithmetic with Exponentiation Circuit Satisfiability

We extend the arithmetic C-SAT problem over a field F, by incorporating exponenti-
ation operations over a cyclic group G,,, without representing them as arithmetic over
F,. This circuit features three types of gates: ADD and MUL over Iy, and EXP gates
over G, defined as follows:

Definition 5 (Exponentiation gate) Let (Gp,o) be a cyclic group, and I C Z be a finite
set.5 An EXP gate over Gyp is parameterized by two inputs: a group element P € G, and an
exponent z € I, producing an output @ € Gp such that P¥ = Q.

EXP gates model exponentiation operations in various cryptographic protocols
and are a core component of circuits involving group operations. Since cryptographic
algorithms are typically defined over a single cyclic group, we provide an arithmetic
circuit that includes EXP gates over a single cyclic group. This structure can be
naturally extended to circuits that include operations across multiple cyclic groups.

Definition 6 (Arithmetic with exponentiation circuit satisfiability) Let Fq be a field and
Gp be a cyclic group. An arithmetic with exponentiation circuit Rqrig operates on wires
w = (s;w), satisfying:

Vi € Iadd,  Wout(i) = Win, (i) T Winy (i) (Mod g) A
VI € Imuts Wout(y) = Wing (5) " Wing (j) (mod @) A

Rorie := ; :
e ( Vk € Iexp, Pp* =Qp where:
Qi = L(Qr), Py = L(Py), 7 == L(&y)
Where:

® w := (s;w) represents all wires, with s for public wires and w for private wires.
® Iadds Imuls Lexp are index sets for ADD, MUL, and EXP gates.

® out(?), inj(4), ina(i) denote functions that map the gate indices ¢ to the corresponding
output and input wire indices.

J Qk, Pk and 2 are vectors over F; that uniquely represent the original group variables
Qk, P, and xy, res.pectively.7

® [ is the linear mapping that reconstructs original variables from their representation of
Fq elements.

SThe exponent variable in operations over cyclic group G, is typically an element of F,. However,

exceptions exist, such as RSA accumulator schemes, where the exponent belongs to a specific set of integers.

For example, to represent a Secp256kl element, which is 256-bits, using 4 variables of 64-bits each in
the native field F; where the bit length of g is 64.
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For Qk in the gate EXPj, we restrict the wires in Qk to be entirely composed
of either the public wires in s or the private wires in w. This distinction indicates
whether the group element () is public or private in the statement. The same applies
to Pk and Zy.

The standard arithmetic C-SAT relation and the relation Rorig can be mutually
reduced. Specifically, Rorig is equivalent to the standard arithmetic C-SAT when there
are no EXP gates, establishing it as an NP-complete relation. We can encompass nearly
all mainstream constraint systems into the relation Rrig, including R1CS, PLONK,
ATR, QAP, and layered arithmetic circuits, by incorporating these constraint systems
along with EXP gates.

3.2 Decompose Circuit

Given an arithmetic with exponentiation circuit Rorig(s;w)B, we demonstrate how
to apply a circuit compiler to decompose it into two relations. If both relations are
satisfied, this establishes that Rorig(s; W) is satisfied. From a high level, this compiler
processes x, g1, g2 by applying hashing to those belonging to the witness set. For public
values among x, g1, g2, they are retained if used as inputs or outputs in other addition
or multiplication gates within the circuit Corig; otherwise, public values that do not
appear in such gates are discarded.

Circuit Compiler: Denote Iom = Iadd U Imui. For the input circuit Rerig(s; w) over
arithmetic field F, and cyclic group G,, a security parameter A, and an initialized
hash function H, the compiler Compil(H, Rorig(s; wW)) operates as follows:

1. Leave the ADD gates and MUL gates over F, unchanged.

2. For every k € Io.p, define two empty vectors s, and wy. Then proceed to modify
w and append variables to Si and Wy, in the following way:

a. If Pk C w, then append w; < wy U Pk Otherwise, append sy — sk U Pk7
and if Py ¢ {Wout (L) U Winy (1) U Winy (1, )} then remove w + w\ B0

b. If Qx C w, then append Wy, < Wi, U Q. Otherwise, append 8, + 85 U Qy,
and if Qk g {UJOUt(Iam) U wml(Iam) U wan(Iam)} then remove w + w\ Qk

c. If 2, C w, then append Wy, < Wy U Z. Otherwise, append S; < S U Ty,
and if Zy, Z {Wout(L,m) Y Win, (Iom) U Winy (1,m) } then remove w «— w \ &%.

3. For every k € I, compile the hash circuit H(wy, ) = hk, where 7, is a random
variable in {0,1}*, then obtain an arithmetic circuit H%, over F, with wires
(hi; wh). After that, append the public wires Sy «— S5 U {hk}, s < sU{h;} and
private wires w + w U w;. !0

8We denote the circuit as R(s; w) where the wires (s; w) are unassigned variables.

o1f f:’k does not contain wires for arithmetic gates, then remove it from the new circuit. We assume that
the wires constituting Py, are either all connected to some arithmetic gates or none of them are, which is
always the case in cryptographic algorlthms

10T ypically, for the compiled circuit HE &d over g, the private wires include not only the original input
variables (Wy, ry) but also some mtermedla,te wires. Additionally, the union operation ensures the witness
for original circuit does not appear twice.
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4. Output an arithmetic with hash circuit Req(S; W)'!, and k exponentiation with
hash relations R (Sk; (W, k), which are defined as follows:

o Arithmetic with hash relation: An arithmetic with hash circuit Req over F, on
wires (§; W) is a standard arithmetic circuit that leaves the ADD and MUL gates
in Rerig and replaces the EXP gates with corresponding hash relations as follows:

Vi € ladds  Wout(i) = Win, (i)  Winy(s) (mod q) A
VI € muly Wout(j) = Wiy (5) * Wina () (mod ¢) A
"k € log,  Hga(hiswi) =1

where: hy €5, wﬁ Cw

Rstd := 1 (S; W)

® Exponentiation with hash relation: For all k € I.p, an exponentiation with hash
relation T\’,’:h on public wires S and private wires (W, k) is as follows:

H(Wg, 1) = hi A PJ* = Qk

where: hy, € sy,

Pk = ﬁ(pk), Qk = ﬁ(@k)vxk = ‘C(:ﬁk)a

and Py, Qg, T are in either s or wy,

RE = Brs (W, 1)) :

The input circuit Rorg and output circuits Req and {R’e“h} 1., naturally imply a

exp
mapping of wires following executions of the Compil:

wire : (s, {hk}lexp) = (g, {gk}lexp)

where S and each sj contain an identical variable hy. Therefore, for a given public
wire assignments s in Rorig and each hash value hy, the public wire assignments of
Rad and {RE }7., can be naturally computed by the mapping wire(+). In the following
text, we rewrite {ax}r,, to {ar}.

Lemma 1 Assume H is a collision-resistant hash function. The compiler Compil given an
input relation Rorig outputs separate relations, Rey and {Rffh}. Then there exist two efficient
deterministic algorithms S and E such that, for any polynomial time algorithm P which
outputs the public values s and {hi} and let (8,{s;}) = wire(s, {h}), it satisfies:
1. If P outputs private values (w,{ry}) satisfying Rorg(s; W) = 1, then the algorithm S,
on input (w,{ry}), outputs W and {Wy, 1} satisfying Req and {th}, respectively.
2. If P outputs private values W and {wy, i } satisfying Rstq and {th}, then the algorithm
E, on input W and {Wy, 71}, outputs w satisfying Rorig-

Proof sketch. On one hand, for acceptable values (s; w) for Rorig, algorithm S follows
the executions of the compiler to obtain acceptable values for Req and {th} On

11We rename the output wires as (s; W) to distinguish it from the original wires (s;w). For simplicity,
we write the circuit R(s; w) as R in the context.
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the other hand, the acceptable values (5; W) and (Sg; (Wg, 7)) with the same hy in
both § and S implies Hftd(h;“W) = 1 and H(wg,7,) = hg. That implies the same
values wy, 1, € W. Otherwise, the polynomial time algorithm P breaks the collision
resistance of H. Then, algorithm E follows the executions of the compiler to obtain
acceptable values w for Rorig. [l

3.3 NIZKs for Arithmetic with Exponentiation Circuit
Satisfiability

During the setup of the HCP protocol, the circuit compiler decomposes arithmetic
with exponentiation circuit Rerig into two parts: Req and {R% }. The execution of the
protocol consists of two parallel phases: a SNARK for Req and a Sigma Argument of
Knouwledge (Sigma AoK) for each RY,. We propose a series of generalized Sigma AoKs
defined in Section 2.1, comnsisting of a Sigma protocol accompanied by an internal
SNARK proof. The construction of Sigma AoKs is detailed in Section 4. For the
exponentiation with hash relation, let Hfok denote the corresponding Sigma AoK for
RE |

ProTocCOL I, (Hash-committed Commit-and-Prove protocol). Consider a hash
function H and an arbitrary zkSNARK scheme II for C-SAT. For a circuit Rorig with
gates {EXPy}, let ITIX, be the customized Sigma AoK for the EXP,. A HCP proto-
col is a triple of polynomial time algorithms Ilhc, := (Setup, P, V) behave as shown in
Figure 2. After the protocol setup, the execution is described in four phases. In the
input phase, P and V transform the input assignment into the forms of SNARK and
Sigma statements. The subsequent two phases execute the SNARK and Sigma AoK

protocols.

Theorem 2 Assume H is a hiding hash function, then Iy, in Figure 2 is a 3-move public-
coin SHVZK argument of knowledge (Sigma AoK) for NP relation Rorig.

Proof Completeness is obvious.

Knowledge soundness. First, we analyze the soundness of Ilc,, which is derived from the

SNARK II (with negligible soundness error dg) and Sigma AoKs Hfok (with soundness error
d1). Specifically, if a polynomial time prover P* output a false instance (s*,{hy}) with an
tolerable transcript (mgq, {75 }), then at least one of the instance (s, {8} }) is a false instance,
due to Lemma 1. Consequently, P* breaks the soundness of either II or at least one of Hfok.

Therefore, we rewrite the Iexp = {1,..., IAc}, and the soundness error is given by Ohe, =
max{do, ..., 03}
Then, for any polynomial time prover P* and any {crsy} := (crs, ..., crs; ), the extractor

Ext behaves as follows:
1. Call P* on {crs;} to obtain (s, {hy}), then compute (5, {S;}) = wire(s, {hy}).
2. Call the SNARK extractor ILExt? for crsg and instance S to obtain the witness w.

3. For each k € Iexp, call the Sigma AoK extractor Hfok.ExtP* for instance S until a
witness (Wg, 71) is obtained.
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Hash-Committed Commit-and-Prove Protocol Il

Setup(1*, Rorig)-

Sample a random hash function H <+ Gen(1%).
Rstda {Rsh} A Compll(H, Rorig)-

crsg < IL.Setup(1*, Rer)-

crsy, < IF |, Setup(1*, RE ) for each k € Ioxp.

aok

=

e Input(crsg, {crs},s; w).

1. P and V are given the public input s, and P is given the private input w.

2. For each k € Iop, P chooses random 74 € {0,1}*. Then P calls the efficient
algorithm S (detailed in Lemma 1) to obtain W and {wy,}.

3. P computes hy = H(Wy, ), and sends {hy} to V.

4. V computes (8, {Si}) = wire(s, {hi}).

¢ SNARK phase. P and V follow the work of the SNARK
IT.(P(W), V) (crsg, §) for relation Req.

e Sigma phase. For each k € I, P and V follow the work of Sigma AoK
1k, (P(Wg, k), V)(crsg, 8g) for relation RE | in parallel.

e Output. Accept if and only if the verifications in both SNARK phase and
Sigma phase are accepted. Otherwise, reject.

Fig. 2: Ilpp for Rerg(s;w) =1

4. Call the efficient algorithm E detailed in Lemma 1 to get w and output it.

Assume that P* can output an acceptable transcript for instance s with probability
P = Ohep + € for a non-negligible ¢, which includes the acceptable transcript msq and {Trfh}.
According to the knowledge soundness of SNARK II, the extractor successfully outputs a
witness with a probability at least 1 — negly. For each k € Iexp, according to the knowledge
soundness of Hfok, the extractor call Hfok.ExtP* in expected polynomial time and can suc-
cessfully outputs the witness with probability 1—negl,,, since p > 63 +e¢. Following the Lemma
1, the efficient algorithm E can output a correct witness except for a negligible probability
of finding a collision of the hash function. Therefore, the Ext successfully extracts a witness,
except with a negligible error.

Computational SHVZK. There exists a polynomial time simulator Sim that given a random
challenge ¢ = {c; }, for any polynomial time algorithm A (which is only allowed to adaptively
choose the instance), outputs a transcript (7, {Trfﬁ }), which is indistinguishable from the
honest one (7gq, {Wéch}). The Sim behaves as follows:

1. Call the SNARK simulator I1.Sim and Sigma AoK simulator 1% | .Sim to obtain (crsg, 10)

aok*
and {crsy, 71 }. Then call A on {crs;} to obtain the instance s.
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2. For each k € Iexp, choose a random 7, € {0, 1})‘ and random elements w* (P, Qg, T,
acting witnesses in gate EXPy,, and then compute b} = H(w* (Py, Qp, &1), 7). >

3. Compute (5%, {S}.}) = wire(s, {h},}), where §* and §j, include the same h}.

4. Call the SNARK simulator II.Sim on (crsg,5*, 79) to obtain the output m}y.

5. For each k € Iexp, call the SHVZK simulator TIX,, .Sim on (crsy, 8}, 7%) with the honest-
verifier challenge c; to obtain the output ﬂ'éi,:k .

6. Output (5%, {8} }, 7, {méy }).

For the transcript (S, {Sk}, 7std, {wfh}) generated by the honest interaction between P
and V on public input s, we can show that Sim’s output is computationally indistinguishable
from the honest transcript via a hybrid argument:

ferss), {crsy,} SeNtup(l)‘); (s, w) + A{crsy};
1o | 5.5 B, N({hk}aW, {wWi,ri}) < P({crs}, s, w);

. (8, {sk}) = wire(s, {hi}); mstq  IL.P(crsp,s; W);
Trstds {7eh } k k ~ ~

{meh = Maok-(P(Wi, 7). V) (crsg, sg)

(crso, 10) H.Sim(l’\); {crs + Hfok.Setup(l’\)};
(s,w) < A({crsi}); {hg, Wi, i} <+ P({crsi}, s, w);
(8, {8, }) = wire(s, {hp}); mhq < I1.Sim(crso, 5, 70);

{méh 4= Taok-(P (W, 1), V) (crsp, 35)}
Ho represents the honest transcript, while H; only substitutes the SNARK prover’s

proof with 7}y, which is generated by the simulator. Therefore, the indistinguishability is
derived from the zero-knowledge property of II.

{ers },
Hl : S, S, {gk}7

k
Tard, {Teh }

(crso, 0) < TL.Sim(17); {(crsy, 73,) < 11%,,.Sim (1)},

{ersi},
U . S.§ {gk} (S7W) — A({crsk}); {h’k} — P({crsk}asaw)§
BT | 6 (k) = wire(s, {hg})s maa < TLSim(crso, S, 70);
Tstd» {ﬂ'eh ko k . ~
{meh + Mgok-Sim(crs,, Sk, cks Tk ) }

Hi to Hj, 11 sequentially replaces Hfok prover’s proof 7r§h with the transcript wfﬁ gen-

erated by the simulator with the challenge cj. Therefore, the indistinguishability is derived
from the SHVZK property of H’:ok-

(crsg, 70)  TLSIm(1M); {(crsy, 73,) « II5., Sim(1%)};

{crse), s A({crs}); w* (Pr, Qs o) < (G, 1);
va-‘rQ : 5,8 7{Sk}’ T i {0, 1}>‘; {hz = H(w*(pk:a Qka‘f:k)ﬂ"k)}?

* kx
Ttd> {Teh } (3%, {s1}) = wire(s, {h}); mhq + I1.Sim(crso, 5%, 70);

{méh = Mok Sim(crsy, 5, e, 1)}
Hp o Tepresents the transcript generated by simulator Sim. The change from (8, {Sg})
to (5%,{8;}) means that the public value {h; = H(w(Py,Qx,#r),7%)} is replaced by

12Denote w(Py,Qk,xr) be the set of witnesses for the gate EXPj (which may contain one to three

elements from Py, Qg, ), and w(lsk, Qk,fck) = E_l(w(Pk,Qk,xk)). And asterisk (*) indicates that the
value is randomly chosen by the simulator.
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{h} = H(w*(Py, Qx,%1), %)}, which makes (5, {S;}) and (5*,{8}}) computationally indis-
tinguishable due to the hiding property of H. Additionally, all the polynomial time simulators
output indistinguishable distributions since their input distributions are computational
indistinguishable. O

Non-interactive via Fiat-Shamir heuristic [44]. For a 3-move public-coin interac-
tive protocol, the Fiat-Shamir transformation can convert the SHVZK property into
zero-knowledge while preserving the knowledge soundness in the random oracle model
(ROM). We highlight the critical distinction that the construction of our interactive
protocol assumes the existence of a hiding hash function, separate and independent
from the random oracle relied upon by the Fiat-Shamir transformation.

4 Sigma for Exponentiation with Hash Relation

In this section, we instantiate the Sigma AoKs as {II} }eq and {IIE,} ke, for the
discrete logarithm relation {R%}ec(s and the RSA relation {RE_}iepo-

“Ping-pong” alternating of SNARK and Sigma. Our Sigma AoK protocol intro-
duces an additional internal SNARK to provide (1) enhanced functionality: supporting
a great variety of algebraic relations; and (2) linkage: ensuring the consistency of the
witnesses between the (external) SNARK and the Sigma protocol. Overall, in our
HCP framework, the proving process begins with a SNARK, transitions to a Sigma
protocol, and then reverts to an internal SNARK (see Figure 3). Readers may find this
design somewhat confusing, but from a high-level perspective, our HCP framework
operates on an inspiring “ping-pong” paradigm, which enables the circuit that ulti-
mately reverts to the internal SNARK to be significantly smaller than the complete
group exponentiation circuit.

We begin by constructing Sigma AoKs with 1/2 (knowledge) soundness error, and
then reduce this error through parallelization. We also present some optimization
strategies for Sigma AoKs to further reduce the parallel overhead. Furthermore, we
propose effective tricks to improve the proof efficiency in different scenarios based on
whether the original SNARK and the internal SNARK are in the same field.

4.1 Sigma Argument of Knowledge
We present 1T}, and ITL, to show how to use internal SNARKSs to construct Sigma AoKs

rsa
for the exponentiation with hash relation. These two protocols are used in Section 5,

while the other four protocols are provided in Appendix A.
4.1.1 Sigma AoKs for Discrete Logarithm Hard Groups

Consider a simple example of Q = P* over a discrete logarithm hard group, where
(P, @) are public inputs and x is a private input. This can be efficiently proven using

the Schnorr protocol [39]. To combine the algebraic statement @ = P® with the hash
statement h = H(z, r) to a conjunction (AND) statement, inspired by the work of [36],
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SNARK over [, Sigma over G,

_— i\  Delegation o
Group exponentiation . Group exponentiation
P* = Q over G, :

PeEETe

1
T [ Subsaion Internal SNARK | Delegation
( \ 4 \
[ zk-friendly Hash Group multiplication
Linkage T = Ao Q over (Gp
\ Y,
+
( A
™ zk-friendly Hash
x Y,
+
e N
Scalar multiplication
z =k + cx over [,
\ Y,

Fig. 3: An example HCP protocol for I}

we found through empirical testing that it is remarkably efficient to verify that the
third message z = k4 cx is actually computed using the hashed value x as detailed in
Section 5. We outline the informal version of IIJ, for R, below, with details provided
in Appendix A.

1. P chooses k < Fp, 7y & {0,1}* and sends A = P*, hy = H(k,7;,) to V.

2.V chooses ¢ & F, and sends it to P.
3. P proves {z = k+ cz (mod p) A h = H(z,r) A hy = H(k,rg)}, sends z and the
proof it to V.

However, the above method fails to construct proofs for statements with multiple
witnesses, such as {(P, h; (Q,z,7)) : @ = P*Ah = H(Q, z,7)} where both @ and x are
private. To understand why the Schnorr protocol encounters difficulties when proving
statements with multiple witnesses, we revisit the relation {(P;(Q,z)) : Q@ = P*}.
After receiving the third round message z, the verifier needs to check that T'= Ao Q¢
where T' = P*. However, since () is private, the verifier cannot compute A o Q€ on its
own. One straightforward approach would be to require the prover to prove T'= AoQ°
using SNARKSs. However, this necessitates proving a group exponentiation, which
brings us back to the initial obstacle.

An observation here is that if we reduce the size of the challenge space, for example
to 1-bit, then the response proof needs to imply only a single group operation T' = AoQ
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when ¢ = 1, while no additional proof is needed when ¢ = 0. When we execute
the protocols in parallel to reduce the knowledge soundness error, the computation
is significantly reduced compared to directly proving the exponentiation. Now, the
prover can prove T = A o Q via SNARKSs to assist the verifier in completing the
verification. Furthermore, directly sending A in the first round may lead to the leakage
of @ through T'= A o Q when ¢ = 1. Therefore, A must also be hidden in the hiding
hash function.

PRroTOCOL I (protocol with x and Q as witness). Let G, be a cyclic group with
prime order p, H be a hash function. Since @ is also a witness, the statement includes
the hash h = H(Q, =, 7). The response includes an internal proof 7, from a zkSNARK
IT;,:, proving the following relationship:

1 .
7?’int T

hahkazaT; . h = H(anvr)/\hk = H(Aa kark)/\
(Q,x,k,A,T,Tk) . Z:k+.’17(m0dp)/\T:AOQ

where r,rj, € {0,1}*. The Sigma AoK for the relation R}, is shown in Figure 4.

Sigma Argument of Knowledge I}

Setup. Run internal SNARK setup crs < ILjn.Setup(1*, RL,)
Public input(crs, P, h); Private input(Q, x,r);

Prover: k & Fp; 7k & {0,1}; A = P*; hy = H(A, k,1,); send hy.

Verifier: ¢ < {0,1}; send c.

Prover:
Case c=0:z =k (mod p); send z, 7.
Casec=1:z=k+x (mod p);T =A0Q;
Run e for RL, : mine < Wine-P(crs, by by, 2, T3 (Q, 2, ky A, 7, 7) )5 send 2, Tin.

Verifier: compute T' = P?, and
Case ¢ = 0 : check hy, = H(T, z,7k)
Case ¢ = 1: check IT;ne.V(crs, h, by, 2, T, mint) = 1

?

Fig. 4: IT}, for R} := {(P,h; (Q,z,7)) : Q = P* Ah=H(Q,z,7)}

Theorem 3 Assume H is a hiding hash function, iy is a zkSNARK, then Hé, in Figure /
is a Sigma AoK for the relation:

Ré| ={(P,h; (Q,x,7)): Q = P" Nh=H(Q,x,7)}
where P,Q € Gp, z € Fp and r € {0,1}.
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We defer the detailed proof to Appendix B. We provide no details for the proofs of
the remaining Sigma AoKs, as they employ a completely similar analytical approach
to the theorem above.

4.1.2 Sigma AoKs for RSA Groups

In the discrete logarithm setting, the order of the cyclic group G, is included in
the public parameters. However, this is not the case for groups of unknown order.
For example, in RSA encryption and signature schemes defined over the RSA group,
variables are selected from Z}, and the order ¢(n) is unknown to anyone except the
key holder.

In the RSA setting, we present two useful Sigma AoKs. Protocol IIY, constructs
an argument, of knowledge for RSA encryption: given a public key e and ciphertext c,
the prover knows the corresponding plaintext m, as detailed in Appendix A. Protocol
II., constructs an argument of knowledge for RSA signature: given a public key e,
the prover knows a message-signature pair (m, X).

We now detail the protocol IIL,. To represent RSA signature verification, we con-
sistently use the notation “P? = @ mod n”, which is equivalent to “¥¢ = m mod n’.
The construction of Sigma AoKs in the RSA setting continues the above pattern. If we
restrict the challenge space to {0, 1}, the extractor can apply the extended Euclidean
algorithm on two different transcripts to compute the witness. Furthermore, for these
Sigma AoKs with 1/2 knowledge soundness error, we employ parallel optimization
techniques to reduce the error while saving costs. In particular, as the challenge space
increases, the soundness is ensured by Sigma, whereas the knowledge soundness is
directly provided by the SNARK extractor.

ProToOCOL 11, (protocol with P and Q as witness). Let Z} be a cyclic group with
RSA modulo n, H be a hash function. Protocol IIL, includes an internal proof s

from a zkSNARK [T, proving the following relationship:

h7h 7Z7T;
RY, = ( , NZ = K o P (mod n)

AT = Ao Q@ (mod n)

h = H(P,Q,T‘) A hk = H(K,A,T}C)
(P3Q7K3A3Tark)> .

where 7,7 € {0,1}*. The Sigma AoK for the relation RY, is shown in Figure 5.

rsa

Theorem 4 Let n be an RSA modulo, assume H is a hiding hash function, Il is a
zkSNARK, then Hrlsa in Figure 5 is a Sigma AoK for the relation:

Risa = {(z,h; (P,Q,7)): Q = P* Ah =H(P,Q,r)}
where P,Q,z € Z and r € {0,1}*.

The proof is similar to Theorem 3 (see Appendix B). Similarly, we present the
Sigma AoK II°  in Appendix A.

rsa
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rsa

Sigma Argument of Knowledge II

Setup. Run internal SNARK setup crs < ILn.Setup(1*, R3,)
Public input(crs,z,h); Private input(P,Q,r);

Prover: K < Z*;ry < {0,1}A = K% (mod n); hy = H(K, A, r},); send hy.

Verifier: ¢ < {0,1}; send c.

Prover:
Case c=0:Z =K (mod n); send Z,ry,.
Casec=1:Z=KoP (modn);T =AoQ (mod n);
Run Iins for R, ¢ Mine < Wine-P(crs, b, hi, Z,T; (P, Q, K, A, 7, 11,)); send Z, Tins.
Verifier: compute 7' = Z* (mod n), and
Case ¢ = 0 : check hy, = H(Z,T,r)
Case ¢ = 1 : check I V(crs, h, by, Z, T, miny) = 1

Fig. 5: IIL, for RL, :={(x,h;(P,Q,7)) : Q=P ANh =H(P,Q,r)}

4.2 Parallel Optimization for Sigma AoKs

For Sigma AoKs with a (knowledge) soundness error of 1/2, we can reduce the error
through parallel repetition, similar to how the Sigma protocol reduces soundness error.
To construct an extractor for the A-times parallel Sigma AoK protocol, the extractor
invokes the SNARK extractor to extract a witness of SNARK statement, and at the
same time, it recovers the full statement of Sigma protocol and subsequently uses the
Sigma extractor to extract a witness. The consistency of witnesses is guaranteed from
the knowledge soundness of SNARKSs and the collision resistance of hash. Since the
negligible knowledge error of SNARK and negligible soundness error of parallel Sigma
AoKs, this extractor can ensure knowledge soundness with negligible error.

To further enhance the efficiency of our protocols, we propose two different
optimizations for the parallel of Sigma AoKs as following.

1. Precompute and Reuse. The prover cost in our proposed Sigma AoKs is dom-
inated by the cost for generating the internal SNARK proof. Furthermore, the cost
of computing this internal proof is almost entirely determined by the number of
group multiplications as detailed in Section 5. Based on this analysis, we propose an
optimization that can be directly applied to IT}, 113, and I13."

Using protocol H$| as an example, we present an effective trick to optimize the
number of parallel repetitions and achieve minimum circuit size. We slightly increase
the size of challenge space and denote it by [m]. Observe that the prover needs to

prove the same Q€ in parallel repetitions when the same ¢ € [m] is chosen, so the

13The optimization cannot be directly used for {Hﬁa}ke[Z] because in the unknown order group, the
extractor of sigma may not be able to extract the witness from two transcripts.
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prover can reuse the proof for Q2,...,Q™ 1. We give the protocol of the version of
H}H where the challenge space is increased to m, as follows, denoted by Hé,*.

PROTOCOLILY (protocol with x and @ as witness). An internal proof T, from a
zkSNARK II;,:, proving the following relationship:

1 .
7?’int T

ha hk,C,Z,T; . h = H(Q,.T,T) A hk = H(Aakark)/\
(Q,z,k,A,r,m1) ) z2=k+cx(mod p) NT = Ao Q°

where r, 7, € {0,1}*. The Sigma AoK for the relation R} is shown in Figure 6.

Sigma Argument of Knowledge II}

Setup. Run internal SNARK setup crs + Hint.Setup(lk, Rilnt*)
Public input(crs, P, h); Private input(Q, z,r);

Prover: k & Fp; 75 & {0,1}*; A = P*; hy = H(A, k,1,); send hy.

Verifier: ¢ & {0,1,...,m —1}; send c.

Prover:
Case c=0:z =k (mod p); send z, .
Casec#0:z=k+cx (mod p);T = Ao Q5
Run e for RY: : mine < Wine.P(crs, by by ¢, 2, T3 (Q, 2, ky A, 7,y 7y)); send 2, Ting.
Verifier: compute T' = P?, and
Case ¢ = 0 : check hy, = H(T, z, 1)
Case ¢ # 0 : check IT;ne.V(crs, h, by, ¢, 2, T, mint) 29

Fig. 6: I} for RY == {(P,h; (Q,z,7)) : Q = P* Ah=H(Q,z,7)}

For example, let the challenge ¢ € {0,1,2,3} and soundness error be 2%, Then,
the number of parallel repetitions is £ = 60 log, 2 = 30. The precomputation of @2, Q3
requires 2 group operations. For a random ¢ € {0, 1, 2, 3}, the average number of group
operations per parallel repeated circuit is 3/4. This is because there is nothing to be
proven when ¢ = 0. In other cases, only one operation, Ao@Q’ (where Q' = Q°), needs to
be proven. Finally, the average number of group operations is 24.5, whereas the trivial
parallel way requires 30. We present an strategy for selecting the optimal challenge
space for IT}; with a soundness error of 27*. This strategy involves determining the
minimum point of the function f(m) = W log,,2 + (m — 2).

In practice, when executing these protocols in parallel, we can integrate the internal
SNARKSs into a single proof, thereby proving all instances of internal relations with
one SNARK proof. Similarly, the prover can hash all information from the first round

of the Sigma AoK protocol into a single output.
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II. Proof batching for uniform circuits. When simply parallelizing the uniform
version of Sigma AoKs, the internal SNARK are initialized for the same circuit with
different assignments. We can employ various methods for this proof such as folding
schemes, or proof batching techniques.

Although a binary challenge space requires X repetitions (e.g., 128), our method
maintains efficiency through two mechanisms: (1) Enlarging the challenge space (as
per Optimization I) drastically reduces the repetition count (e.g., to 32 repetitions for
4-bit challenges); (2) The computational cost of each repetition involves lightweight
hash verifications and NNA, which are significantly cheaper than group exponentia-
tions. Even with repetitions, the aggregated cost remains an order of magnitude lower
than direct circuit embedding.

4.3 Select hash functions and SNARKSs

SNARK over F, Sigma over G

___________________________

Delegation

9]
=
2
T o
|('D
X
o
e >
S @
2
0 o
=t
o
=
/

Group exponentiation }

1

__________________________

[Substitution SNARK over F,, | Delegation
A4
[ h, = SHA256(w) ] é h
- Group multiplication
T =A0Q over G
. L J
SNARK over F, (Ll _ + .
A 4
( h Ln h, = Poseidon(w) over F,
hy = SHA256(w) Linkage \ y
\ J +
+ e N
e N Scalar multiplication
h, = Poseidon(w) over F,, L z=k+cxoverF )

. /

Fig. 7: SNARKs in different field.

Another potential optimization involves choosing a different internal SNARK
within the Sigma AoKs than the original SNARK. Higher efficiency is achieved when
the operations of group G, fall in the internal SNARK field F,, as this avoids non-
native arithmetic. Due to recent works on SNARKSs supporting arbitrary sufficiently
large field [9, 11, 15, 16]. However, if the original SNARK and internal SNARK are over
the same field, we can employ a zk-friendly hash function within the native field. In
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the case of different fields, we can only use cryptographic hash functions like SHA256,
since proving zk-friendly hash function in non-native field would result in higher over-
head. As shown in Figure 7, the prover additionally sends an internal SNARK proof,
which implies that SHA256 and Poseidon contain the same witness. Then the internal
SNARK can utilize the Poseidon hash over native field for multiple parallels.

5 Performance

In this section, we first demonstrate the improvement in prover efficiency by utilizing
Sigma AoKs under the proposed Hash-committed commit-and-prove framework. Sub-
sequently, we present some specific experimental tests to further support our analysis.
All experiments were conducted on a machine equipped with a 12th Gen Intel i5-12500
(3.30 GHz) and 32 GB RAM, with results averaged over five runs. All experiments
were implemented in single-threaded mode.

5.1 Asymptotic Analysis

For scalar multiplication of bit length N, existing schemes maintain an asymptotic
complexity that scales with N. Our work is the first to replace an O(N) problem with
an O(A) problem, where X is the security parameter (128-bit or 256-bit security). This
is the key conceptual leap that enables an order-of-magnitude performance gain.
This O(N) versus O()\) distinction has profound implications for scalability and
generality. Consider a future application requiring 512-bit or 1024-bit scalars. For in-
circuit methods, such as the w-windowed approach [22] or the optimizations by Eagen
et al. [23], the prover’s cost scales linearly with the bit-length of the scalar. For our
HCP framework, however, as long as the security parameter A remains constant, the
in-circuit prover cost will be largely unaffected. This demonstrates superior scalability
for problems involving large algebraic structures. Furthermore, our framework is not
limited to elliptic curves; it is equally applicable to RSA groups. The principle of
offloading the expensive exponentiation and using a SNARK to prove a small part of
a Sigma protocol is general. Thus, our contribution is not merely a faster way to prove
elliptic curve scalar multiplication; it is a general framework for efficiently proving any
statement dominated by expensive group exponentiations in small-field SNARKs.

5.2 Circuit-level cost breakdown

We report circuit-level cost statistics for representative algebraic relations. These
results quantify how Hash-CP shifts expensive non-native algebraic operations out
of the SNARK circuit and into lightweight Sigma-AoKs, while retaining only
hash-friendly computations inside the SNARK.

In Table 1, we assume 256-bit elliptic curve group for {an}ie[ﬂ and 2048-bit RSA
group (where the Integer-MUL lies in) for {Ri,}icj2. The first row represents the
method of directly embedding the entire exponentiation operation into the SNARK
circuit, then proving an elliptic curve exponentiation at most needs 256 point additions
and 256 point doublings in the circuit and proving an integer modular exponentiation
in RSA group needs at most 4096 integer modular multiplications in the circuit. The
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Table 1: Comparison of circuit costs for {R} (assuming 256-bit
EC group) and {R%,} (assuming 2048-bit RSA group). The costs
are measured in the number of group or integer operations required
within the SNARK circuit.

Scheme PoK for {Rél}ie[4] PoK for {Rl, iep)
Group-ADD  Group-DBL Integer-MUL

SNARK [18, 19, 38] 256 256 4096

w-windowed [22] 144 272 ——

Table 2: Circuit embedding costs (number of operations) for
our Sigma AoKs {RY }icpq) at 128-bit security. NNC denotes
non-native arithmetic computations, and HASH refers to the
count of elements hashed.

Scheme Group-ADD  Group-DBL NNC HASH
I19;: PoK for RY, 0 0 1 2
IT}: PoK for R}, 41 3 32 66
I13;: PoK for R3, 82 6 0 66
I13;: PoK for Ry, 82 6 65 135

Table 3: Circuit operations for Sigma
AoKs {Ri,}ie (128-bit security). These
computations are parallelizable via opti-
mizations in Section 4.2

Scheme Integer-MUL  HASH
%, PoK for RY, 64 192
IIk,: PoK for Rk, 128 256

cost calculation for the w-windowed includes computing lookup tables, as different
exponentiations involve different bases and the required values (computed according to
the equation (6) in [22]) contribute to this cost. In Table 2, the non-native computation
refers to “z = k+ ca” or “k = ta” (“k = ta” appears once in IT3). In 113, II}, and II3,
we need to prove this constant multiplication and addition in the SNARK circuit.
HASH refers to the total number of elements (group or field elements) that we need
to hash in the SNARK circuit.

Comparing Tables 1, 2, and 3, it is shown that using our Sigma AoKs for exponen-
tiation proofs very effectively reduces the necessary algebraic operations (the numbers
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are proportional to the security parameter, in this section we use 128-bit) in SNARK
circuits. For example, for proofs in RSA groups, our method only requires proving 64 or
128 integer modular multiplications in parallel. This achieves a tens-of-times improve-
ment compared to previous methods. The effect is also very significant in discrete-log
hard groups; for instance, for I1},, the overhead is reduced by nearly a factor of 10.

5.3 Sigma AoK instantiation details

In this subsection, we explain how the Sigma-AoKs are concretely instantiated in
our framework, with particular emphasis on security parameter selection and cost
accounting. We further clarify how the quantitative results reported in Tables 2 and 3
are derived from these instantiations.

5.3.1 Concrete Parameter Settings

We illustrate how the numbers in Tables 2 and 3 are calculated. For R}, the soundness
error of the Sigma AoK II} is 1/2. By employing the first optimization method from
Section 4.2, we achieve a challenge space size of 16, resulting in a soundness error
of 27% for a single execution. By running in parallel for 32 times, we obtain 27128
knowledge soundness error. One instance of Ré, requires proving 41 elliptic curve
point additions, 3 point doublings, 32 non-native multiplications and a Poseidon hash
of 66 elements in the SNARK. Sigma AoKs II% and II3 follow a similar mechanism
by employing the first optimization, and the challenge space is set to [0,1, ..., 15]. For
RL,, by running I}, 128 times in parallel to ensure 128-bit security. On average, for
64 times ¢ = 0, prover sends the random number used in hash function and “z” to
verifier; and for 64 times ¢ = 1, thus we need to prove R? . with 64 different instances.
In practical implementation, this can be accelerated by using the second optimization
in Section 4.2.

We attain 128-bit security by setting the parallel repetition parameter k and chal-
lenge space size C such that the knowledge error 1/|C|* < 27128, We utilize standard,
cryptanalyzed parameters for zk-friendly hashes (e.g., Poseidon) that provide 128-bit
collision resistance, ensuring the scheme’s practical security matches its theoretical

bounds.

5.3.2 Overhead Analysis of Auxiliary Operations

According to the preceding protocols {II,}ico and {II4 };cpy, besides proving the
group operations (Group-ADD, Group-DBL and Integer-MUL) shown in these Tables,
the extra cost in Sigma AoKs mainly refers to proving hash preimages and the NNC.
Below, we address that these two extra costs, compared to group operations, result
in significantly smaller prover overhead in SNARKs.

First, let us consider the group operations. Taking elliptic curve groups as an
example, the definition of group addition involves finding the intersection point of
the line passing through the two points and the elliptic curve itself. This typically
requires at least five or six non-native multiplications. For example, curves given
by y* = 2® + ax + b, (z1,y1) + (22,92) = (x3,y3) include the following non-native

27



operations:

ps = (20 (g )
To — T1
Y2 — Y1

Ys = 7(131 - 333) — U
T2 —I1

In contrast, the NNC operations “z = k + cx” or “k = ta” each involve only one non-
native multiplication. Note that “k = tx” appears only once in Hg’| (Figure A4), with
all other instances being “z = k + cx”, where c is a very small constant. Multiplying
a constant by a non-native element requires significantly fewer multiplication gates.
For illustration, a non-native multiplication between two elements from a non-native
field, where each element is represented by [ elements from the native field, may
require approximately O(I?) multiplication gates, whereas multiplying a constant by
a non-native element requires only O(l) multiplication gates. Therefore, the prover
overhead in SNARKSs introduced by an NNC operation is substantially lower compared
to that of Group-ADD or Group-DBL. Second, let us consider proving hash preimages.
The efficiency of proving hash preimages has witnessed rapid advancements in recent
years. To demonstrate that the prover overhead introduced by the number of hash
operations specified in the aforementioned Tables 2 and 3 is marginal, we present two
illustrative examples. For instance, the SNARK construction over binary tower fields,
as presented in [12], achieves a proving time of only 5.9 seconds for 8192 instances of
Keccak-f (Table 6 in [12]). Another illustration comes from Plonky3 [45], developed
the proof system over 31-bit fields, is capable of proving 1.7 million instances of the
Poseidon2 hash function preimages within 1 second.

In conclusion, for proof systems capable of efficiently proving hash (zk-friendly
hash functions or cryptographic hash functions), we present a technique that substan-
tially reduces the size of SNARK circuits when proving group exponentiations. Our
approach fundamentally replaces computationally expensive group operations with
more efficiently provable hash computations within the circuit. In this context, “effi-
ciently proving hash” specifically refers to the property of a SNARK scheme where
the cost associated with proving hash computations is sufficiently low such that the
overall efficiency gain derived from this replacement outweighs the cost incurred by
directly embedding the group operations. Thus, relative efficiency is the key crite-
rion. We proceed to detail some implementation tests that confirm the validity of our
approach in the following sections.

5.4 Benchmarks across Proof systems

We next present end-to-end performance results over multiple proving backends. Each
table reports prover time, verifier time, and proof size under a benchmark methodology
described above.

5.4.1 Proof of knowledge for R},

We compare the prover efficiency of proving knowledge of R}, with and without the
use of Sigma AoK. The relation R}, is prevalent in various applications, including but
not limited to proof of solvency in blockchain applications and cryptographic protocols
like ECDSA signature verification. For instance, proving knowledge of an x such that
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SHA256(G*) = y in proof of solvency includes proving knowledge of x and y such
that G* = y, as an instance of R}. In the context of verifying ECDSA signatures,
operations of the form (z1,y1) = G*' P“2 involve two instances of R}, for which one
can apply our Sigma AoK II}; twice: once for G“* and once for P2.

Table 4: We compare the prover efficiency for proving knowledge of R,
using different methods. For this evaluation, we instantiate R}, over the
P-256 elliptic curve. The results in the third row represents the SNARK
component’s cost within the I}, proof system. The security parameter is
set to be 128-bit.

Prover time Proof size Verifier time
Plonky2 (Worst Case) 28.14s 156.92kb 2.23ms
Plonky2 (Average Case) 7.23s 144.47kb 1.96ms
This work 0.71s 136.94kb 2.38ms

(Plonky2+Sigma AoK)

Table 5: Comparison of different methods for proving R}, using Groth16
as the underlying proof system.

Prover time Proof size Verifier time
Groth16 (Worst Case) 0.76s 0.19kb 1.17ms
Grothl6 (Average Case) 0.34s 0.19kb 1.27ms
This work 0.17s 0.75kb 1.56ms

(Grothl16+Sigma AoK)

Table 6: Comparison of different methods for proving R}, using Plonk
as the underlying proof system.

Prover time Proof size Verifier time
Plonk (Worst Case) 10.59s 0.57kb 1.73ms
Plonk (Average Case) 5.23s 0.57kb 1.33ms
This work 2.18s 1.13kb 1.62ms

(Plonk +Sigma AoK)
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In Table 4, we employ Plonky2 [14] as the underlying proof system for the
test, which is a representative example of SNARKSs over small fields (based on the
Goldilocks field F,, p = 264 —232 4 1). Directly proving R}, using Plonky2 in the worst
case requires proving 256 point additions and 256 point doublings. On average, it still
necessitates proving 256 point additions. In contrast, our proposed method requires
proving significantly fewer computations, as detailed in Table 2. The proving time of
our method is dominated by the SNARK component, with other parts contributing
marginal to the total time. In our solution, the overall proof consists of 32 field ele-
ments, 2 random numbers within hash function, a single Poseidon hash output, and
a SNARK proof. The length of random numbers within hash function is 128 bits.

In Tables 5 and 6, we instantiate the Sigma AoK with Groth16 and Plonk to
further demonstrate that our method improves proof systems over large fields. For
these experiments, we focus on the R}“ relation due to its prevalence in practice. We
implemented these benchmarks using the gnark library'4. The number of constraints
in R1CS for Groth16 is 38270. The number of constraints for Plonk is 134429. It is
observed that Grothl6 is significantly more efficient than Plonk in this context. This
is because Grothl6 employs a circuit-specific trusted setup, rendering its complex-
ity independent of the number of addition gates. In contrast, while Plonk utilizes a
universal setup, its construction complexity remains dependent on the number of addi-
tion gates. For SNARKSs over large fields, our construction can still improves prover
efficiency by 2-5x.

5.4.2 Proof of knowledge for R3

To further assess the efficacy of our approach, we conducted experiments on proving
R3 utilizing Plonky2 in conjunction with Sigma AoK. The obtained metrics for the
SNARK component are: a prover time of 1.53s, a proof size of 134.53kb, and a veri-
fier time of 2.54ms. A comparison with the results presented in the first two rows in
Table 4 reveals that our method similarly yields excellent performance for R3. The
overall proof includes 32 group elements, two random numbers, a single Poseidon
hash output, and a SNARK proof. When we use Grothl6 and Plonk with Sigma
AoK to prove RZ, the obtained metrics for the SNARK component with Groth16
are: a prover time of 0.22s, a proof size of 0.81kb, and a verifier time of 1.74ms, the
obtained metrics for the SNARK component with Plonk are: a prover time of 2.31s,
a proof size of 1.22kb, and a verifier time of 1.69ms.

5.5 Comparison with Pedersen-committed CP-SNARKSs

Finally, we compare Hash-committed CP against Pedersen-committed CP-SNARKs,
focusing on the modulus-mismatch setting that motivates our framework. Table 7 sum-
marizes asymptotic metrics and representative concrete costs. Existing CP-SNARKSs
rely on Pedersen-committed sigma protocols to verify algebraic statements. However,
these sigma protocols lack flexibility regarding group choices and cannot support
arbitrary algebraic statements effectively. They face two main limitations:

14https:/ /github.com/Consensys/gnark
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® Group Order Rigidity: These protocols require the order of the discrete
logarithm group to match the field (or ring) of the corresponding algebraic
statements. Finding a secure elliptic curve with a prescribed order is often not
guaranteed. Furthermore, the Complex Multiplication (CM) method required to
construct such curves is computationally intractable for many parameters. As
noted in prior studies such as the ddlog protocol in [26], if a matching group can-
not be found, the system suffers from a modulus mismatch. This forces the prover
to simulate field arithmetic over a non-native field, incurring severe overhead in
both computation and proof size.

® Necessity of “Glue” Proofs: Even when a suitable group is available, a “glue”
proof is required to ensure consistency between the Pedersen commitments and
the SNARK witnesses. While this overhead is minimal in specific construc-
tions (e.g., LegoSNARK [28] or specific VSS-based protocols [31]), it becomes
substantial in general cases, particularly when proving equality between commit-
ments over groups of different orders, which necessitates expensive range proofs.
Moreover, for state-of-the-art SNARKSs based on Merkle tree commitments (e.g.,
FRI-based systems), efficient “glue” mechanisms do not currently exist.

To demonstrate the efficiency gap under the modulus mismatch setting, we con-
duct an experiment focusing on a statement common in Proof of Solvency (PoS)
applications:

Proof of Knowledge of x such that SHA256(G”) = y

Here, G is a generator of a group (e.g., Secp256k1) and y is a public hash output. This
relation corresponds to RY. We assume a realistic scenario where the order of the
Pedersen commitment group does not match the algebraic structure of the statement
(i.e., the scalar field of Secp256k1), inducing a modulus mismatch. The experimental
configuration is as following:

® Qur Construction: We utilize the optimization from Section 4.2 to achieve a
challenge space of size 8 (soundness error 273). By executing the protocol 20
times in parallel, we achieve a knowledge soundness error of 2769, consistent with
previous work [26].

e Internal SNARK Costs: One instance of R}, requires proving 26 elliptic
curve point additions, 20 non-native multiplications, and a Poseidon hash of 42
elements. Using Groth16, this takes less than 0.11s.

® Verification: The generated proof consists of 20 field elements, a single Poseidon
hash output, and the internal SNARK proof. The verifier performs 20 group
exponentiations plus the standard SNARK verification.

Table 7 presents the comparison results. The efficiency gap is primarily driven by
the overhead required to handle the modulus mismatch. It is important to acknowl-
edge that in the ideal scenario where the order of the Pedersen commitment group
perfectly matches the algebraic structure of the statement (modulus matching),
Pedersen-CP methods are highly efficient. However, such matching groups are often
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Table 7: Comparison of NIZK performance for PoK of “SHA256(G”) = y”
(assuming G € Secp256kl). n denotes the anonymity set size. Tps, Tvs, | 7]
refer to the SNARK prover time, verifier time, and proof size. Tpg, Tyg, |7g|
refer to the “glue” protocol metrics. c¢1, co are small constants.

Proof Size Prover Time Verifier time
nTps(SHA256)

SNARK e.g. [2] |7rs| T (GF) Tys
Pedersen-CP 2370n elements nTps(SHA256)+Tpg 2560n exp
NIZKsP® [24-32] +e1+|mg| + | +9480n exp +Tvg + Tis
This work
(Hash-CP 20n elements nTPS(SHA%56) 20 exp +Tos
NIZKSPOS) +62+|7T5‘ +nTP5(Rint)

unavailable in practice. For instance, finding a curve to match the base field of
another elliptic curve is restrictive, and finding a suitable elliptic curve group to serve
as the Pedersen commitment group for an RSA group is computationally challeng-
ing. In these common modulus-mismatch settings, our framework offers significantly
greater versatility and efficiency.

Prover Efficiency. In the Pedersen-CP approach, the modulus mismatch forces the
prover to perform bit-decomposition, resulting in 9480 group exponentiations. We
benchmarked these operations on the NIST P-521 curve, yielding a computation time
of approximately 5.21s. In contrast, our Hash-CP method replaces these expensive
operations with an internal SNARK proof, which takes only = 0.11s using Groth16.
This demonstrates an approximately 50x reduction in prover time.

Communication and Verification. The Pedersen-CP approach requires transmit-
ting 2370n group elements and performing 2560n exponentiations for verification.
Our method requires only 20n elements and 20n exponentiations. This represents a
reduction in both proof size and verification complexity by a factor of over 100x.
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Appendix A Other Sigma AoKs

In discrete logarithm setting, let G, be a cyclic group with prime order p. The state-
ment (Q = P” has two trivial cases, when only P or @ is the witness, the verifier can
directly compute it. Additionally, in the case where P and x are witness, the statement
can be converted to P = Q’”flm"d P, thus using II}, to prove it.

ProT1ocoL IIY (protocol with x as witness). Let H be a hash function, and define
the relation RY, as follows:

h=H(z,r) A hy = H(k,
R?’nt:—{(h,hk,c,z;@,k,r,m)): (.7 A B (”)}

Az =k + cx (mod p)

where z,k, ¢,z € Fp, r,r, € {0,1}*. The Sigma AoK for the relation R is shown in
Figure A1, and the proof is similar to Theorem 3 (see Appendix B).

Sigma Argument of Knowledge IIY,

Setup. Run internal SNARK setup crs < Ij.Setup(1*, RD,)

int

Public input(crs, P,Q,h); Private input(z,r);
Prover: k < Fp;r), < {0,1}% A = P*: by = H(k, 74); send hy, A.

- $
Verifier: ¢ <— Fp; send c.

Prover: z =k + cx (mod p)
Run i for ROt Mine < Wine.P(crs, h, b, ¢, 25 (x, k, 7, 7%)); send 2, Tine.

check P* £ Ao Q° N V(crs, h, hy, ¢, 2, Tint) 21

Fig. A1: IIS, for Ry, == {(P, Q,h; (z,7)) : @ = P* Ah =H(z,7)}

Theorem 5 Assume H is a hiding hash function, 1y is a zkSNARK, then Hg, in Figure
Al is a Sigma AoK for the relation:

Rg| ={(P,Q,h;(z,7)) : Q = P* N\h=H(x,7)}
where P,Q € Gy and z € Fp,r € {0,1}.
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ProTOCOL Hg, (protocol with P and Q as witness). Protocol Hg, is quite similar to

I1L,. Let H be a hash function, and define the relation RZ as follows:

R hobi, Z,T; b =H(P,Q,r) Ay = H(K, A,ry)
int *— (P,Q,K,A,T,rk) ’ N =KoPANT=A0Q

where 7,74 € {0,1}*. The Sigma AoK for relation R is shown in Figure A2, and the
proof is similar to Theorem 3 (see Appendix B).

Theorem 6 Assume H is a hiding hash function, Iy is a zkSNARK, then Hgl in Figure
A2 is a Sigma AoK for the relation:

Rai = {(z,h; (P,Q.1)) : Q = P* Nh = H(P,Q,7)}
where P,Q € Gp and x € Fp,r € {0,1}*.

Sigma Argument of Knowledge 113

Setup. Run internal SNARK setup crs < ILn.Setup(1*, R2,)
Public input(crs,z, h); Private input(P, Q,r);

Prover: K <& Gp; 1k & {0,1}M A = K% hy, = H(K, A, r1,); send hy.

Verifier: ¢ < {0,1}; send c.

Prover:
Case c=0: 72 =K;send Z,ry.
Casec=1:Z=KoP;T=A0Q;
Run ILip for RZ, : mine < Wine.P(crs, h, by, Z,T; (P, Q, K, A, 7,11,)); send Z, Trins.

Verifier: compute 7' = Z%, and
Case ¢ = 0 : check hy, = H(Z,T,r)
o

Case ¢ =1 : check ;.. V(crs, h, hy, Z, T, minte) = 1

Fig. A2: 113 for R = {(z,h; (P, Q,7)) : Q = P Ah =H(P,Q,7)}

Similar to IT}, we present the protocol for I13 when the challenge space is increased
to m, as follows, and denote it by II3.

ProTOCOL 113 (protocol with P and @ as witness). Let H be a hash function, and
define the relation RZ: as follows:

Rz* =

int

h,hk,C,Z7T; .h:H(P,Q,T)/\hk:H(K,A,’I’k)
(P,Q,K,A,r,7))]  ANZ=KoP°AT=Ao0Q"
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where ¢ € {0,1}, 7,7 € {0,1}*, and H is a hash function.The Sigma AoK for relation
RZ is shown in Figure A3.

Sigma Argument of Knowledge Hgf‘

Setup. Run internal SNARK setup crs < Ij.Setup(1*, R2)

int

Public input(crs,z,h); Private input(P,Q,r);
Prover: K & Gyp; 1 & {0,1}*; A = K®; by = H(K, A, 11,); send hy.

Verifier: ¢ <& {0,1,...,m — 1}; send c.

Prover:
Casec=0:Z=K;send Z,r}.
Case c#£0: Z=KoP%T=A0Q%
Run it for RZ: : mine Hint.P(crs, hyhg,c, Z,T; (P,Q, K, A,r, rk)); send Z, mint.
Verifier: compute T' = Z%, and
Case ¢ = 0 : check hy, = H(Z,T,r)
Case ¢ # 0 : check IIine.V(crs, h, hi, ¢, Z, T, mint) ]

Fig. A3: 113" for R3F = {(z,h; (P,Q,7)) : Q = P* ANh=H(P,Q,r)}

ProTocoL I3 (protocol with P,Q and x as witness). Protocol II3 employs the
“intermediate value”, which involves selecting a pair of inverse exponents s and t,
computing a public intermediate value T' = P?, and then deriving P = T* and Q = T*®
as two statements of R}, which can be proven using II} in parallel. And it also
includes a proof for the relation:

Ry hoyheshi; ) k= ta(mod p) A by = Hz, 7o)
" @tk k) ) ARy = H(E ) A by = H(k, )

and the Sigma AoK for the relation R3 is shown in Figure A4.

Theorem 7 Assume H is a hiding hash function, I is a zkSNARK, and Hé, is the Sigma
AoK for R} as described in Theorem 3, then 13, in Figure A/ is a Sigma AoK for the relation:

RY = hpshashas Q=P ARy = H(Pmp)A
. (P,Q,z,7p,7q,72) ) "hg = H(Q,7q) N ha = H(z,72)

where P,Q € Gp, © € Fp and rp,rq, 7z € {0, 1}

As for Hg’,, its version with the challenge space increased to m can be realized by
calling Héf‘, which is quite trivial and will not be repeated here.

40



Sigma Argument of Knowledge I3,

Setup. Run internal SNARK setup crs + Hint.Setup(l/\, T\’,I?;]t)
and independently crsy, crsg < I13,.Setup(1*, R3)

Public input({crs;}, hy, by, hy); Private input(P, Q, x,rp, 74, 72);

Prover: s & Fp;re, i & {0,137 = P*;t = s~ (mod p);

k =tz (mod p);hy = H(t,74); hie = H(k, rg);

Run i for R3. : Mine < Wine.P(crso, hay bty i (2,6, k0, 7, 71));
send T, h¢, hi, Tint.

Prover and Verifier: run IT} :

(crsi, T, by, has (Pt rp, 1)) € RY,

(crsa, T, by, hi; (Q, kyrg, 1)) € RY,

Verifier:
check IT;nt.V(crso, hy, int) ~ 1 and both H}“ are acceptable.

Fig. A4: II3, for RS,

PRrROTOCOL I, (protocol with P as witness). Protocol I1, is a variant of the Guillou-

Quisquater protocol [46]. Let n be an RSA modulo, H be a hash function, and define
the relation Ri4nt as follows:

h=H(P,r) A hy = H(K, A,
Rﬁnt;:{(h,hk,z;(P,K,r,rk)); (Pyr) A by, = H( T’“)}

NZ = K o P (mod n)

where 7,7, € {0,1}*. The Sigma AoK for relation R’ is shown in Figure A5, and

rsa

the proof is similar to Theorem 3 (see Appendix B).

Theorem 8 Assume H is a hiding hash function, iy is a zkSNARK, then H?sa in Figure
A5 is a Sigma AoK for the relation:

Risa = {(Q, 2,15 (P,r)) : Q = P* Ah = H(P,7)}
where P,Q,z € Z and r € {0,1}*.
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Sigma Argument of Knowledge 117,

Setup. Run internal SNARK setup crs < ILn.Setup(1*, Ri,,)
Public input(crs, Q, x, h); Private input(P,r);

Prover: K < Z*:ry < {0,1}*; hy = H(K,75); A = K% (mod n); send hy, A.

Verifier: ¢ < {0,1}; send c.

Prover:
Case c=0:Z =K (mod n); send Z,ry,.
Casec=1:Z =Ko P (modn);
Run IT;n for Rﬁn : Tint ¢ Wine-P(crs, b, by, Z; (P, K, 1, rk)); send Z, Tint.
Verifier:
Case ¢ = 0 : check Z% = A (mod n) A hy, < H(K, L)
Case ¢ = 1: check Z% = Ao Q (mod n) A Iine.V(crs, Tint) 21

Fig. A5: 1Y%, for RY, := {(Q,x,h; (P,r)) : Q = P* Ah =H(P,r)}

rsa rsa

Appendix B Proof of Theorem 3

Proof Completeness is obvious.

Knowledge soundness. The knowledge soundness of Hé, is derived from the SNARK proof
Tint, Which ensures that the prover who can produce acceptable transcripts authentically
knows the witness x consistently in both A and z, and also knows the witness @) consistently
in both h and T
For any polynomial time prover P* and any crs, P* choose an instance (P, h), and the
extractor Ext behaves as follows:
1. Call P* to obtain the first message hy.

2. Query P* with two challenges ¢ = 0 and ¢ = 1, if P* output two acceptable transcripts
hi, 0, zo,ro and (hg, 1, z1, Tint ), then continue; otherwise, return to the step 1.
k

3. Call the SNARK extractor ITjn.Ext for the instance (h, hy, 1,21, P*') and acceptable

transcript ming, then ITj.Ext output a witness (Q, z, k, A, r, rt).l"

4. Check if (zg, P, 7“2) = (k, A, r,{.), then output (@, z,r). Otherwise, abort.

Assume that P* can choose a first message for instance (P, h) with probability p > % + €
for a non-negligible €, enabling it to respond correctly to both ¢ = 0 and ¢ = 1. Then, P* can
succeed in step 2 within expected polynomial time.

According to the knowledge soundness of SNARK II;,¢, the extractor successfully output
a witness (Q, z, k, A, r, r,ﬁ) in step 3 with a probability at least 1 —negly. And (Q, z,k, A, r, r,ﬁ)
satisfies h = H(Q, z, ), hy, = H(A, k,r,lc), 21 =k + z(mod p) and P*' = Ao Q.

In steps 4, the extractor accepts the consistency of witness with probability 1—negl;. This
is due to the collision resistance of H, which ensures that a fixed h; has the same preimage

15 Although the non-native field element = € F, is represented as a native field element (or vector) in
SNARK, residing in a different field, it uniquely corresponds to = € F,.
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in different cases. Then, we have Pktr — 40 Q, A= Pk and b = H(Q, z,r), which implies
that (Q, z,7) is the witness for (P, h). Consequently, the Ext successfully extracts the witness
(Q,z,r), except with a negligible error.

Computational SHVZK. There exists a polynomial time simulator Sim that for any instance
(P, h) in Ré, and given a random challenge ¢ € {0,1} outputs a transcript (hy,c, 2", 7%),
indistinguishable from the honest transcript (h, ¢, z, m). The Sim behaves as follows:
1. Randomly choose &* & Fp and ry & {0,1}*.
2. Compute A* = P*" and the first message hj, = H(A™, k™, rg).
3. Depending on the challenge c, there are two cases:
Case 1. If c=0, let 2" = k™ and 7" = ry,.
Case 2. If ¢ = 1, randomly choose z* & Fp and let T* = P?" . Then, call IT;n;.Sim with
(h, hy, 2", T") to obtain 7*.
4. Output (hy,c,z*,7").

Obviously, when ¢ = 0, the transcript produced by Sim is identically distributed to that
of an honest party. Now we consider the case when ¢ = 1 via a hybrid argument:

P, h, hy,
Ho :
C, 2z, T
k<& Fpyre & {0,134 = PP
P, h, th Tk ) ) 3
Hi: | |he = H(A Ky rg); 2 = k + z(mod p); T = Ao Q;
C, 2, T
7’ Mine.Sim(h, hy, 2, T)
Ho represents the honest transcript, while H; only substitutes the honest prover’s proof

with 7/, which is generated by ITi,:.Sim. Therefore, the indistinguishability is derived from
the zero-knowledge property of Il;,;.

(hg, ¢, z,m) < (P(Q,z,7), V)(P, h)}

hi = H(A® k", r); 2 = k + x(mod p); T = P?;
7" < Mine.Sim(h, hy, 2, T)

‘Ha uses a new random k* to compute hy, and ITj;.Sim uses hj, to simulate. At first, the
SNARK instance (h, h, 2z, T) is indistinguishable from (h, hy, 2z, T) in H1, due to the compu-
tational hiding property of H. Therefore, the output 7’ and 7”" produced by the polynomial
time algorithm IT;,;.Sim with these instances is also indistinguishable.

P7h7h*7
Hs : ( k

* *
c,z T

"
C, 2, T

$ $ A P
(P,h,h?é,) kk* = Fp;ry = {0,1}; A" = P7
.

A* = PKRE = H(A K ry); T = P*
7% in.Sim(h, hE, 2%, TF)
Hs represents the transcript computed by the simulator Sim. Similar to Sigma protocol,
due to that the distributions of {(P,c,z)} in Ho and H3 are identical, the distributions Ha
and H3 are actually the same, which concludes the proof. O

> E*, 2" i Fp;ry ﬁ {0, 1})‘;

16We omit the process of generating CRS during the SNARK setup. In the CRS model, the simulator is
allowed to modify the CRS.
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