Chapter 1: Welcome to the Cyber Security Landscape
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Chapter 2: Security Starts at the Design Table
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Chapter 3: Applying Desigh Requirements Criteria -
Hardware Selection
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Chapter 4: Applying Desigh Requirements Criteria - the
Operating System
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Chapter 5: Basic Needs in My Build Chain

What's In Your Build & Support Chain?

| — | E— I — === [—— =
Operating Third-Party Your Own Automation Security Source Code Customer Customer
System Repositories Custom Server Scanning Control Web Portal &  Appliance
Repositories Software Systems System Helpdesk Update
Repositories Repositories
I .
Build/Test Build/Test Build/Test Support Support Support
Lab Server Lab Server Lab Server Test Test Test

Lab Server Lab Server Lab Server
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i nmap -p l1-B553
Stu't‘ng Nmup .94
WSE: Loaded 156 scripts for
NSE: Script Fre-scanning.
Initiating NSE at 22:49
Completed NSE at 22:49,
Initiating NSE at 22:4%
Completed NSE at 22:45,
Initiating NSE at 22:49%
Completed NSE at 22:45,
Initiating Ping 5can at 22:49
Scanning ksB@1 (10.101.0.48)
Completed Fing Scan at 22:49,
Initiating Connect Scan at 22:
Scanning ks@l (18.101.0.48)
Discovered open port
Discovered open port
Connect Scan Timing:
Connect Scan Timing:
Connect Scan Timing:
Connect Scan Timing:
Connect Scan Timing:
Connect Scan Timing:
Connect Scan Timing: About
Connect Scan Timing: About
Completed Connect 5can at 22:

T

0.00s

B.80s

B.00s

About
About
About
About
About
About

Initiating Service scan at 22:5
(lo.
scan at 22:53,

Scanning 2 services on ksBl
Completed Service
WSE: Sc"‘pt scanning 10.
Initiating NSE at 22:53
anpleted NSE at LL.EBJ
Initiating NSE at
Completed NSE at
Initiating NSE at
Completed NSE at 22:53, 0.00s
Mmap scan report for ks0l (10.
Host is up (0.00065%s latency).
rONS record for 10.101.0.40:
HNot shown: 65251 filtered tcp
PORT STATE SERVICE
21/tcp open ssh
| ssh-hostkey:
| 256 b9:fb:Th:
|- 256 25:9d:18:95:
BB/ tcp open http
| http-methods:
Supported Methods:
Potentially risky methods:
http title: Test Page for
_http-server-header
9090,/ tcp closed zeus

lel.0.

B.14s

53, 0.01s
2:53

£
L47
£

—admin

NSE: Script Fost-scanning.
Initiating NSE at 22:53
Completed NSE at 22:53,
Initiating NSE at 22
Completed NSE at 22:5
Initiating NSE at 22:
Completed NSE at 22:53,
Read data fTiles from:
Service detection performed.
HMmap done: 1 IP address
mstongeabmB@2: ~$ I

B.80s

B.00s

0.00s

httpf'**nmup org )
scanning.

BO/tcp on 109,101,
2¥/tcp on 10.1681.
1.32%
2T% done;
.B8% done;
4 1%
. 39% done;
. B1%
075 done;

POST OPTIONS HEAD

the HTTP Serv
: Apache,/Z.4.57

fusrfbinf..J
Please
{1 hos

-T4 -A -v ks@l
at 202

4-04-18 232:45 EDT
elapsed
elapsed

elapsed

[2 ports]

B.088s elapsed total

4

9
[65535 ports]

0,40
0.48
ETC:
EilG:
EilG:
EiliG:
ETCE
ECE
ElCE
29% done; ETC:
276.13s elapsed

done; remaining)
remaining}
! remaining)
remaining)
remaining
remaining
Bz 155 remaining
104 remaining
{85535 tutul ports)

P3P Ped P2

done;

5
done; -:lT: 8

5]
1]

22:58

181.0.40)

6.02s elapsed (2 services on 1 host)

40,
elapsed
elapsed

elapsed
101.0.40)

ksBl.local

ports (no-response), 281 filtered tcp ports (host-unreach)

VERSION
OpenSsH

8.7 {protocol 2.0)
._..ud eT:do: T:ab:83 (ECDSA)
ed:87:81l:de:44:92:c2:11 (ED2551%9)

59
D3k
ache httpd 2.4.57 ({Red Hat Enterprise

Linux})

GET TRACE
TRACE
er on Red Hat Enterprise Linux

(Red Hat Enterprise Linux)

elapsed
elapsed

elapsed

share/nmap

report any incorrect results
scanned in 282.51 seconds

at https://nmap.org/submit/

t up)




Zenmap - o x
Scan Tools Profile Help
Target: | ksO1 ¥ | Profile: | Intense scan - Scan Cancel
Command: | nmap-T4 -A -vks01
\ Hosts Services Nmap Output Ports { Hosts Topology Host Details Scans
0s Host - nmap -T4 -A v ks01 hd Details

Filter Hosts

Initiating NSE at 22:18

Completed NSE at 22:18, ©.14s elapsed

Initiating NSE at 22:18

Completed NSE at 22:18, ©.81s elapsed

Initiating NSE at 22:18

Completed NSE at 22:18, 0.88s elapsed

Nmap scan report for ks@l (10.161.0.40)

Host is up (0.74s latency).

rDNS record for 10.101.0.40: ksel.local

Mot shown: 957 filtered tcp ports (no-response), 4@ filtered tcp ports (host-unreach)
PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.7 (protocol 2.0)

| ssh-hostkey:

| 256 b9:fb:7b:f3:a9:c7:cc:69:3f:6d:e7:d0:ff:f7:ab:83 (ECDSA)

| 256 25:9d:18:95:87:2b:78:03:e8:87:81:de:44:92:c2:11 (ED25519)
80/tcp open http Apache httpd 2.4.57 ((Red Hat Enterprise Linux))
| http-title: Test Page for the HTTP Server on Red Hat Enterprise Linux
| http-methods:

| Supported Methods: POST OPTIONS HEAD GET TRACE

| Potentially risky methods: TRACE

| _http-server-header: Apache/2.4.57 (Red Hat Enterprise Linux)

9890/tcp closed zeus-admin

NSE: Script Post-scanning.

Initiating NSE at 22:18

Completed NSE at 22:18, 0.88s elapsed

Initiating NSE at 22:18

Completed NSE at 22:18, 0.88s elapsed

Initiating NSE at 22:18

Completed NSE at 22:18, 0.88s elapsed

Read data files from: /app/bin/../share/nmap

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Mmap done: 1 IP address (1 host up) scanned in 41.57 seconds

Zenmap - o x
Scan Tools Profile Help
Target: | ksO1 ¥ | Profile: | Pingscan v Scan Cancel
Command: | nmap -snks01
Hosts | Services Nrmap Output ~ Ports /Hosts ~ Topology ~ HostDetails  Scans

oS Host - Port Protocol State Service Version

@ » tcp open ssh OpenSSH 8.7 (protocol 2.0)

@ s0 tcp open http Apache httpd 2.4.57 ((Red Hat Enterprise Linux))

@ 9090 tcp closed  zeus-admin

Filter Hosts




KDiff3

File Edit Folder Movement Diffview Merge Window Settings Help

A (Base}: I «| DFile.. P Folder...
B: - [* File... | B2 Folder...
C (Optional): - [r File... | B2 Folder...
Merge Swap/Copy Names... -
Output (Optional): = [IFile.. | FIFolder...
= Configure... | © Cancel « OK

File Edit Folder Movement Diffview Merge Window Settings Help
A& 2 XD E Q £m=z=== 2o v 2 3F 2 a0 B C % 0= »

Encoding: Line end style: Unknown Encoding: Line end style: Unknown

Dialog = o X
A (Base): stonge/my-software-details_202405011944.txt ~ [¥ File... | | B Folder...
B: stonge/my-software-details_202405012008.txt =~ = [ File... | |EFolder...
C (Optional): = || [XFile... | |EFolder...
Merge Swap/Copy Names...
Output (Optional): = || [¥File.. | |EFolder..
= Configure... | ® Cancel | v OK

L *

Opening files...




my-software-details_202405011944.txt <-> my-software-details_202405012008.txt-KD —

File Edit Folder Movement Diffview Merge Window Settings Help
EEE 9 XxDE Q % mM=x o v 2 3 2 FAaAB C %0/~ = »

liM e/mstonge/my-software-details_202405011944 .. | B: g/mstonge/my-software-details_202405012008.txt || ... |::‘
Top line 47 i i il Top line 47 Encoding: UTF-8  Line end style: Unix | _
antiword-@.37-38.fc4@.x86_64 antiword-@.37-38.fc40.x86_64 _
appstream-1.0.2-2.fc40.x86_64 appstream-1.0.2-2.fc40.x86_64
appstream-data-4@-6.fc4@.noarch appstream-data-4@-6.fc4@.noarch
apr-1.7.3-8.fc4@.x86_64 apr-1.7.3-8.fc40.x86_64
apr-util-1.6.3-16.fc40.x86_64 apr-util-1.6.3-16.fc4@.x86_64
apr-util-Imdb-1.6.3-16.fc40.x86_64 apr-util-1mdb-1.6.3-16.fc40.x86_64 N
apr-util-openssl-1.6.3-16.fc4@.x86_64 apr-util-openssl-1.6.3-16.fc4@.x86_64 i
aspell-©.60.8-14.fc4@.x86_64 |
I | I | aspell-en-2020.12.07-10.Tc4@.x86_64 =
atheros-firmware-20242410-1.fc4@.noarch atheros-firmware-20242410-1.fc4@.noarch | =
atk-2.52.@-1.Tc4@.x86_64 atk-2.52.0-1.Tc40.x86_64 N
atkmm-2.28.4-1.fc4@.x86_64 atkmm-2.28.4-1.fc4@.x86_64 =
at-spi2-atk-2.52.08-1.fc40.x86_64 at-spiz-atk-2.52.@-1.fc4@.x86_64 7
at-spi2-core-2.52.0@-1.fc4@.x86_64 at-spi2-core-2.52.@-1.Tc40.x86_64 ]
attr-2.5.2-3.fc40.x86_64 attr-2.5.2-3.fc40.x86_64
audit-4.0@.1-1.Tc40.x86_64 audit-4.0.1-1.fc40.x86_64
audit-libs-4.2.1-1.fc4@.x86_64 audit-1libs-4.2.1-1.fc4@.x86_64 =
audit-rules-4.0.1-1.fc40.x86_64 audit-rules-4.0.1-1.Tc4@.x86_64
augeas-1ibs-1.13.0-7.fc40.x86_64 augeas-1ibs-1.13.@-7.Tc4@.x86_64 .
authselect-1.5.8-5.fc40.x86_64 authselect-1.5.8-5.fc4@.x86_64 :
authselect-1ibs-1.5.8-5.Tc40.x86_64 authselect-1ibs-1.5.0-5.fc4@.x86_64 -
autocorr-en-24.2.2.1-3.fc4@.noaxch autocorr-en-24.2.2.1-3.fc4@.noarch _
avahi-0.8-26.fc4@.x86_64 avahi-0.8-26.fc4@.x86_64 -
. e, e e T .
Number of remaining unsolved conflicts: 43 (of which O are whitespace)
3] ndex of fmyapp-for-x86_64 % = + s X

& C O O lOCa[hOSt.';"\'jr".'l:_l.ji-—f:"'-'f.-':'\'._': 64-rpms/ ks ® ﬁ

£} Most Visited @) Fedora Docs i Fedora Magazine [JFedora Project (3 User Communities [JRed Hat [J Free Content
Index of /myapp-for-x86_64-rpms

Name Last modified Size Description

& Parent Directory -
@ myapprel-1.0-1.x86_6..> 2024-04-22 21:44 6.7K

(£ repodata/ 2024-04-22 21:48 -
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Chapter 7: The Trusted Platform Module

random number
generator

RSA key generator

SHA-1 hash generator

encryption-decryption-
signature engine

Endorsement Key (EK)

Storage Root
Key (SRK)

Platform Configuration
Registers (PCR)

Attestation Identity
Keys (AIK)

storage keys

= Device type:

Available devices

Mountpoint:

Sector size:

= Passphrase;

B4 sda disk

Filesystem: xfs

Encryption type:

= Repeat Passphrase;

Partition

Yevice Ty

289.35 GiB

Size: 500
I

Label: data

/data

Encrypt:

luks2 -

Automatic -

GhBsensnne

bepssbseny W

-+ MiB »

caﬂlcal il : QK e




Please enter passphrase for disk ADATA LEGEND 700 (luks-c581006e-40fc-8117-8adf3alaZabe)::

& EnabTedT
ity Feature ‘ ~ INol i




Chapter 8: Boot, BIOS, and Firmware Security

Power On »-| BIOS/UEFI POST MBR GRUB2 Kernel InitramFS SystemD
CPU > BIOS/UEFI » (I BE0E > Kernel+initrd ——> Application
loader/GRUB
code resides in part of iso file

flash memory

0

-} \ ‘

o Boot

S o " e a e

s BIOS/UEFI % loader/GRUB % Kernel+initrd % Application
CPU T o )

. E 1
—>»  signature ——>»  signature ——»  signature 4ﬁ—>L signature




Chapter 9: Image-Based Deployments

C [ % quayiofsearch’q=ce

@ RED HAT Quay.io EXPLORE  REPOSITORIES  TUTORIAL currentut () Newul

centos-beoic

1. B centos-bootc/centos-bootc 2

2. B redhat-user-workloads/centos-bootc-tenant/centos-bootc-c9s/centos-bootc-c9s Y

AppStudio repository for the user

activity

3. & redhat-user-workloads/centos-bootc-tenant/bootc-image-builder/bootc-image-builder v

AppStudio repository for the user

nour a

4. B centos-bootc/centos-bootc-dev v

C @ % centosorg

& CentOS

Download

g Upcoming EOL Dates

CentOS Stream 8 end of builds is May 31, 2024. CentOS Linux 7
end of life is June 30, 2024. Read the information on upgrade and e (e
migration options.

On this page:

> Ug

m

CentOS Stream

4 Architectures Packages Others
RPMs Cloud | Containers | Vagrant
ARMG4 (aarch64) RPMs d | Containers | Vagrant

oud | Containers | Vagrant




 quayio/us

EXPLORE ~ REPOSITOR TUTORIAL

Repositories
Total Quota Consumed: 0.00 KiB

EXPLORE REPCSITORIES

@ RED HAT Quayio

€ Repositories

. matt_st_onge / | bootd

Click to set repository description

® of' Public
Anyone can see and pull from this repository. You choose who can push.

O @ Private
You choose who can see, pull and push fromto this repository.

Initialize from a Dockerfile

Link to a GitHub Repasitory Push
Link to a Bitbucket Repository Push
Link to a GitLab Repository Push

Link to a Custem Git Repository Push

EXPLORE TUTORIAL

RED HAT Quay.io

& Repostories 1 Account

0 Repository Activity

Description

Glick fo set repository deseription

Current Ul

matt_st onge + Create New Repository

This namespace doesn't have any viewable repositories.

TUTORIAL

Create New Reposit

New Ul

matt_st_onge / bootc

Recent Repo Builds

No builds have been run for this repository.

Pul this container with the following Podman comman:
podman pull quay.io/matt_st_onge/bootc
PUIl tNis container with the follewing Docker command:

docker pull quay.io/matt_st ot




(@ localhost:&

at Pr

i Hire Hub g0

Welcome to My Appliance

PHP Version 8.0.30

Php

System L;r:iuxﬁiaflblbﬂﬁzrd 6.10.10-200.fc40.x86_64 #1 SMP PREEMPT_DYMNAMIC Thu Sep 12 18:26:09 UTC 2024
X

Build Date Aug 32023 17:13:08

Build System CentOS Stream release 9

Build Provider CentOS

Compiler gec (GCC) 11.4.1 20230605 (Red Hat 11.4.1-2)

Architecture x86_64

Server API FPM/FastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path letc

Loaded Configuration File letc/php.ini

Scan this dir for additional .ini files letc/php.d

Additional .ini files parsed

Jetc/php.di20-bz2.ini, fetc/php.d/20-calendar.ini, /etc/php.d/20-ctype.ini, fetc/php.d/20-curlini, fetc/php.d/20-exif ini,
Jetc/php.d/20-fileinfo.ini, fetc/php.d/20-ftp.ini, fetc/php.di20-gettext ini, fetc/php.d/20-iconv.ini, jetc/php.di20-
mysqind.ini, /etc/php.di20-pdo.ini, /etc/php.di20-phar.ini, /etc/php.df20-sockets.ini, /etc/php.d/20-sglite3.ini,
letc/php.d/20-tokenizer.ini, fetc/php.d/30-mysqli.ini, /etc/php.d/30-pdo_mysql.ini, fetc/php.d/30-pdo_sqglite.ini

PHP API 20200930
PHP Extension 20200930
Zend Extension 420200030

Zend Extension Build

API420200930,NTS

PHP Extension Build

API20200930 NTS

Debug Build no
Thread Safety dizabled
Zend Signal Handling enabled
Zend Memory Manager enabled
Zend Multibyte Support disabled
IPvE Support enabled

DTrace Support

available, disabled

Registered PHP Streams

hitps, ftps, compress.zlio, php, file, glob, data, hitp, ftp, compress.bzip2, phar

Registered Stream Socket Transports

tcp, udp, unix, udg, ssl, tis, tisv1.0, tisvl.1, tsvl.2, tisvl.3

Registered Stream Filters

zlib.*, string.rot13, string.toupper, string.tolower, convert.*, consumed, dechunk, bzip2.*, convert.iconv.*




Fedora Media Writer
N

Select Image Source

_ Download automatically

o) Select .iso file

About

Next

Select Drive

Write Options

Selected file

mycustominstaller.iso

USE Drive
General UDisk (15.7 GB)

Previous

Select...

Write




Authentication Required

Authentication is required to open General UDisk (/
dev/sdb).

MO

Matt St. Onge

Cancel

Writing mycustominstaller.iso
Writing

Your drive will be resized to a smaller capacity. You may

resize it back to normal by using Fedora Media Writer. This
will remove installation media from your drive.

Selected: mycustominstaller.iso

Cancel




Finished!

S

mycustominstaller.iso Successfully Written
Finished!

Selected: mycustominstaller.iso

Restart and boot from General UDisk (15.7 GB) to start using
mycustominstaller.iso.

Finish




i

dhH R R R R R R R R R R R R A R R

f #hdtEtE
R R R R R R R R R R R R R R

Progress

Running pre-installation scripts

Running pre-installation t

_onge/bootc/lamp-bootc:latest

stalling
orming

Configurin

rating initramfs
Storing configuration files and kic
post-installation ipts

Installation complete

omplete. Press ENTER to quit:
[anacondall:main* 2:shell 3:log 4:storage-log

S:program-log

inted on

hm




Welcome to My Appliance

PHP Version 8.0.30 p hp

System Linux 7af1b1b862id 6.10.10-200.fc40.x86_64 #1 SMP PREEMPT_DYNAMIC Thu Sep 12 18:26:09 UTC 2024
xB6_64

Build Date Aug 3 2023 17:13:.08

Build System CentOS Stream release 9

Build Provider CentOS

Compiler gee (GCC) 11.4.1 20230605 (Red Hat 11.4.1-2)

Architecture xB6_64

Server API FPM/FastCGlI

Virtual Directory Support disabled

Configuration File (php.ini) Path letc

Loaded Configuration File letciphp.ini

Scan this dir for additional .ini files letciphp.d

Additional .ini files parsed letc/php.df20-bz2.ini, /etc/php.di20-calendar.ini, fetc/php.df20-ctype.ini, fetc/php.df20-curl.ini, fetc/php.d/20-exif.ini,
Jete/php.di20-fileinfo.ini, /etc/php.d/20-ftp.ini, /etc/php.di20-gettext.ini, /etc/php.d/20-iconv.ini, fetc/php.dr20-
mysqgind.ini, fetc/php.di20-pdo.ini, fetc/iphp.d/20-phar.ini, /etc/php.df20-sockets.ini, /etc/php.d/20-sglite3.ini
letc/php.df20-tokenizer.ini, fetc/php.df30-mysgli.ini, /etc/php.d/30-pdo_mysglini, fetc/php.d/30-pdo_sglite.ini

PHP API 20200930

PHP Extension 20200930

Zend Extension 420200930

Zend Extension Build API420200930,NTS

PHP Extension Build API120200930,NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling enabled

Zend Memory Manager enabled

Zend Multibyte Support disabled

IPvE Support enabled

DTrace Support available, disabled

Registered PHP Streams https, ftps, compress.zlib, php, file, glob, data, http, ftp, compress.bzip2, phar

Registered Stream Socket Transports tep, udp, unix, udg, ssl, tis, tisv1.0, tlsvl.1, tisvl.2, tlsvl.3

Registered Stream Filters zlib.*, string.rot13, string.toupper, string.tolower, convert.®, consumed, dechunk, bzip2.*, convert.iconv.*

- — — .
oo Eonine 14030 Conviart ) 7end Tecoomogan and anaino

CentOS Stream

User name

Password

Other options

Server: localhost.localdomain

Log in with your server user account.




Chapter 10: Childproofing the Solution: Protection
from the End-User and Their Environment

Welcome to your new appliance.

Press any key to continue..

Appliance Main Menu

Admin Password
Network Configuration
User Management
Updates

Factory Reset

EXIT

B N

. L m
e T Mt Tt




Network Configuration

Hostname: I

Network Configuration

Hostname: myappliance.embeddedbook.com
IP ADDR: 192.168.1.200}

Network Configuration

Hostname: myappliance.embeddedbook.com
IP ADDR: 192.168.1. zll
NETMASK: 255.255.255.0
DEFAULT GW: 192.168.1. 1|




Network Configuration

Hostname: myapplian*' mLHddEdbDGk.CGm
TP ADDR: 192.168.1
NETMASK: 255.255.25

1

DEFAULT GW: 192.168.

Your changes as follows:
Hostname: m”applian*' 'mbeddedbmgk.CGm
IP ADDR: 192. l{’h 1.
NETMASK: 255.255.25
1.

DEFAULT GW: 192. lkh

[S]ave or [Clancel

s11C1f}




Network Configuration

Hostname: myappliance.embeddedbook.com
TP ADDR: 192.168.1.200

NETMASK: 255.255.255.0

DEFAULT GW: 192.168.1.1

Your changes as follows:

Hostname: myappliance.embeddedbook.com
TP ADDR: 192.168.1.200

NETMASK: 255.255.255.0

DEFAULT GW: 192.168.1.1

[S]ave or [Clancel

[S][C

Saving and Restarting Network...

Welcome to your new appliance.

Start Initial Configuration




CONFIGURATION
MAIN MENU

Admin Password

Network Configuration

Application users

Factory Reset

Save & Exit

Exit Without Saving




CONFIGURATION
MAIN MENU

Admin Password
Network Configuration Hostname ’

Application users

Factory Reset IP Address
Netmask

Save & Exit Default gateway

Exit Without Saving DNS Servers

Search Domains

DONE

Update Menu

Check for Update / Status
Perform Update

selection




CONFIGURATION
MAIN MENU

Admin Password WARNING! ALL DATA, USERS, and NETWORK CONFIG
Network Configuration
Application users WILL BE DELETED AND RESET

Factory Reset

To continue — check the box and click on RESET
Save & Exit ELSE — Click on the CANCEL button.

Exit Without Saving

Factory Reset

Initiate Factory Reset
EXIT

Input # of selection

Are you sure 1 want to erase all configurations, users, data and go ba
ck to the ~iginal state??

Y/N
v

RESETTING. ...
Appliance will automatically reboot and return to default config




Chapter 11: Knowing the Threat Landscape - Staying
Informed

An official website of the United States government Here's how you know

N st = NVD MENU

Information Technology Laboratory.

L

( NATIONAL VULNERABILITY
DATABASE
NVD

NATIONAL VULNERABILITY DATABASE

v

LNERABILITIES

Search Vulnerability Database
T

preduct name, vendor name, CVE name, or an OVAL query.

NOTE: Only vulnerabilities that match ALL keywords will be returned, Linux kernel vulnerabilities are categorized separately from vulnerabilities in specific Linux distributions.
Search results will only be returned for data that is populated by NIST or from source of Acceptance Level "Provider".

Search Type Contains HyperLinks

® Basic Advanced O CISA Known Exploited Vulnerabilities
O US-CERT Technical Alerts

Result=livpe OJ US-CERT Vulnerability Notes

® Overview O Statistics CJOVAL Queries

Keyword Search Contains Tags
O Disputed

O Exact Match O Unsupported When Assigned

O Exclusively Hosted Service
Search Type

® AllTime O Last 3 Months

[

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
5 DEPARTMENT OF CE

DoD CYBER Topics
EXCHANGE puBLIC

D PKI/PKE

Automation
tations of VolP and legacy

o

Control Correlation Identifier (¢ _ s .
ne EVVM SRG replaces

ith Voice and Video f

ideo, and VolP STIGs must not be used al ed and removed from

Document Library ol P STIGs currently in sunset. The Voice

Mailing List
n Profik

DoD Cloud Computing S

STIG TOPICS
~ Show 10 entries Search: Linux X
Frequentty Asked Questions - FAQs
Group Polcy O l TLE m upoaTeD + [ -
Qua eduleand E Oradle Linux 7 STIG - Ver 2, Rel 14 111MB 22 Jan 2024
Summary
~ ] El Oradle Linux 8 STIG - Ver 2, Rel 1 21M8 17 Jul 2024
Compilations
ng To E Red Hat Enterprise Linux 8 STIG - Ver 1, Rel 14 147MB 22 Apr 2024
El Red Hat Enterprise Linux 9 STIG - Ver 2, Rel 1 199MB 17 Jul 2024
NS R = 2 e R E SUSE Linux Enterprise Micra 5 STIG - Ver 1, Rel 1 3.16MB 20 Jun 2024
Help
E' SUSE Linux Enterprise Server 12 STIG - Ver 2, Rel 13 109 MB 22 Jan 2024
E SUSE Linux Enterprise Server 15 5TIG - Ver 2, Rel 1 13MB 17 Jul 2024




® openscap

Features Security Policies

Documentation  Support  Contribute

Getting Started User Manual Download

No single tool fits every use case. Whether you want to scan
just a single system or manage compliance of an entire cluster,

we have the right tool for you!

Tools

OpenSCAP Base

Are you an experienced user who wants to
perform configuration and vulnerability scanning
from the command line? Skip all the bells and
whistles and use the NIST certified m fool

directly. Continue »

SCAP Workbench

Do you want o create a custom security profile
and scan systems remotely from your favorite
desktop environment? Try the infuitive, easy to use
SCAP scanning tool today. Continue »

OSCAP Anaconda Add-on

Do you want {o ensure that a system is compliant
with the targeted security profile before you finish
installing? Create a compliant system image
easily. Continue »

QOpenSCAP Daemon

Do you want to centinuously evaluate your
infrastructure’s compliance to a SCAP policy of
your choice? Get an overview of how your
infrastructure is doing. Continue »

SCAPTIimony

Do you want to centralize storage of SCAP scan
resulis? SCAPTimony is suitable for larger
deployments and usable with Red Hat Satellite 6
and OpenSCAP Dasmon. Continue »




Chapter 12: Are My Devices’ Communications and
Interactions Secure?

Index of /myapp-for-x86 64-rpms

Name Last modified Size Description

a Parent Directory -
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Privacy error

c

/bm02.local

Y Test Page for the HTTP Server

C M © No s://bm02.local

Fedora Webserver Test Page

If you can read this page, it means that the web server

installed at this site is working properly, but has not yet been
configured.

If you are a member of the
general public:

The website you just visited is either
experiencing problems or undergoing
routine maintenance.

To let the administrators of this website
know that you are seeing this page and
not what you were expecting, an e-mail
addressed to "webmaster” at the website's
domain should reach an appropriate
person. For example, if you saw this page
while visiting www.example.com, you
could send e-mail to
"webmaster@example.com”.

Fedora is a distribution of Linux, a popular
computer operating system. It is

If you are the website
administrator:

You may now add content to the webroot
directory. Note that until you do so, people
visiting your website will see this page,
and not your content.

For systems using Apache Webserver:
You may now add content to the directory
/var/fwew/html/. Note that until you do so,
people visiting your website will see this
page, and not your content. To prevent this
page from ever being used, follow the
instructions in the file
/etc/httpd/conf.d/welcome. conf.

For systems using Nginx: You should
now put your content in ation of your

Index of /myapp-for-x86_64-rpms

Name Last

dified Size Description

a Parent Directory

@ repodata

@ myapprel-1.0-1x86_6 = 2024-04-22 21:44 6.7K
2024-04-22 21:48 -




kbps Transmitting Receiving

00

150
100 1
0

o o

Firewall @D oo Edit rules and zones

1 active zone

Interfaces ‘ Add VPN ‘ ‘ Add bond | | Add team ‘ Add bridge ‘ | Add VLAN
Name P address Sending Receiving

npOs316 Notavailable

Pp2p-dev-wip0s20fOus Inactive:

wip0s200u6 10.82.0.201/24 0.114bps 0.0619 bps

wip0s20f0u7 Inactive

Network logs View all logs

October 4, 2024

11:15 AM_cinfo> (1728054944 4256) agent-manager. agentface6c06300f2c0b,1.96/0rg gnome Shell NetworkAgent/1000]: agent registered NetworkManager
-

4 Explore & Installed = Updates

Q firewa LL|

Firewall

ELELETEN

Cockpit

for Linux ser




Select zone for
‘connection 'JYD_LABS T

Default Zone -

Close 0K




Chapter 13: Applying Government Security Standards —
System Hardening

IR
I i HI

W q | T Il I
| Apply security policy: ‘) I
i -

Gl
| Hat E Linux 9 Bench forLevel 2 - Server

: iis profile defines a baseline that aligns to the "Level 2 - Servar!

b tbh’ﬁgymtion from the Center for Internet Security™ Red Hat Enterprise
ux 9 Benchmark™, v1.0.0, released 2022-11-28,

 This profile inctudes Center far Internet Security™

'Red Hat Enterprise Linux 8 CIS Benchmarks™ cantent.

(CIS Red Hat Enterprise Linux 9 Benchmark for Level 1 - Server

¥ ‘!h?s@roﬁle’deﬁnesa baseline that aligns to the "Level 1 - Server”
configuration from the Center for Internet Security™ Red Hat Enterprise
Linux 2 Benchmark™, v1.0.0, released 2022-11-28,

This profile includes Center for Internet Security™
Red Hat Enterprise Linux S CIS Benchmarks™ content.

¢ t Linux 8 k for Level 1 - W
' This profile'defines a baseline that aligns to the "Level’] - Workstation”
 configuration from the Center for Internet Security® Red Hat Enterprise
| Linux® Benchmark™, v1.0.0, released 2022-11-28.

| This profile includes Center for Internet Security®

Red Hat Enterprise Linux 9'CIS Benchmarks™ content.

CISRed F ise Linux 9 rk for Level 2- W

This profile defines a baseline that aligns to the "Level 2'- Workstation®
 configuration from the Center for Internet Security® Red Hat Enterprise
| Lintd Benchmark™, v1.0.0, released 2022-11-28.

This profile includes Center for Internet Security®
\Red Hat Enterprise Linwx © €IS Benchmarks™ content.
in Non-federal ion Systems and Organizations (NIST 800-171)

DRAFT i

‘From NIST 800-171, Section 2.2:
requirements for protecting the confidentiality of CUlin nonfederal

Formation systems and organizations have a well-definad structure that il

Salect profile

were done 0r need to be done:

setparvanms ‘Imstall Red Hat Enterprise Linux 9.4’

linuxefi finagesfprebootZunlinuz inst .stage2=hd : LABEL=RHEL-9-4-0-Pase0S-x86_64 quiet %

fips=1_
initrdefi fimages/pxebootsinitrd. ing

Mininun Emacs-1ike screen editing is supported. TAB lists completions. Press Céirl-x or
g;gﬂta boot. Cirl-c or F2 for a command-line or ESC to discard edits and return to the
menu .
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enter for Intermet Security® Red Hat Enterprise
0, released 2022-11-28.

e includes Center for Internet Security®
prise Linux 9 CIS Benchmarks™ content,

Incla ed Information in Non-federal Information Systems ahd Organizations (NIST 800-171)

ecting the confidentiality of CUI In honfederal
vizations have a well-defined stricture (hat

ements section;
ty requirements section.

requirements are obtained from FiPS Publication 200, which
¢ high-tevel and fundamental security requirements for federal
nformation systems. The derived security requirements, which
e basic security requirements, are taken from the security controls
al Publication 800-53.
figures Red Hat Enterprise Linux 9 to the NIST Spedial
-53 controls identified for securing Controlled Unclassified
0 un.-"
- Australian Cyber Security Centre (ACSC) Essential Eight
This profile contains configuration checks for Red Hat Enterprise Linux 9
that align to the Australian Cyber Security Centre (ACSC) Essential Eight.

Acopy of the Essential Eight in Linux Environments guide can be found at the
ACSC website:

hitpsy/www.cyber.gov.au/acsc/view-all-content/publications/hardening-linux-workstations-and-servers

- Health Insurance Portability and Accountability Act (HIPAA)

Select profite

| Changes that were done or need to be done:

& /varllog/audit must be on a separate partition or logical volume and has to be created in the partitioning layout before instaliation can
| ﬂ \package ‘gnutls-utils’ has been added to the list of to be installed packages

GRUB version 2.06

load_video

set gfxpayload=keep

i d gzio ”

;2iﬁi (grout)lumlinuz-S‘IQ.0—42?.13.1.e19_4.x96_64 root=UUID=302395f2—gE$§ :

4859-9a56-f88c12f6ad3c ro resume=UUID=9?046936—Oeed—4a6a—b64b—bchcg?bk i,

rd.1uks.uuid=luks—achZGda—5932—44fb—a619—b8cc4§17e563 rd.luks,uuxigbUB?Z =%

59d423-3bc3-478d-a9f F-bc30867f47c? rhgb quiet fl?Sfl boot=UU¥D=de lle —1c i

a-4f30-b1ef-98aalfed2dB85 audit=1 audit_backlog_linit=8192 init_on_alloc=1 p
_alloc.shuffle=1 vusyscal l=none ) o

?i? id 1gr§0t)/initramfs—5-14.0—42?.13.1.el9_4.x86_64-lmg Stuned_initrd

1 iti i ted. TAB lists
Minimum Emacs—-like screen editing is suppor ;
c;:;?etions. Press Ctrl-x or F10 to boot. Ctrl-c or F2 é:;namenu
command-1ine or ESC to discard edits and return to the -
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. THLE m UPDATED ¢

.
© El Stig Viewer 3 CKLB JSON Schema 251K8 10 Jan 2024
STIG Viewer 3.4 Hashes 208KB 08 Aug2024
E STIG Viewer 34-Linux 131.37M8B 08 Aug 2024
.
& STIG Viewer 3.4-Win64 149.13MB 08 Aug 2024
.
& STIG Viewer 3.4 Winé4 msi 148.09MB 08 Aug 2024
5 STIG Viewer 3. User Guide - Ver 1, Rel 4 106Me 08 Aug 2024
STIG TOPICS

Show 10 :  entries

Search:

T SIZE #| UPDATED +

[ Microsoft Windows Lifecycle Support — 09Mar 2019
Microsoft Windows Lifecycle Support Information 17.56 KB 09 Mar 2019
E Microsoft Windows PAW STIG - Ver 3,Rel 1 111 MB 17 Jul 2024
E Microsoft Windows Server 2016 STIG - Ver 2, Rel 9 1.15MB 16 Oct 2024
E Microsoft Windows Server 2019 STIG - Ver 3, Rel 2 1.13MB 16 Oct 2024
E Microsoft Windows Server 2019 STIG SCAP Benchmark - Ver 3, Rel 2 100.09 KB 16 Oct 2024
E Microsoft Windows Server 2022 STIG - Ver 2, Rel 2 2MB 16 Oct 2024
E Oracle Linux 7 5TIG - Ver 3,Rel 1 1.11MB 230ct 2024
E Oracle Linux 8 STIG - Ver 2, Rel 2 21MB 230ct 2024
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Showing 21 to 30 of 45 entries
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= STIG Viewer 3

Red Hat Enterprise Linux 9 3 +

5TIG Rules

Red Hat Enterprise Linux 9

_ |:| Red Hat Enterprise Linux 9 Security Technical Implementation Guide

» RED HAT ENTERPRISE LINUX 9

% Read Me
U_Rezdme_SRG_and_STIG.pdf

Version: 2 Release: 1 Benchmark Date: 24 Jul 2024

. Release Memo
U_RHEL_9_STIG Vi_Release_Memo.pdf

SRG-05-000480-GPOS-00227 V-257777
RHEL 9 must be a vendor-supported release.

| Overview
U_RHEL_9_V2R1_Overiew.pdf

Revision History
U_RHEL_9_V2R1_Revision_History.pdf

SRG-05-000480-GP0S-00227 V-257778
RHEL 9 vendor packaged system security patches and updates must be installed and up to date.

Group 1D

V-25T77T
RHEL 9 must be a vendor-supported release.

SRG-05-000023-GPOS-00006 V-257779
RHEL 9 must display the Standard Mandatory DOD Notice and Consent Banner before granting local or
remote access to the system via a command line user logon.

V-257776

RHEL 9 vendor packaged system securily paiches ...

V267779

RHEL 8 must display the Standard Mandatory DOD...

SRG-05-000480-GPOS-00227 V-257781
The graphical display manager must not be the default target on RHEL 9 unless approved.

V257781

The graphical display manager must not be the def...

SRG-05-000480-GPO5-00227 V-257782
RHEL 9 must enable the hardware random number generator entropy gatherer service.

V-257782

RHEL 8 must enable the hardware random number .

V-257763
RHEL 9 systemd-journald service must be enabled.

SRG-0S-000269-GPOS-00103 V-257783
RHEL 9 systemd-journald service must be enabled.

V-257784

The systemd Cirl-Al-Delete burst key sequencein ...

V-257785

The x86 Ctrl-Alt-Delete key sequence must be disa...

SRG-05-000324-GPOS-00125 V-257784
The systemd Ctrl-Alt-Delete burst key sequence in RHEL 9 must be disabled.

V-257786

RHEL 9 debug-shell systemnd service must be disab_._

SRG-05-000324-GP0S-00125 V-257785
The x86 Ctrl-Alt-Delete key sequence must be disabled on RHEL 9.

V-257787

452 Rules

SRG-05-000324-GP0O5-00125 V-257786
RHEL 9 debug-shell systemd service must be disabled.




C D file:///home/mstonge/scan-report.html w ® ©® & =

4@ Customer Portal 4 Red Hat & Red Hat Products Doc... <& Red Hat EnterpriseLin... & Red Hat Developer Por... 4 Red Hat Container Cat... »
OVAL Definition Generator Information ]
OVAL Re enerato ormatio Schema Version Product Name Product Version Date Time
Schema Version Product Name Product Version Date Time Red Hat OVAL
cpefa:open- 5 T 5.10 Patch Definition 3 2024-10-16 08:02:18
5.10 S inbn 1310 2024-10-16 05:13:27 Merger
X Y, FError Py #Other #Definitions #Tests #Objects #States
0 825 0 0 0 825 Total
0 08 825 [0 10454 2356 1797 1

System Information

Host Name scrapper.local
Operating System Red Hat Enterprise Linux
0 Y Version 9.4 (Plow)
Architecture x86_64
Interface Name lo
IP Address 127.0.0.1
MAC Address 00:00:00:00:00:00
Interface Name wip0s20f0ul2
IP Address 10.82.0.240
MAC Address 00:2E:2D:80:24:9D
Interfaces
Interface Name lo
IP Address ek
MAC Address 00:00:00:00:00:00
Interface Name wip0s20f0ul2
IP Address 1e80::758d:6969:bell:e178
MAC Address 00:2E:2D:80:24:9D
[ OVAL System Characteristics Generator Information
Schema Version Product Name Product Version Date Time
5.10 Ccpe:/a:open-scap:oscap 3 2024-10-16 05:13:27

OVAL De on Re
I X I v I Error I Unknown I Other
D Re a

oval:com.redhat.rhsa:def:20248112 | false | patch [RHSA-2024:8112], [CVE-2024-34155], [CVE-2024-34156], [CVE-2024-34158], [CVE-2024-9341] sRam”s‘my‘Z?;:f‘em’ baah
RHSA-2024:8111: skopeo
K .| L K 2 - 2 v 7 = Z
oval:com redhat rhsa:def:20248111 | faise | patch [RHSA-2024:8111], [CVE-2024-34156] Ry
RHSA-2024:8110:
oval:com.redhat thsa:def:20248110 | faise | patch [RHSA-2024:8110], [CVE-2024-34156] containemetworking-plugins
security update (Important)
i et — oo N —— — RHSA-2024:8039: podman
oval:com redhat.rhsa:def:20248039 | false | patch [RHSA-2024:8039], [CVE-2024-34155], [CVE-2024-34156], [CVE-2024-34158], [CVE-2024-0341] ks ool Tapoansd
RHSA-2024:8037: OpenlPMI
: i :def:; - a i - B
oval:com.redhat rhsa:def:20248037 | false | patch [RHSA-2024:8087], [CVE-2024-42934] ity update ( )
RHSA-2024:8025:
oval:com.redhat thsaidef:20248025 | faise | patch IRHSA-2024:80251, [CVE-2024-96801 ird security undate

Utilities

btop++
Di

G-

E; SCAP Workbench

|




Open SCAP Security Guide X

SCAP Security Guide was found installed on this machine.

The content provided by SCAP Security Guide allows you to quickly
scan your machine according to well stablished security baselines.

Also, these quides are a good starting point if you'd like to

customize a policy or profile for your own needs.
Select one of the default guides to load, or select Other SCAP
Content option to load your own content.

S Ec U R | TY G U I D E Select content to load: RHEL9

Other SCAP Content

Close SCAP Workbench | lLoad Content

Cancel Open Source DataStream or XCCDF file Q Open

© Recent 4 @rmstonge U_RHEL_9_V2ZR1_STIG | U_RHEL_9_V2R1_Manual_STIG

4+ Home Name ¥ | Size Type Modified

[ U RHEL 9 STIG V2R1_Manual-xccdf.xml 14MB Markup 4Jun

[ Documents
J, Downloads
dd Music

I3 Pictures

vl Videos

+ Other Locations

Source DataStream, XCCDF file or SCAP RPM




U_RHEL_9_STIG_V2R1_Manual-xccdf.xml - SCAP Workbench - o

File Help
Title Red Hat Enterprise Linux 9 Security Technical Implementation Guide
Customization | None selected v
Profile | - Mission Critical Classified (462) * | | Customize
Target ® Local Machine Remote Machine (over SSH)
Rules Expand all

-

» RHEL 9 must be a vendor-supported release.

» RHEL 9 vendor packaged system security patches and updates must be installed and up to date.

»  RHEL 9 must display the Standard Mandatory DOD Motice and Consent Banner before granting local or remc
»  The graphical display manager must not be the default target on RHEL 9 unless approved.

» RHEL 9 must enable the hardware random number generator entropy gatherer service,

» RHEL 9 systemd-journald service must be enabled.

¥ The systemd Ctrl-Alt-Delete burst key sequence in RHEL 9 must be disabled.

»  The x86 Ctrl-Alt-Delete key sequence must be disabled on RHEL 9.

» RHEL 9 debug-shell systemd service must be disabled.

» RHEL 9 must require a boot loader superuser password.

» RHEL 9 must disable the ability of systemd to spawn an interactive boot process.

» RHEL 9 must require a unique superusers name upon booting into single-user and maintenance modes.
» RHEL 9 /boot/grub2/grub.cfg file must be group-owned by root,

» RHEL 9 /boot/grub2/grub.cfg file must be owned by roat.

»  RHEL 9 must disable virtual system calls.

»  RHEL 9 must clear the page allocator to prevent use-after-free attacks.

»  RHEL 9 must clear SLUB/SLAB objects to prevent use-after-free attacks.

09% (0 results, 462 rules selected)

Generate remediation role ~ Dry run Fetch remote resources Remediate | Scan




BE An official website of the United States government Here 1

NIST Q  =CSRCMENU

Information Technology Laboratory

COMPUTER SECURITY

COMPUTER SECURITY RESOU CERe MEECENTER

PROJECTS CRYPTOGRAPHIC MODULE VALIDATION PROGRAM VALIDATED MODULES

Cryptographic Module Validation Program cwve
f ¥ in &

Search

All questions regarding the implementation and/or use of any valideted cryptographic module should first be directed to the appropriate VENDOR point of contact (listed for each entry). General CMVP
qu

ions should be directed to cm

Use this form to search forinformation on validated cryptographic modules.

Select the basic search type to search modules on the active validation list. Select the advanced search type to to search modules on the historical and revoked module lists.

Certificate Number:
Vendor:

Module Name:

Cregted October
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